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1.INIOACHUTEJIBHASA 3AIINCKA
Metoauyeckue yka3zaHus 10 BBIIOJHEHUIO IPAKTUYECKUX (11a00paTOpHBIX) padoT Mo
yueOHON nucuumiuHe «KoMmnbroTepHble ceTW» MpeJHAa3HAYEHbl [UISl CTYACHTOB
crnennasibHOCTH 09.02.07 UHQopManMoHHbIE CHCTEMbI U IPOrPAMMHPOBaHHE
[ens nmpoBeeHUs! MPAKTUUECKUX 3aHATHI: POPMUPOBAHUE NMPAKTHUECKUX YMEHUH,
HEOOXOMMBIX B IOCIIENYIOIIEN TPodheccnoHaIbHON U yueOHO! e TENbHOCTH.
MeToauueckre yKa3zaHUS NPAKTUUYECKUX 3aHITUM SBISIOTCS 4YacTbio y4ueOHO-
METOJUYECKOr0 KOMIUIEKCa 10 y4eOHON AUCHIUILIMHE U COJIepIKaT:
- TEMY 3aHATHA (COTJIACHO TEMATUYECKOMY IUIaHy Y4eOHOM TUCIUIUINHEI);
- LEb;
- o0opynoBaHue (MaTepuajbl, MPOrpaMMHOE OOeclieueHue, OCHAIIEHHE,
pa3aTOYHbIA MaTepHal U Ap.);
- METOIMYECKHE yKa3aHUs (M3y4nuTh KpaTKuii MeToarndecKue yKazaHus 1o TeMe
IPAKTUYECKOTO 3AHSITHS);
- XO/J1 BBITIOJIHEHHUS,
- dbopmy oTuera.
B pesynbrare BBINONHEHHUS MOJHOTO OOBbEMa MPAKTUYECKUX 3aHATUN CTYACHT
JOJIKEH YMETh:
- OpraHM30BBIBATh U KOH(PUTYPUPOBATh KOMIIBIOTEPHBIE CETH;
- CTPOWTH U aHAJIU3UPOBATH MOJEIN KOMIIBIOTEPHBIX CETEH;
- 3(¢eKTUBHO HCIIOJIb30BATh  ammapaTHble M  IPOrpaMMHBIE  KOMIIOHEHTHI
KOMITBIOTEPHBIX CETEH NP PEIICHUH Pa3IudHbIX 33/1a4;
- BBIIIOJIHATH CXEMBI U YEPTEKU IO CIEUUATIBHOCTH C UCIOJIB30BAHUEM MPHUKIATHBIX
IPOrPAMMHBIX CPEJICTB;
- paboTaTh C MNPOTOKOJAMH PA3HBIX YPOBHEH (Ha HpUMEpPEe KOHKPETHOTO CTeKa
npotokoiioB: TCP/IP, IPX/SPX);
- yCTaHaBJIMBATh U HACTpPauBaTh MapaMETPbl IPOTOKOJIOB;
- MPOBEPSTH MPABUIBHOCTD NEPEIAUN JaHHBIX;
- 00HapyXUBaTh U YCTPAHATH OMIMOKHU MpHU Mepeaade JaHHBIX.
[Ipu npoBeieHUH MPAKTUYECKUX 3aHATUN MPUMEHSIIOTCS CIEAYIOIIHNE TEXHOJIOTHUU U
METOJ1bl OOYUEHHS:

1. POOJIEMHO-TIONCKOBBIX TEXHOJIOTHIM
2. TECTOBBIE TEXHOJIOTUHA
3. HH(POPMAITMOHHO-KOMMYHHUKAITMOHHBIE TEXHOJIOTHU

Ouenka BbINOJHEHHS 3aJAHUH NPAKTUYECKUX 3aHATHH
Ornenkn «5» (OTJIMYHO) 3aCITy’KHUBAET CTYJICHT, OOHAPYKUBIIUN TIPY BBHITTOJTHCHUH 3aTaHHM
BCECTOPOHHEE, CUCTEMAaTHYECKOE U TIIyOOKO€ 3HaHUE Y4eOHO-NPOrpPaMMHOTO Marepuarna,
y4eHUs: CBOOOJHO BBIMOJHATh MPOGECCUOHANIbHBIC 3a7a4ll C BCECTOPOHHUM TBOPYECKUM
MOAX0/I0M, OOHAPYXHUBIIMK TMO3HAHUSI C HMCIOJIB30BAHUEM OCHOBHOW U JIOMOJHUTEIBHOMN
JUTEpaTypbl, PEKOMEHJIOBAaHHOW MpOrpaMMoOM, YCBOMBIIWN B3aUMOCBSI3b HU3YYaE€MbIX U
W3YUYEHHBIX JUCIHUIUIMH B UX 3HAYCHHUH JUIsI TPUOOpPETaeMOM CIelUalbHOCTH, MPOSBUBIINN
TBOPYECKUE CIIOCOOHOCTM B TIOHMMAHUU, W3JIOKEHUU U HCIOJB30BAHUU Yy4eOHO-
IPOrpaMMHOTO MaTepuana, IpOsSBUBIINI BRICOKHI podeccuoHaIn3M, HHIMBUIyaIbHOCTD B
pEIICHUH TOCTaBIEHHON mepen coOoil 3ajaud, MPOSIBUBIIMK HEOPAUHAPHOCTH MPHU
BBITIOJTHEHUHU MMPAKTUYECKUX 3aaHUM.
Onenku «4» (XOpOII0) 3aCiIyKUBAET CTYJEHT, OOHAPYKUBIIMI MPU BBHIMOTHECHUH 3aIaHHUM
MOJIHOE  3HAHWE  Y4YEOHO-POTPAaMMHOTO  MaTepuayiia,  yCHEIIHO  BBITOJHSIONIUN
3



npo(ecCHOHANBHYIO 3aJadyy WIH NPOOJEMHYIO CHTYaluio, YCBOUBIIUK OCHOBHYIO
JUTEPATYPY, PEKOMEHJOBAaHHYIO B IpOrpamme, MOKa3aBIIMA CHCTEMATHYECKHI XapakTep
3HAHWM, YMEHUI U HABBIKOB IPH BBINOJHEHUN TEOPETUUYECKUX U MPAKTUYECKUX 3aJaHUM 110
aucuuIuinie « OnepauuoHHbIE CUCTEMBbI.
Ouenku «3» (yAOBIETBOPUTENBHO) 3aCYKUBAET CTYAEHT, OOHAPY>KUBILUNA TPU BBIITOJIHEHUH
INPAaKTUYECKUX M TEOPETUYECKUX 3aJaHUN 3HAHUS OCHOBHOTO Y4e€OHO-IPOrpaMMHOIO
maTtepuana B oObeme, HeoOXOoauMoM Uil AajbHeliieidl ydeOHoM W mpodeccHoHanbHON
JESITEeIbHOCTH, CIIPABJISIOIIUICS C BBIIOJHEHUEM 3aaHUN, TPETyCMOTPEHHBIX POrPaMMOH,
JOIYCTUBIIMN IOIPEIIHOCTH B OTBETE IPU 3alUUTE€ M BBIIOJHEHUU TEOPETHUYECKUX MU
NPAKTUYECKUX 3a/IaHUi, HO 00J1aAat0IIni HEOOXOAUMBIMU 3HAHUSIMHU U1 UX YCTPaHEHUS MO]T
PYKOBOJCTBOM  IIpPENoOJaBareiisi, NPOSBUBLIIMI  KaKylo-TO  JOJI0  TBOpPYECTBA U
WMHJUBUYyJIbHOCTh B PEIICHUH ITOCTABJIECHHBIX 3a/1ay.
OueHkn «2» (HEYIOBIETBOPUTENBHO) 3aCIy’)KMBAa€T CTYAEHT, OOHApYXUBLUIMU NpH
BBINIOJIHEHUH MPAKTUYECKUX M TEOPETUUYECKUX 3aJaHUi MpoOJIeMbl B 3HAHUAX OCHOBHOI'O
y4eOHOro marepuana, JOMYCTUBIIWNA OCHOBHbBIE MPUHIUIMAIbHBIE OMKUOKU B BBIMOJHEHUU
3aJlaHdd WM CHUTYaTUBHOM 3a7jaud, KOTOPYIO OH ejdal Obl PElIUTh WIH MPEAJIOKHUThH
BAapUAHTHI pEUICHUS, KOTOPBIM HE MPOSIBUI TBOPUYECKOTO MOAXO0AA, UHIUBHUIYATbHOCTH.

B cooTBercTBUM ¢ y4eOHBIM IJIAaHOM U paboyeil mporpaMMbl Ha MPAKTUYECKHUE 3aHATUS
no qucuumiuHe « Komnborepubie cetn» orBoautcs 18 yacos.

2.IIEPEYEHb IPAKTUYECKHNX 3AHATHI

Ne KoanuecTB
n/n Ha3paHue NpakTH4eCKOro 3aHsATHsI 0 4aCoB.

HOCTpOCHI/IC CXCMbI KOMHBI’OTCPHOﬁ CCTHU

Co3gaHue ydeTHOM 3amucu B OMNepalioHHON cucteMe. OpraHuzamus
o0mrero jgocryna K Qainam

Hacrpoiika nmporokosno TCP/IP B onepaninoHHbIX cucTeMax

Pemenue npobaem ¢ TCP/IP

MonTtax kabenbHbIX cpen Ethernet

ITocTpoeHrne OAHOPAHIOBOM CETH

HaCTpOﬁKa YAAJICHHOI'O JOCTYIIA K KOMIIBIOTCPY

Obecneuenue O0e3omacHOCTH JIOKaIbHOU ceTu. HacTpolika mapameTpon
Opannmayspa Ha [TIK
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Tectupopanue cetn TCP/IP ¢ ncrnonp3oBaHrEeM THMarHOCTUYECKUX YTUIIUT

3.COJEP)KAHUE MMPAKTUYECKHUX 3AHATHI
IIpakTnueckoe 3ansaTue Nel
Tema: [locTpoeHHE CXEMBI KOMITBIOTEPHOM CETH.
Heab: npuMEHUTH HA MPAKTUKE YMEHUS 0 CO3JaHUIO CXEM JIOKAJIbHBIX CETEN C TOMOLIBIO
IPUKJIAJHOTO MPOrPaMMHOT0 00€CTIeYEHUSI.
OOopynoBaHme: epCcOHANbHBIA KOMITBIOTEP ¢ HE0OX0AUMBIM [10
Meroanueckue - JlaTh  XapakTepUCTHKy MporpaMmaM Ui  U3Y4YEHUS
yKa3aHus: KOMITBIOTEPHBIX CETEH;
- YCTaHOBUTH U HACTPOUTH HporpaMMyI «10-Crpaiix. Cxema
cetu» U Netemul;
- Cnenatb BBIBOJ O IPOJieNIaHHON paloTe;
- 3aduxcupoBaTh UHPOpPMAIIMIO B BUJE CKPHUHIIOTOB B (haiine
JUISl OTUETA.
X0/ BBINOJIHEHHS:



1. 3amyctute nporpammy 10-Strike (SNMP  nomken ObITh BKIIIOYEH HA KOMMYyTaTOpax.
[IporpamMma pomkHa OBITH paspelieHa B OpaHamayl’pe A YCIeUmHOW paloThl IO
npotokosry SNMP).

2. 3yunrte 0CHOBHBIE BO3MOKHOCTH IporpamMmbl  10-Strike. 3aduxcupyiite B oTuére.

3. 3anyctute «Mactep Coznanust Kaptel Cetny: «@aim»— «Macrtep co3aaHust KapTbDy».
4. B oTKpbIBIIEMCsI OKHE BbIOepuTe MyHKT «CkaHupoBaHue auanasona IP-axpecos»

i 10-Crimh Crews Cane - (NOWAMEZ)
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demondt | nonsez

5. BpiOepute ckaHMpOBaHHE CE€TH IO auanazoHy I[P-aapecoB. YkaxuTe auamnazoHbI
corsacHo uHpopmanuu o6 IP-aapecax ot npenonasatens. YcrporictBa ¢ SNMP nosmkHbI
HaXOJUTHCS BHYTPU YKa3aHHbBIX THANA30HOB.
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7. Haxxmute kHONIKY «/lamee».



LWar 3 13 4. Monck 1 oTEOP KOMMBKTEPOE 1A NOMELLEHUA Ha KapTy

IP-agpec MAC-agpec MpouseoauTene ajanTtepa DNS-uma Tun yctpoiictea  Tpw..  SNM..  Haiige..
192.168.205.1 74-4D-28-D2-..  [Routerboard.com] PoyTtep ICMP
192.168.205.2 B4-2E-99-04-F.. [GIGA-BYTETECHMOLOGY C...  203-TEACH.edu.cheremgtk.ru  Komneotep ICMP
192.168.205.6 B4-2E-39-04-F.. [GIGA-BYTETECHMOLOGY C...  203-13.edu.cheremgtk.ru Komnerorep ICMP
192.168.205.10 B4-2E-99-94-F.. [GIGA-BYTE TECHMOLOGY C...  203-10.edu.cheremgtk.ru Komnbrotep ICMP
192.168.205.13 B4-2E-99-96-F.. [GIGA-BYTE TECHMOLOGY C...  203-13.edu.cheremgtk.ru Komnetotep ICMP
192.168.205.14 B4-2E-99-G4-3..  [GIGA-BYTE TECHNOLOGY C... 203-14.edu.cheremgtk.ru KomneroTep ICMP
182.168.205.15 B4-2E-99-96-E..  [GIGA-BYTE TECHMOLOGY C...  203-153.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.20 B4-2E-99-96-1.. [GIGA-BYTETECHMOLOGY C...  203-20.edu.cheremgtk.ru Komnerorep ICMP
192168.205.254  B4-2E-99-96-1.. [GIGA-BYTETECHMOLOGY C...  203-TEACH.edu.cheremgtk.ru  Kemnetotep ICMP
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8. Co3zmaiiTe MIUTIOCTpAIMIO: CKOMUPYWTE COJEpKUMOE dKpaHa B Oydep HakaTheM Ha
kiaBuarype kiaBuiu Print Screen. [Tomectute B OTUET.

BoinosmHuTe UMIIOPT CXEMBI B Iporpammy Visio

9. Ilpoananu3upyiite mnoiaydyeHHyI0 cxemy ceTd. Omnummure B OTUéTe (PU3MYECKYIO U
JIOTUYECKYIO TOIIOJIOTUN CETH.

10. IToBTOpHTE MpOLIEAYPY MNOTYUYEHHUS CXEMBI JOKAIBHOW CETH C MOMOUIBIO ITYHKTa MEHIO
MacTepa CO3/1aHMs KapThl ceTh «IMIOPT U3 CETEBOr0 OKPYKEHUS.

PaGora B nporpamme Netemul

Jlist Hadana yctaHoBUM Iporpammy Netemul, 3anmyctum u pycupuuupyem ee KOMaHIou
CepBuc-Hacrpoiikn (puc. 1).
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Pycudpunupyem unrepdeiic nporpammsl
B riaBHOM OkHe mporpamMmbl BCe 3JIEMEHTHI pa3MellatroTcsi Ha paboueil obmactu (Ha
Cuene). Ha Bceii cB0OOAHOM 001acTH CIIEHBI, PAa3MEUYCHHOW CETKOW MOXKHO CTaBUTH
YCTPOMCTBA, IPU 3TOM OHH HE JOJKHBI niepecekatbesi. Ha [lanenn yeTpoiicTB pa3MenieHbl
BCE HEOOXOAMMBIE IJIsl TMOCTPOCHHS CETH HMHCTPYMEHTHI, a TaKKe KHOMKA OTIPABKU
coobmiennii u 3amycTurh/OctaHoButh. Ha Ilanenm mnapaMeTpoB pacroyiokKeHBI
CBOMCTBa 0O0BEKTOB. J{J151 BEIIETIEHHOTO OOBEKTA MOSIBIIOTCS TOJBKO TE CBOMCTBA, KOTOPHIE

XapaKkTepHBI 111 HeTo (puc. 2).
[ netemul =10 x|
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WuTepdeiic mporpamMmbl Netemul
Ipumep 1. Crpoum cetsb u3 aByx IIK u kommyTaTopa
JIns HauanbHOIO 3HAKOMCTBA C IMIPOTPAMMOMN TABANTE MOCTPOUM MPOCTEUIIYIO JOKAIbHYIO
cemb ¥ IOCMOTPUM, Kak oHa paboTaeT. [[ns aToro Beinmoanute komanay Maita-HoBblil 1
HapUCYHUTE CXEMY CETH KaK Ha puc. 3.
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Cxema u3 nByx IIK u koHUIEHTpaTOpa
[Tocne pucoBanus nByx 1K u KoHIIEHTpaTOpa cO3AaIUM UX coeluHeHue (puc. 4).
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! !
B mnporecce pucoBaHusS CBs3€Hl MEXKIy YCTPOMCTBAMH BaM MOTpeOyeTcs BBIOPATH

coenuHseMbie HHTEephENChl 1 HaKaTh Ha KHONIKY CoeIuHUTh(puc. Su 6).

Il ¥iKaMWTE HaYanbHbIE HACTPOHKK el |

BreIGepHTE COBAHMHASMEIS MHTEpgERcE!

| J CosanHmTE I @) OTHeEHa |

Br160p HaYaIbHBIX HACTPOEK COSAMHEHUS
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iay

CoenvHeHNne yCTPOMCTB MPOU3BEAEHO
Tenepb HacTpoum unmepgetic (cereByro kapry) Ha Hamux 1K ee —puc. 6 u puc. 7.
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JloGaBnsiem untepdeiic
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Beoaum IP agpec u macky cetu

IMpumeyanue

OOpaTuTe BHUMAaHHE: IOCJAE TOro, Kak Bbl Hammiiere 192.168.0.1 macka mosBisIeTCS
aproMatuuecku. Ilocie Haxxatust Ha kHONKU IIpuMenuTs 1 OK— nosBisieTcss aHuManus
JBIDKYIIUXCS 110 CETH MaKeTOB MH(POpMAITIH.

Bce -cemw coznana v HacTpoeHa. OTpasisieM 1aHHbIE 710 nIpoTokony TCP (puc. 8 u puc. 9).

[ =]
d
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t )
21
Q ethd | o
Wns azanTepa; [etho
T=T°3 Mac-agpec: [01B4ES:74:15:37 B
Ip-aapec: 192 166 Lo oL |
Macka: 255 . 255 . x5 . o [
Monyueno kaspoe: 0
Monyqeno nacetos: 0 |
OTNpasNEHD KaApoDE: 0
Crnpasneo nakeas: 0
I™ Monyuars nectpaficn aTomatersec B
D Aafiante | @ YaanuTe | C] Cﬁpur_ms(rarrtmxyl
v npmmm,| &For ‘ X omvena |

Kuonka OtnpaBuTth JaHHbIE

OTARAEMTE AaHHbIE
[ [ [

Br160op nmporokona
Ecnu BbI rie-T0 omMOIuCh, TO MOSBUTHCS COOTBETCTBYIOIIEE COOOIIEHHE, a €CIIU BCE BEPHO
— TO MPOUBOUCT aHuMAayus NBUKYIIUXCS no CEeTU nakeToB (puc. 10).

BriGepHTE NpOTOKON:
 UDP
&+ TP
Pazmep & kMAoDanTax
-k
o Hanes ) OTreHa |

JIBH>KEHUE TTAKETOB IO CETH
U eme onnn MmomeHT./loymonuanuto kaxapiil [IK nmeeT ogHy ceTeByro KapTy, HO UX MOKET
OBITH U HECKOJIbKO. {7151 Toro, 4To0B! 106aBuTh 11 [IKadanmepnyxHo 1menKHyTh HA HEM
NpaBOM KHOIKON MbIIMKM U BbIOpaThnyrkmmenioMHTepdeiicbl. B pesyiabrare oTKpoeTcs
crienytoieeduanozogoe okno(puc. 11).



JuanoroBoe 0kHO paboThI ¢ ceTeBbIM UHTEpPeiicom 1K
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Haxxumaem Ha kHONIKY/[00aBUTH, BEIOMpPAaeM THUI HOBOTO ajgantepa, Haxumaem OK, u 'y Hac
€CTh ellle OJuH urmepgetic. B kadectBe mpumepa Ha puc. 12 uzodpaxen 11K, nmeronuii

TPHU CETEBBIX KAPTHI.

IIpuMmeuyanue

(@ etho

WmA apantepa: ‘ethﬂ

Mac-agpec: \01:24;12:0?:82:13
Ip-anpec:

Macka:

MonyyeHo kagpos: O
Mony4eHo nakeToB: 0
OTnpasneHo kagpoe: 0
OTnpaeneHo nakeTtos: 0

</ TpuMeHnTE

\‘9 COpocuTe CTaTUCTUKY

(ﬂ Ok % OTmMeHa

B arom 11K ycTanoBnens! agantepsl ethO-eth3

Kaxnpiil cereBoit untepdeiic (cereBoii agantep) UMeeT CBOM cOOCTBEHHBIN mac-ajpec. B
nporpamme Netemul B crpoke "Mac-agpec" MOXKHO 3anaTh HOBBIM aapec, HO 10

YMOJIYaHHUIO, TP CO3JaHUM HHTepdeiica, eMy aBTOMATHYECKU IPHUCBAUBAETCS ITOT
YHUKAJIbHBI HOMED.

Heo0xogumo camocTosiTeJJbHO NOCTPOUTH ceTh M3 AByX IIK m cBuT4Ya, M3y4yuTh

TA0JIMIy KOMMYTAIlUU

B mpuBeneHHOW B ATOM IpUMEpE CXeMe 3aMEHUTE Xah Ha CBUTY U TOCMOTPHUTE y HETO
Ta0auIy KoMMyTanuu (puc. 13).

Ha pucynke:

e KpPAaCHBI MHIUKATOP O3HAYAET, YTO YCTPOMUCTBO HE MOJKIIOUEHO;

Q eth0 | Q ethl

Q

eth2 |

Wma apanTepa: Ieihz

Mac-anpec: IDI:GS:SG:CS:AS:BI

Ip-agpec: I [u]

Macrka: ID

Mony4eHo kagpos: 0
Mony4eHo nakeTtos: 0
OTnpasneHo kaapos: 0
OTnpasneHo naxkeTos: 0

I_ Nonyyate HC-ICTDCIF‘N” dBETOMaTHHECKH

& OofasuTs | i@ YaanuTs | (3 CBpocuTs CraTmchKyl

V? MpuMeHnTE |

00& | x OTmeHa |

2|

Cxema ceTH 110 TOIOJIOTHH 3BC3/1a IIOCTPOCHA

e JKEJNITBIM - YCTPOKCTBO MOJIKIIOYEHO, HO HE HACTPOECHO;
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¢ 3€JEHBIN - 3HAK TOTO, YTO YCTPOUCTBO MOJKIIOYEHO, HACTPOCHO M TOTOBO K padoTe.
®opma otuera: (aila-oTyeT.
IIpakTHuyeckoe 3ansaTue Ne2
Tema: Co3nanue y4eTHOM 3allUCH B ONEpaIliMOHHON cucteMe. Opranuzaius 0011ero
noctyna K Qaitiam
Hean: coznate yuernyto 3anuck B OC Windows.
OO0opynoBaHme: epCOHANBHBIA KOMITBIOTEP ¢ HE0OXoauMBIM [10
Mertoauveckue - JlaTh XapaKTEpUCTUKY YUETHBIM 3aIIUCSAM MOJIb30BATENS;
YKa3aHusA: - BBIIOTHUTE CO31aHKME U HACTPOWKY YUYETHOMU 3aIUCH;
- JlaTh XapakTepuCTHKY OOIIeMy TOCTYIy K (aitnam;
- BeImonHuTE HACTPOWKY H0CTYyMA K (aitnam u nankam Ha [1K;
- Cpenatp BbIBOJ 00 H3MEHEHHSIX BO3MOXHOCTH CETHU MpPH
CO3JIaHMM HOBBIX MOJIb30BATEIICH;
- 3adukcupoBaTh nHPOpMaIMIO B (aiise 1l oTueTa.
X0/ BBINOJIHCHUA

YdeTHas 3anmch

[Ipu ycTaHOBKE ONEPAllMOHHON CUCTEMBI MBI YKa3bIBAEM UMsI KOMIIBIOTEPA, 3TO UMS U
CTAHOBUTHCS HA3BaHUEM TJIABHOTO MOJIB30BATENS B CUCTEME, UMEIOLIETO BCE IIPaBa, TO ECTh
npaBa aJMUHUCTPATOpA.

Ecnu 3a koMmbroTepoM paboTaroT elie U JIpyrue a4, U Bel He xoTute 4yToObI OH
UMEJIH TIOJIHBIX TIPaB aIMUHUCTpATOPa, TO OJIHOM yueTHOU 3anucu Bam Oyaer mano. HyxHo
OyIeT 01151 HO8020 NONBL308AMENS CO30AMb HOBYIO VUEMHYIO 3aNUCD.

3axoaum B «Ilyck — [laHenb ynpaBjieHUsD.

BriOupaeM BuJ mpocMoOTpa Beex mapameTpoB Ha «Menkue 3Hauku». Y B caMOM HU3Y
BbIOMpPAEM MyHKT «YYeTHbIe 3allUCH MOJIb30BaTeJei.

B crenyromem OKHE 3aX00UM B «YIIpaBJIeHUE APYTOH YYEeTHOM 32N CHIO».

3ateM xMeM «Co31aHue HOBOM YYETHOM 3alIMCH».

Jlanee HaM HY>KHO BBECTH HOBOE MMsI MOJb30BATENs U AaTh el «OOBIYHBIA JOCTYI
WIH «AJIMUHUCTPATOP» B TOM CIydae €CJIM XOTHUM 4YTOOBI ATOT MOJIb30BaTeNh 00OJaaal
TaKMMH >K€ NpaBaMHU, KaKk U Mbl, TO €CTb UMEJ BCce MpaBa. B OOJBLIIMHCTBE Cilyyasx
PEKOMEHyeTCsl UMEHHO MCIOoJib30BaTh «OObIYHBINA AocTym». [locie Toro kak Bce roToBO
HaxuMaeM «Co31aHue Y4eTHOH 3a1MCH».

W MBI 0Ka3pIBaeMcs TaM, TJIe OTOOPaXKaIOTCs BCE MOJIH30BATEIN U BUIUM TaM TaKXKe
TOJIBKO YTO CO3JIaHHOTI'O ITOJI30BATES.

MoeM KIMKHYTh IO 3TOMY IOJIb30BaTENI0, YTOOBI BBIMOJHUTH HEKOTOPHIC
HAaCTPOMKH. 37€Ch €CTh BO3MOXXHOCTb M3MEHUTh MMsI IOJIb30BaTelsd, CO3/1aTh JJISl HEro
apoJib, CMEHUTh KapTUHKY, YAAIUTH 3alKCh.

OO01muii 1ocTyn

Bce koMmbroTephbl qOMaliHeld CeTH JOJKHBI HaXOAUTHCA B OJHOM paboueil rpymme!
[lenkuute npaBoi KHOMKOM MbImM Ha 3Hauke Kommnbrorep (Mo#i kommbioTep) U B
nosiBuBIIEMCs cnucke Haxmute CBoiicTBa. [lepeiiaure Ha 3aknanky Ums komnbroTepa.
311ech Bl MOXKETE TOCMOTPETH MOJTHOE UMSI KOMIIbIOTEpa U Ha3BaHue padoyeil rpynimsl. s
U3MEHEHUSI HACTPOEK HaxxMuTe KHONKYy W3menuth mapamerpsl (M3menuts). Eciu y
BalllX KOMIIBIOTEPOB OJIHA paboyas TpymIa, TO U3MEHITh HUYETO HE HYKHO.
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[TosBurcs okHo CBoiicTBa cucTeMbl U Ha 3akianke UM KOMIbIOTEpa HAXXMUTE
kHOnKy M3MeHUTH i W3MEHeHHs WMeHH paboueir rpynmnbl. [lomuaute, uro Bcee
KOMIIBIOTEPHI JOMALIHEH CeTH J0JIKHBI HAXOAMTHCS B OIHOM padoueii rpynme!

CrofcTEa cHCTEMBI 23

Oenontencno | Jauwracuctemsl | Yaanedsi goctyn |
Wma komnsoTepa Otiopymosarne

= 3/}0TCH ANA

MEHm Pa MAN AoMeEnz i

MoXHO L3MEHHTS MMA ¥ NDHHBANEXHOCTS 3TOMD
romreoTepa. Mamesiemn MOTYT NOBMARTE HA AOCTHT K
ceTessim pecypcam. Nogpofkocne

poTep B rocToR”

Wz womneoTepa

wsl

MonHoe wae komnsoTepa:
wsB0 dataru

Donomssmensto

RenseTcr unexos
AOMEHE

9 pafiowsd roymnsl
DATA

. e

[Ipy wu3MeHEHMM HMEHU KOMIbIOTEpa WM paboueil Tpymmbl MNOTpedyeTcs
nepe3arpy3ka KOMIIbIOTepa. BhIMONHUTE €€ W 3aTeM MpOoAOKaWTe HACTPOUMKY oO0IIero
JI0CTYyIIA K Markam 1 ¢ainam.

[Tpumep coznanus obueit cereBoid nanku B OC Windows .

1. Co3paiiTe manky Ha gucke D:\, mIeNKHUTE MO HEM MpPaBOM KHOMKOW MBIIIU U
Haxxmute CBoiicTBAa.

_ Omvena |

peiTE: JoBasuts B BubnuoTeky ¥ Obuwpii goctyn » 2 == o= i l_ﬁz
=
WMnan aTa naMeHeHNA Tun Pazmep

. OBwan ceTeean nanka 12.03.2014 15:46 Manka ¢ daitnamu
| KpbiTb

OTKFIbITb E HOEOM CKHE

OBwwmii goctyn 3
BoCCTaHoBMTE NPEKHION BEpCUID
&) Cranupoeeate OBLyan ceTesan nanka

JoGaeuTe B GuBnnoTeky 4
Otnpaeute 4

Bripezate

Konupoeate

Co34aTe ApAbLIK
¥aanute

HEpEIﬂMEHOEETb

CeoiicTea E

2. B nosiBuBmiemcsa oxkHe CBoMcTBa nepeiaute Ha BKIAAKy Jloctym u Haxmure
KHONKY OOuuii 10CTYII.

3. YkaxuTe y4eTHBIC 3alUCH T0JIb30BaTelNel, KOTOPBIM OYJIeT MPeI0CTaBIeH JOCTYII.
MOXHO cO31aTh OTHAEJIBHYIO YUYETHYIO 3allMCh W HMCIIOJIB30BaTh €€ WM KaKk B HAlleM
npUMepe MPEIOCTaBUTh TMOJHBIA JOCTyn (Ha YTEHHWE W 3alKcCh) K IIAlKe BCEM
OJIB30BaTeIIIM JoMalrHei cetu. B mone Jlo6aBuTh BeiOepute Bee, a B cT0o1011c YpoBeHb
pa3pemennii ykaxute UreHue M 3anuch il IPEIOCTABICHUS MOJHOTO JOCTyMa. 3aTeM
HaKMHUTE KHONIKY OOLIuil 10CTYII.
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I\..-J'I 23 OBuyi gocTyn k dainam

BulbepuTe nons30BaTENed, KOTOPBIM CAEAYET OTKPLITS AOCTYN

Beeaute uma u HaxamuTe kHonky "JoBasute” AnBo McnoaesyiTe CTPENKy 4NA NOWCKE CNPEENEHHOND

NoAezCEATENA.

- HNobBasnTe

ran

¥poBEHB paspeLlermit

2, 007 EnaﬁeneH
I 52 Bee YreHue n 3anuce v I
MpoBnemel npu oTkpbimui oBuiere gocryna
l @Oﬁu.mﬁ ADCTyn D\L Ctmera ]

4. Otkpoetcs okHO ¢ coobmienremM Ilanka oTkpsbITa 1414 061ero aocryna. Haxmure

KHOIIKY I'oTOBO.

5. Teneps 3anaure B MeHio Ilyck > Ilanenns ynpasienusi > LleHTp ynpas/ieHust
ceTAMH M OOIIMM JOCTYNIOM WIH IICJIKHUTE MO 3HAYKy CETEBOrO0 MOAKIIOYEHHS Ha
IManenu 3ama4y (HaXOIUTCSA B MPaBOM HIDKHEM yriy) u Haxxkmute LleHTp ynpaB/ieHus

CeTAMH U O00IIUM

JOCTYIIOM.

F=2 Cerb 2

TekyLume NoAKNHY EHNA:
¥ Ooctyn k MHTepHety

Ll,EHTp YNEagneHMA CETAMK K CE-LLI,HM A0CTYNO

+4

EM

o & 1040

FS

6. B otkpriBiiemcst okHe LleHTp ynpaBJ/ieHUs: CeTIMHM M 00IIIUM JOCTYIOM 00paTute
BHUMaHHE Ha TO KaKas aKTUBHAsl CETh UCIIOIb3YETCS Ha KOMIBIOTEPE (B HAIlIEM MpUMEpE
570 OO0IIecTBeHHas1 ceThb) U 3aTeM cieBa HaxkmMuTe Ha U3MEeHMTH JAONMOJHUTEJbHbIE

napaMeTpsl 0011ero J0CTyna.

L L e rep——
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7. B Texymem mnpoduie (B Hamem mnpumepe 370 OOmmii mpoduib) BHIIOIHHUTE
CJIEQYIOIINE HACTPOUKH:

- B pasnene CereBoe oOHapy:keHHMe 1octaBbTe (iar B nosie BkiaouuTh cereBoe
o0HapyKeHue

- B pazpene O0mmii noctyn Kk (pailjiaM U mpuHTEpaM MOCTaBbTe (uiar B MOJIE
Brio4uTh 001Mi 1ocTyn K ¢aiiamM U IPUHTEPaM

- B paznene loctyn k o0muM manmkam rocraBbTe ¢uiar B nojie BKIOYUTH 00mmii
AOCTYII, YTOOBI CeTeBbIE M0JIb30BATEIM MOIJIM YUTATH M 3aNIMCHIBATH Qailyibl B 001IMX
NMANKAaX U 9YyTh HUXKE

- B pazgene OO0mmii gocTynm ¢ mapoJibHOM 3amUMTOl mocTaBbTe (Jlar B IIOJIE
OTKJIIYNTH 00IIMIA JOCTYI ¢ NAPOJIbHON 3aIUTOM

3aTeM Ha)KMHUTE KHOIIKY COXpaHUTh U3MEHEHHS

8. Ha aToM HacTpoiika o0ueit cereBoil nanku B OC Windows 7/8 3aBepiieHa.

YtoObl BOCIOJIB30BAThCS ITOM 0OIIEH ceTeBoM mamkoil, oTkpoiTe KommbloTep,
HaXMHUTE Ha 3HA4OK CeThb. BBl yBUINTE KOMIIBIOTEPHI B CBOEH TOMAIIIHEN JIOKAJIbHOW CETH.
[I{enkHUTE O WMEHH KOMIIBIOTEpA, HAa KOTOPOM HaXOIWTCs cereBas mamka. [lamee
OTKPOIOTCS BC€ OOLIME AOCTYITHBIC MMANKU U MPUHTEPhl KOMIIBIOTEPA.

(oo =]
@uvl_‘!‘ > Cero » Wss0 » | ~[44]
¥nopagounte ¥ LleHTp ynpaeneqna cetamm u oBLum goctynom Bz~ [ 9'

-{ Mz6panHoe Users o6LLUan CETEEA nNanka

4 3arpyskmn O6wan nanka o |

OBLyan nanka

o HEAEEHME MECTa

B PaGounii cton

0 BuBnuoTern
¥ Buaeo
| OokymenTel
b=| Mzo6paxenna

@l Myzbika

1M Komnerotep
.F;,, NokaneHeiit guck (C)
o Jokaneneni gnek (B
a Nokanensiit guek (F)

a Nokaneneii gnek (G:)

I ?l_-l Cets I

obLWan ceTeBan nanka (\Wss0)
OBwana nanka

-

Takxe MokHO 3aiiTu B MeHIO Ilyck > Bopinmostuuth (i coueranne kinaBuil Win+R)
u B nnosie OTkpswITh BBeCcTH \\<ums uiam IP-aapec komnbrorepa>
dopma otyera: (daiin-oTyer.
IIpakTHuyeckoe 3anaTHe Ne3
Tema: Hactpoiika nmporokono TCP/IP B oneparimoHHBIX CUCTEMAX.
Heab: HacTtpouTts [P agpec kommnproTepa.
O6GopynoBanme: nepcoHaNIbHBIN KOMITbIOTEP ¢ He0OX0auMbIM 11O

Mertoauyeckue - JlaTb XapaKTEepUCTUKY JIOKAJIbHOMY aJIpecy KOMIIbIOTEPA;
YKa3aHHUA: - DBpINOJHUTE HACTPOWKY CETEBBIX aJIpecoB B CO3JaHHOM
KQJIBKYJISTOPE;
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- Cpenatp BbBIBOJ 00 H3MEHEHHAX BO3MOXKHOCTH CETH IPHU
HA3HAYEHUHU CETEBBIX a/IPECOB;
- CocraBUTh OTYET O BBISABJICHHBIX KOMIIOHEHTaX HACTPONKH
CETHU U OMHUCATh MPOTOKOJIBI, MpUMEHsieMble B JanHOM [1K.
Xo/ BbINOJIHEHUS
Kaxnpiii kommbrotep B cetsix TCP/IP umeet aapeca tpex ypoBHel: ¢uzmdeckuii (MAC-
azapec), cereoit (IP-agpec) u cumBoiabHbIN (DNS-1Ms).

Dusuyeckul, ulu JTOKAIbHLIL adpec V3id, ONPEACISIEMbI TEXHOJIOTHEH, ¢ TTOMOIIBIO
KOTOPOM MOCTPOEHA CETh, B KOTOPYIO BXOIUT y3ei. s y3710B, BXOIAIIUX B JOKAJIbHBIE
cetu — 310 MAC-anpec cereBoro ajgantepa Wik NopTa MapuipyTuzaropa, Hamnpumep, 11-
A0-17-3D-BC-01. Ot agpeca Ha3HAYAOTCS MPOU3BOUTEISIMU 000PYTIOBAHUS U SIBIISIOTCS
YHUKaJbHBIMU  aJpecamMH, TaK KakK yHOpaBIAIOTCS LEHTpanu3oBaHo. Jlig Bcex
CYILECTBYIOIIUX TEXHOJOTUM JIoKalnbHbIX cereit MAC — agpec umeer popmaTt 6 OAMTOB:
crapmne 3 Oaiita - HIeHTU(DHUKATOp (PUPMBI MPOU3BOAWTENS, a Miagmue 3 Oaiira
HA3HAYal0TCsl YHUKAJIbHBIM 00pa30M CaMUM MPOU3BOJUTEIIEM.

Cemesoti, unu IP-adpec, coctosmuii u3 4 0aiit, Harpumep, 109.26.17.100. Dtot aapec
UCIIOJIb3yeTCcsl Ha ceTreBoM ypoBHe. OH Ha3Havaercss aAMUHUCTPATOPOM BO BpeMs
KOH(UTYpUPOBaHUSI KOMIBIOTEPOB U MapuipyTtuzatopoB. I[P-agpec coctouT wu3 AByX
qyacTeil: HoMepa ceTu 1 Homepa y3ia. Homep cetu MokeT ObITh BEIOpaH aIMUHUCTPATOPOM
IIPOU3BOJIBHO, JTMO0 HA3HAYEH MO PEKOMEHJAIMU CIelUaIbHOTO nojapasaeneHus Internet
(NetworkInformationCenter, NIC), ecnu ceTb goikHa padoTaTh Kak COCTaBHAsl 4acThb
Internet. OObuHO TpoOBaiiepbl yciyr Internet mMoMy4arOT aWAINa3OHBI AIPECOB Y
nonapasneneHuit NIC, a 3aTeM pacnpenensioT ux Mexay cBouMu abonentamu. Homep y3na
B npoTokoJie [P Ha3HauaeTcs He3aBUCMMO OT JJOKAIBHOTO ajapeca y3na. Jlenenue [P-agpeca
Ha M0JIe HOMEpa CETH U HOMEpA y3J1a - THOKOE, U TPaHULA MEXAY ITUMU MOJSIMU MOXKET
YCTAHABIIMBAThCS MPOMU3BOJIBHO. Y3€JI MOXKET BXOJIWTH B HECKoOJbKO [P-cereil. B artom
Cly4dae y3ell JIOJDKEH UMMETh HECKOIbKO [P-ampecoB, mo uuciy cereBbix cBsizeil. [P-ampec
XapaKTepU3yeT HE OTICNbHBIA KOMIBIOTEp WJIM MapIIpyTH3aTOp, a OJHO CETEeBOE
COEIMHEHHE.

Hacrpoiika agpecoB mpou3BOAMTCS B OKHE cBoicTBa 0oObekTa «llonkitouenue mo
JIOKaJIbHOU CETW», TJIe MOKHO HallTH MHGOPMALIHIO O (PU3NYECKOM aJpece KOMITbIOTEpA.

Cozpaiite IP-kajabKyasiTOp B Ta0JHMYHOM mpoueccope AJds1 O0JierdeHus
(popMUpOBaHUSI MACKH MOJCETH.

1. Otkpoiite TaOMUYHBIA mporeccop U cHOPMHUPYHTE TaOIMIYy TIO CIEIYIOUEMY

mabJIoHy:
I A BICIDJEJF]IGIAI I [JJIK[LIMINIOIPI@IRISITIU[VIW][X]Y]=]|As[aB]AC[AD]AE]AF[AG]
1 1-ft oxrer 2-# oKTET 3-1 oKTET d-fi oxTET
2 gurse  |fe|a]|v|o|a[—|o]efela]v|a]a|—~|ofelenlsala]~|o]e]ola]|v]a]x]—~|o
3 ID-ceTn ID-yama
4 | IP-ampec 1|1 (0|0 |O0|O|O|JOjJO|jO|O|O|JOf(O|O|OO|O|O|O|OfO|lO|1Q1 (1|11 (12 }Q |1
5 |[ecarminas 192 0 1 255
3 arFCch
g | Maexa oy g gy o oo a o] )a1]1l1]1]ola]o
moagceTH
7 [Mecariraman 255 255 255 248
3 ATTHCE

llanee neobxooumo eeecmu 6 sueuxu BS, J5, RS, Z5 copmyrvr ons nepesooa
080UYH020 npedcmasienus IP-adpeca 6 moyeunyio 0ecimusHyo HOMayuio no OKMemam.
2. Beenute B sueiikyBSdopmyny ana npeoOpa3zoBanus 1-ro oxrtera IP-ampeca B
JECSITHYHYIO CHCTEMY CUMCIICHHS:
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=I[4*2*2+H4*2"H2+G4*2"G2+F4*2"F2+E4*2"E2+D4*2"D2+C4*2"C2+B4*2" B2
3. Cxonupyiite BBEJICHHYIO (OopMyITy B ocTasibHbIC siuciiku (J5, RS, Z5).
4. CamocrosTensHO BBeAuTe B stuekiku BS, J5, RS, ZS dopmynst 1is npeoOpazoBanus

MAaCKH NOACETH U3 JIBOMYHOIO MPEACTABIECHUS B TOUEYHYIO JECATUYHYIO HOTALUIO.

Ha xoHuenTyalbHON MOJIENN B3aUMOJIEUCTBHSI OTKPBITBIX cucTeM OSI ocCHOBaH CTeK
npotokosioB TCP/IP (TransmissionControlProtocol - npomokon ynpasnenus nepeoayeil /
InternetProtocol — Humepnuem-npomoxon), KOTOPbIM NMPEIOCTABIAET PsiJl CTAHIAPTOB IS
CBSI3U KOMIIBIOTEPOB U CETEH.

Cmex npomokonoe TCP/IP— TnpOMBIIUICHHBIA CTaHAAPT, KOTOPBIM IO3BOJISIET
OpraHU30BaTh CETh MacilTada MPEANPUATHS U CBA3BIBATH KOMIIBIOTEPHI, padOTaIOIINE 10T
YIPaBJIECHUEM PA3TUYHBIX ONEPALUOHHBIX CUCTEM.

ITpumenenue creka nporokosioB TCP/IP maer ciemyromue mpenMyImnecTna:

1. moanepxuBaeTcsl MOYTH BCEMHU OINEPALMOHHBIMU CUCTEMaMU; MIOYTH Bce OOJbIINE
cetn ocHoBansl Ha TCP/IP;

2. TEXHOJIOTHS ITO3BOJIAET COCIUHUTH PA3HOPOIHBIE CHCTEMBI;

3. HazxexHas, paclIMpsieMas UHTErPUPOBaHHas Cpella Ha OCHOBE MOJEIN «KIIMEHT —
cepBep»;

4. momyueHune nocrtyna K pecypcam cetu MHTepHeT.

Kaxnpiit yzen TCP/IP nnentuguuupoBad cBoUM JiorudueckuM [P-anpecom, koTopblit
UACHTU(PUIUPYET MOT0KEHNE KOMITBIOTEPA B CETH MIOUTU TAKUM K€ CIIOCOOOM, KaK HOMEp
J0Ma UJIEHTU(DUIIPYET 10M Ha yIIHUILIE.

Peanuzauus TCP/IP no3Bogsier y3ny TCP/IP ucnions3oBaTh ctatudyeckuil [P-anpec
uwii  nonyuutb  [P-agpec  aBromatmuecku ¢ nomouslo  DHCP-cepgepa
(DynamicHostConfigurationProtocol- npomoxon ounamuyeckou Konguaypayuu xocma,).

JIJist IPOCTBIX CETeBBIX KOH(UTyparii, OCHOBAaHHBIX Ha JIOKATBHBIX ceTAX (LAN,
LocalAreaNetwork), on mogaepKuBaeT aBToMaTuueckoe HazHaueHue [P-aapecos.

[To yMon4aHuI0O KOMIIBIOTEPHI KIHMEHTOB, pabortaronue noj ympasiennem OC
Windows wiu Linux, nonywator uHdopmanuio o HacTpoiike mnpotokona TCP/IP
aBTOMaTU4ecKku ot ciyx0b1 DHCP.

Opnako naxe B TOM ciydae, ecnu B cetu gocryneH DHCP-cepgep, Heo0X01uMO
Ha3Ha4YuTh crtatmueckuid [P-ampec s OTAEHIBHBIX KOMIIBIOTEPOB B ceTU. Hampumep,
KOMITBIOTEPHI € 3amyieHHo# ciyx00it DHCP ne MoryT 0b1Th kKuentamu DHCP, nostomy
OHH JIOJDKHBI UMETh cTaTndeckuii [P-anpec.

Ecnu cnyxx6a DHCP uenoctynHa, MoxHO HacTpouth TCP/IP njisi uCTiOnb30BaHUs
cratuueckoro IP-agpeca.

JI71st KaXK 10 TUIaThl CETEBOTO alanTepa B KOMIIbIOTEpE, KoTopas ucnoiyibzyet TCP/IP,
MOYHO YCTaHOBUTH [P-agpec, Macky MoJICeTH U LUTI03 110 YMOJIYaHHUIO.

Hwxe onmcanbl mapaMeTpbl, KOTOPBIE HCTIOJIB3YIOTCS TPU HACTPOUKE CTATUYECKOTO
anpeca TCP/IP.

ITapamerp Onucanue

Jlormueckuii 32-0utHBIN aapec, KoTopbiid uaeHTuduuupyer TCP/IP y3en.
Kaxnmonn miare cereBoro amanrtepa B KOMIBIOTEPE C 3alyIICHHBIM
IP-anpec nporokoioMm TCP/IP HeoOxonum yHukanbHbid [P-anmpec, Tako#, kak
192.168.0.108. Kaxnpiii aapec ummeer ne yactu: [D cerw, xkoTtophiid
UIeHTUPUIUPYET BCE y37bl B 0JHON (huznueckoit cetu u ID y3na, KoTopslit
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Macka
HOJCETH

uneHTuuupyet y3en B cetu. B atom npumepe ID cetu — 192.168.0, u ID
y3ima — 108.

[Toncetn paemsT OOJBIIYI0 CETh HAa MHOXECTBO (DM3MYECKUX CETEH,
COCIMHEHHBIX MapuIpyTu3aropamud. Macka MmojaceTu 3aKpbIBaeT 4acTh IP-
aapeca Tak, 4roO6el TCP/IP mor ornuuars ID cetu ot ID y3na. Ilpu
coenuHenuu y3noB TCP/IP, macka mojcetu ompeiensieT, Tie HaXOgUuTCs
y3€J IoJydaress: B JIOKAJIbHOM WIM YyAAJIE€HHOW ceTh. s cBA3U B
JIOKAIBHOM CETU KOMIIBIOTEPHl JOJKHBI HMMETh OJUMHAKOBYKO MAacKy
IIOJICETH.

[IpoMeXyTOUHOE YCTPOMCTBO B JIOKAJIbHOW CETH, HA KOTOPOM XPaHATCS
CeTeBble UJICHTU(UKATOPHI APYTUX ceTed mpeanpustus win HMHTepHera.

[1r03 o TCP/IP mockutaeT makeThl B YIAJIGHHYIO CETh 4epe3 LLII03 M0 YMOTYaHUIO
YMOJIYaHUIO |(€CIM HUKAKOM Jpyrol MapuipyrT He HacTpOE€H), KOTOpbIH 3areMm

MCPCChbUIACT IMAKCThI APYTIMM NIJIK03dM, ITOKA IMAKET HC AOCTHUIHCT IIJIKO34,
CBA3aHHOTI'O C YKAa3dHHBIM aJIpCCaTOM.

Ecnu cepep ¢ 3anymienHoit cinyx6oii DHCP nocTyneH B CETH, OH aBTOMAaTHYECKU

npeaocrtasisieT nHpopmaruio o napamerpax TCP/IP knuentam DHCP.

Hactpoiite crek mporokoaoB TCP/IP nasi Mcnosib30BaHusi cratudeckoro IP-

ajapeca.

1. Otkpoiite okHO CeteBble noakawuenusi (Ilyck/Ilanens ynpaenenus/Cemegvie
NOOKI0OUeHUs).

2. BbI3oBUTE CBOMCTBA MOAKJIOYEHHUS MO JOKAJIBHOM ceTH. i1 3TOro MOKHO
BOCIIOJIb30BaThCs KOHTEKCTHBIM MEHIO.

3. B mnosBuBILIEMCS IUAJIOTOBOM OKHE Ha Bkjiajgke OQO0mme OTKpoiTe CBOMCTBA
IIporoxon Uurepuera TCP/IP.

4. lllenxauTe mnepexkiaroyaTenb Hcnoavzosams credyrowutl IP-adpec M BBEIUTE B
cooTBeTcTBYrOIME 1o nanHeie: IP_anpec; Macky noacer; OCHOBHOM HLJIO3;
Ipeamouuraembiiit DNS.

5. Ilpumenure nmapamerpsl kHONKON OK.

6. 3akpoilTe OKHO CBOWMCTB MOJKIOUEHUA KHONKoW OK(eciu mnotpedyercs, TO
COTJIACUTECHh Ha Mepe3arpy3Ky KOMIbIOTEPA).

7. TlpoBepbTe paboTOCIIOCOOHOCTH cTeKa MpoToKoI0BTCP/IP.

Hactpoiite TCP/IP nis aBromaTudeckoro nmosayuenust IP-aapeca.

1. Otkpoiite okHO CeTeBble MOAKIIOYEHUS.

2. Bri3oBure cBoiicTBa IloaK/JII0UeHHUS 110 JIOKAJIHLHOMH CETH.

3. Ortkpoiite cBorictBa IIporokon Uurepuera TCP/IP.

4. VYcranoure nepekitouarens [lonyyums IP-adpec asmomamuuecku.

5. 3akpoiite nuanoroBoe okHO CBoiicTBa: IIporokon Uurepuera TCP/IP kHomkoM
OK.

6. Ilpumenute napametpsl kHONKON OK.

7. IIpoBepbTe HACTPOUKY cTeKa poTokoyioB TCP/IP.

dopma otyera: (ailn-oTyer.

IIpakTHuyeckoe 3ansaTue Ne4

Tema: Pemenue npo6iem ¢ TCP/IP.
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Heab: 3aKpenuTh TEOPETUUECKUE 3HAHUA IO TeME 2.2, 3aKPENNUTh HABBIKU MO MPOBEPKE
paborocnocobnocTH anpeca TCP/IP cereBoro kommbroTepa.
OO6opynoBaHue: IEPCOHAIBHBIN KOMIIBIOTEP ¢ HE0OX0oAMMBIM 10
MeTtoanyeckue - OTKpBITh KOMaHJIHYIO CTPOKY;
YKa3aHusA: - DBBbINOAHUTE JUATHOCTUKY CTE€Ka MPOTOKOJOB C IMOMOIIBIO
KOMaHJIbl ping;
- Cpenars BeiBoA 0 HazHauenuu TCP/IP;
- CocTaBuTb OTYET O BBISBICHHBIX MPOOIEMax MOAKIIOYEHUS 110
CETH.
Xo0/1 BBINNOJIHEHH S

l. B KOMaHJIHOM CTPOKE BBEAUTE TAKYKO KOMAHIY:

ipconfig /all

Ha »skpan Oyner BeiBeneHusi uHdopmanuss o0 I[P-ampece, Macke mnojcetu u
dbuznyeckoM aapece cereBoro ananrepa. O0si3aTebHO MPOBEPHTE MPaBUIBHOCTH [P-anpeca
¥ MacKu TOJICETH.

2. Jlyist TecTUpOBaHUS ajanTepa KOJIbIIEBOr0 3aMbIKaHUS UCIIOIB3YETCS CTIeIIUaIbHbIN
[P-anpec 127.0.0.1. I[TonpoOyiiTe OTOPaBUTH Ha 3TOT aAPEC TECTOBBIN MAKET:

ping 127.0.0.1

Ha skpaH 10KHBI OBITH BBIBEJICHBI YETHIPE CIEAYIOMINX CTPOKH:

OrseT or 127.0.0.1: umcsio Gant=32 Bpemsa<lOmc TTL=128

OtmpaBka 3anpoca Ha afapec 127.0.0.1 He npuUBOAUT K Mepenayu NaKeTOB JaHHBIX B
JOKaNbHYIO ceTh. Ecii koMaH1a ping He BBIJJAET MPUBEICHHOTO BHIIIE PE3YIbTaTa, TO CTEK
npotokosioB TCP/IP e Ob11 3arpykeH JOKHBIM 00pa3oM.

3. Tenepps nonpoOyiTe OTIPABUTH 3alIPpOC HA CBOM JIOKaJIbHBIN [P-agpec, yTo Takxke
HE MPUBEJIET K Nepejaye MakeToB JAHHBIX B JIOKAJIbHYIO CETh M HEOOXOAUMO JIJIsl TPOBEPKHU
paboTOCTIOCOOHOCTH MPOTPAMMHBIX CETEBBIX MOJIYJIEH (aipec JaeTcs s IpuMepa):

ping 192.168.100.40

B aT0T pa3 Ha 3KpaH JOKHO OBITH BBIBEJCHO YETHIPE OTBETHBIX CTpOKU. Eciu 3ampoc
0 3TOMY aJpecy 3aBepliaeTcsi OUIMOKOM, a OTmpaBKa 3ampoca Ha ajpec HHTepdeiica
3aMBIKaHMs TIpolia ycremHo, To I[P-agpec ckopee Bcero ObUT BBEACH HEMPaBUIBHO.
[IpoBepbTe npaBunbHOCTH HacTporiku TCP/IP.

4. OtnpaBbTe 3anpoc IUTI03Y JIOKATBLHOM CeTH (aapec, OMsTh XKe, I IpUMepa):

ping 192.168.100.1

DTO nepBbId 3anpoc, TPUBOASAIIMN K OTIIPABKE NAKETOB JAHHBIX B JIOKAJBHYIO CETh.
[[[1r03 [OJKEH HAXOAUTBHCS HEMOCPEICTBEHHO B JIOKAJIBHOM moacetd. Ecim ortmpaBka
3ampoca K MUTI03Y 3aBepIIMIach HEyAade, He0OXOIUMO MPOBEPUTH PabOTOCTIOCOOHOCTH
[UTI03a U TapaMeTPhl CETEBOTO COEUHEHHSI.

5. OtnpaBbTe 3apOC N0 aPECY CUCTEMBI, PACTIOIOKEHHOU 3a MpeAesiaMH U033, TO
€CTh HE B JIOKAIBHOU MOJICETH:

ping 155.236.28.48

Ecnu otnpaska 3arpoca 3aBepiiaercs Heyaauen, To, CKOpee BCero, HACTPOUMKH IITI03a
HEKOPPEKTHBI.

6. Ecnu Bce mpenpiayniye OTIPAaBKU 3alpOCOB MPOUUIM YCIEHIHO, CIEA0BATEIbHO,
1opa MPUCTYIIATh K TPOBEPKE CITyKObI MpeodpazoBanust UMeH. JJist 5TOro ¢ KOMaH10# ping
HE0OXOIMMO YKa3blBaTh HE YHCIOBOM [P-anpec, a cUMBOJbHOE HWIMS, YTO MPUBENET K
obOpamenuto k (daitmy HOSTS wunm cepsepy DNS. Ecnm kxoMmmbroTepy NpuUCBOEHO UMS
businka, a JoMmeHy — microsoft.com, moHagoburcs komanga ping businka.microsoft.com.
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Ecnu ornpaBka 3ampoca 3aBeplIliiach HeyjAadeld, HEoOXOAMMO NPOCMOTPETh
comepxkumoe auanoroBoro okHa Network Settings > Protocols > TCP/IP na mpenmer
paBWILHOCTU UMEHU JoMeHa. Kpome toro, npoBepbte ¢aitn HOSTS u koHdurypamuto
ciy>k0b1 DNS.

7. 3aTreM MOXXHO TOMBITaThCS OTIPABUTh MAKET JAHHBIX HAa HMSI KOMIIBIOTEpA,
PaCIIOIO0KEHHOT0 3a MpeIeIaMU JIOKAJIbBHOW CETH:

ping www.yandex.ru

Ecnm 3anpoc 3aBepiiwiicss Heygadei, poBEephTE MapamMeTPhl CBSI3U C MOCTABIIUKOM
yecayr Internet. Kcratu eciin Hy»KHO BBISICHUTH JTaHHBIE O CalTe, CIEAYET HUCIOJIb30BaTh
cepBuc whois. Yoeaurecr Takke B TOM, UTO 3allpallliBaeMblil KOMIBIOTEP MOICPKUBACT
paboty ¢ makeramu naHHbix ICMP. B mpotuBHOM ciydae kKoMaHIy ping MCIOJIB30BaTh
0ECCMBICIIEHHO.
®opma otyera: (ail-oTyeT (CKPUHIIOTH KOMaHAHOW CTPOKHU C KOMaHAAMHM).

IIpakTuyeckoe 3ausitue Ne$
Tema: MonTax kabenbHbIx cpea Ethernet.
Heanb: 3akpenuTh TeOpeTUUYECKUE 3HAHUSA MO TeMe 2.5, IPOBECTH O0KUM BUTOM Mapbl C
UCITOJIb30BAHUEM CIIEIIMAIBHBIX alMapaTHBIX CPEICTB.
OO6opynoBaHue: IEPCOHAIBHBIN KOMIIBIOTEP ¢ HE0OX0oAMMBIM 10
MeToauueckue - IIpocmoTpeTh Npe3eHTALUIO 110 JAHHOU TEME;
YKa3aHus: - OO0xatp kabenp TUMA BUTAA Mapa JJI CO3/IaHus MaTy-Kop/ia;
- Cpenatb BBIBOJ] O MPOJICTIAHHOM paboTe;
- IIpoBeputs mary-kopa Ha pabOTOCIOCOOHOCTH C MOMOUIBIO
TecTepa.

X0/ BLINIOJIHEHH A :
JI71st TOAKITIOUEHHSI KOMITBIOTEPA B KOMIIBIOTEPHYIO CETh HYXKEH MaT4 KOP/I.
[Tatu KOp/BI OBIBAIOT PA3HOM JITTMHBI, OT OJJHOTO METpa U 00Jiee OJTHOTO METpA.
JlnHa maT4y KopJia 3aBUCUT OTPACCTOSIHUSL MEXIY KOMIBIOTEPOM U KOMMYTATOPOM, WJIU
MEXy KOMITBIOTEPOM U KOMITBIOTEPOM.
PazymHas pivHa maT4kopaa 10 MATH METPOB (0T KOMITbIOTEpa K po3eTke), U 10 90 MeTpoB
(0T KOMIIBIOTEPA K KOMMYTATOPY).
B 3aBHCHUMOCTH OT TOTO YTO MBI COCIMHSIEM, U3MEHUTCS CXeMa 00KMMa KOHIIOB BUTOMU
napsbl.
Buras napa, o6karasi ¢ IByX KOHIIOB U SIBJISIETCS] TTAT4 KOPJIOM, BBITIOJTHSIOMIUM (PYHKITHIO
COEIMHEHUS KOMIIBIOTEPA ¢ KOMMYTATOPOM WJIM KOMIBIOTEPA C KOMIBIOTEPOM, WM JIBYX
KOMMYTaTOPOB, HE HMEIONTNX MepektoueHus uplink/normal.
CymecTByeT niBa criocoba o0xuma (pa3BOJIKH):

1. Koraa mbl coeluHSIEM KOMIBIOTEP — KOMITbIOTEP (WJIHM IBA KOMMYTATOpPa).

2. Korpa coenuusemM KOMObIOTEP — KOMMYTATOP.
[Topsimox o0xkuma(pa3BojiKu) TPOBOJOB BUTOM maphl B pazbeMax RJ-45 3aBucur ot
Ha3HAYCHUSI COSIMHUTEIILHOM JIMHUY, TEXHOJOTUH U CTaHAapTa Mepeiaun TaHHbIX.
JIns  KaXJaoro CTaHjgapTa MCIHOJIB3YIOTCS —CHEIUajbHbIE CXEMbl 00XuMma Kabens,
UCIIOJIB3YIOTCSl pa3jinyHble KalOeiau, pa3juyHble OrpaHMuYeHUs 10 JUIMHE Kalens u
KOJIMYECTBY COCAMHUTENICH U KOMMYTUPYIOIIUX TPUOOPOB.
Jlns 10Base-TX u 100Base-TX ucnosib3ytoTcsi OpaHKEBBIE U 3€JI€HbIE TAphl (KOHTAKTHI 112

u 3+6). CuHo0 OBIBa€T UCIONB3YIOT i TelaehOHHBIX JUHUMA (KOHTaKThl 4+5). Jlns
1000Base-TX
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HCIIOJB3YIOTCS BCE YEThIPE Maphl KOHTAKTOB, TAKXKE JIYUIIIE UCII0JIb30BATh SKPAHUPOBAHYIO
BUTYIO Mapy.
1. ITpsimoii nopsiAok 00KMMa BUTON nape! (KOMIIBIOTEP — KOMMYTATOp):

1 1 |6eno-opaHxesbiil Geno-oparkessi | T 1 14
2 [ jopaHxeBbin opamkessiM| ] 2
3 [ |Geno-3enéHoiA ﬁenc—aenéHbui; [ W 3
4 N | cHHWK cumnﬁil: 4
5 [0 1 Beno-cvHKMA Beno-cuHwiA | [0 T §
6 [ [3enéHbin enéubil | 1 §
7 I W 6eno-KopU4YHeBbIi Beno-kopuyHessii | I Il 7
8 EEEE |KopyuHesbId KopuuHessi/ | NN 8
2. llepekpecTHblld MOPSAOOK O0XKHMMa BUTOM mHapbl (KOMMyTarop — KommyTtarop (0e3

¢ynkuuu nepekiaoueHus uplink/normal), KoMIbIOTEp — KOMIIBIOTED).
Mensiem Mectamu aBe napsl: 1-2 Ha 3-6.

1 (= | Beno-opaHKesbii 6en0-3ené|-|b|ﬁi [ 1]
2 [ opaHxeBbi 3enéHbii | ] 2
3 [ Beno-aenéHsini Geno-opaHkesbid [ 1 3
4 [ | cuHWK cumﬁl: 4
5 [0 10 Beno-cvHHMA Beno-cuHWiA | [ T §
6 T |3enéHbli opaH¥eBblli | 1 6
7 [l W 6eno-KopuyHeBbIi Beno-kopuyHessii | I Il 7
§ M opuqHeBkIA KopuuHessi/ | NN 8

HyxHo 00xumaTh, coOM0/1as1 CBOIO pacKiIaAKy Mo BeTaM. [ JTaBHOE HE CIyTaTh MOPSAOK.
Jnist o6krma B KoHHEKTOpE (pazbeme) RJ-45, nucnonb3yercs cnenuaibHbli K04, X0pOoIIo
NOATOTOBBTE U BBIPOBHAMTE IMAapbl NPOBOJOB, IJIOTHO BBEAUTE Iy4YOK MPOBOJHHUKOB B
KOHHEKTOP M 3aTE€M BCE BMECTE€ B COOTBETCTBYIOIIEE THE3/0 KIIOYA. 3aKMHUTE KIIHOY,
o0kuMaiite 710 yrnopa, 4To0bl KOHTaKT B RJ-450b11 Ha1eKHBIM.
dopma oT4eTa: naTy-Kop/I.
IIpakTHuyeckoe 3anaTHE N26
Tema: IlocTpoenne 0JTHOPaHrOBOM CETH
Ieab: ocBOEHHE YMEHHMH IO MNOCTPOCHUIO OJHOPAHTOBOW JIOKAJbHOW BBIYHCIUTEIBHOU
CETH.
O6GopynoBanme: nepcoHaNbHBIN KOMIIbIOTEP ¢ HE0OX0auMbIM 11O
MeTtoanyeckue - Co3matb  OOHOPAHTOBYK)  CE€Th  C  HUCIOJb30BAHUEM

YKa3aHusA: KOMMYTAaTopa;

- TlonmyuuTh nOCTYI K TEKCTOBOMY (haidily, pacrojioxKEHHOMY Ha

COCETHEM KOMIIBIOTEPE;

- OTBeTbTE HA KOHTPOJIBHBIE BOIIPOCHI;

- 3adukcupoBaTh nHPpOpMaIHIO B (aiie A1l oTuera.
Xo/1 BbIINOJIHEHUA:
1. Moaxmrounte [IK1 u [1K2 x kommyTaTopy npsmbiM Ethernet-kaGenem B cOOTBETCTBUU
CO CXEMOW, IPEICTABICHHON Ha PUCYHKE.
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2. Onpenenure [P-anpeca 1K1 u ITK2.
3. IIpoBepbTe NOCTYNMHOCTH coequuenus Mexay komnerotepamu [IK1 u I1IK2 ¢ nomomnisio
KOMaHJIbI ping.
4. Coznaiite Ha pabouux ctaninusax [1K1 u I1K2 manku a5 o61iero gocTyrma 1mo ceTu:
a) co3naiTe mamnky, Kotopas OyaeT NpUMEHAThCS JiJ1si oOMeHa nH(opMaluen 1o ceTH;
0) BBI30BHTE KOHTEKCTHOE MEHIO CO3/TaHHOM ManKu U BeIOEpUTe MyHKT « OOt 10Ty
1 0€30IMacHOCThY;
B) BO BKkianke «Jloctym» — «CereBoil oOmMiA TOCTYm M O€30MAaCHOCTH» BBIOEPUTE
«OTKpBITH OOIIMI JOCTYI» K 3TOU Narke 1 «Pa3pemnts n3MeHenue (paiioB 1Mo CETUY;
') HAXXMUTE KHOMKY «IIpuMeHUTHY;
1) B JaHHOM CETEBOM Marke co3JAaiTe MyCTOM TEKCTOBBIA JOKYMEHT.
5. Ha paboueii cranuuu [1K1 npoBepbTe 10CTyM K TOKyMeHTaM Ha padoueit cranuuu [1K2,
BHECUTE U3MEHEHHUS U COXPAHUTE:
a) B ajipecHoi cTpoke nanku «Moii komnbtotep» BBeaute \ \IPIIK2 u naxmute «Entery;
0) HaliIUTE CO3IAHHYIO MAMKy COCETHEr0 KOMITbIOTEpA C OTKPBITHIM OOIIHUM JTOCTYTIOM;
B) BHECHUTE B MPEJICTABICHHBIN TEKCTOBBIN (haiijl CBOU JTMYHBIC TAHHBIC U COXPAHUTE €TO.
KonTposbHbIe BOIIpOCH
1. Kakasi ceTb Ha3bIBa€TCsl OJTHOPAHTOBOI ?
2. Kakue Tonosioru MOTyT UCIOJIb30BaThCA JIJIsl IOCTPOCHUSI OJHOTAHTOBOM ceTh?
3. Kakyro ceTeByro yTUIUTY HEOOXOIMMO UCIIOIh30BaTh, YTOOBI MOTYYUTh HHPOPMAIIHIO O
KOH(UTYpaIUK CETeBOTO ananrepa’?
4. Kak M0HO poBepuTh Hanuuue coennHenus mexay [IK1 u [TK2?
5. UeMm oTiMuaeTcs narka, 1y KOTOpod HacTpoeH oOLui A0CTYH, OT OOBIYHON MarnKu?
6. UTo HEOOXOAUMO CJIeNaTh, YTOOBI MOJTYUYUTh JOCTYN K OTKPBITBIM pecypcaM ApPYyroro
KOMIIbIOTEpa?
dopma oTyeTa: oTueTHAA paboTa
IIpakTuyeckoe 3ausitue Ne7
Tema: Hacrpolika yaaneHHOro J0oCTyna K KOMIIBIOTEPY .
Ieab: HayuuThCS yCTaHABIMBATh yaalEHHOE coennHenue ¢ [IK npu momowmm crangaptHon
nporpammbl Windows u nporpammel TeamViewer

Metoanuyeckue - Bxutouunte ynanenusiii pabounii cton Ha BameMm [1K;
YKa3aHUsA: - Orxkpoiite yrunury «llogkmtodenne Kk yaaaeHHOMY pabodemy
CTOJIY»;

- YcranoBurte mnporpammy TeamViewer W BBINOJHUTE IIaru
COTJIACHO X0y paOOTHI;
- OTBeThTE HA KOHTPOJILHBIE BOIIPOCHI;
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- 3adukcupyiite uHpopMmanuio B (aiie s OT4eTa B BHUIE
CKPUHUIOTOB BBIITOJIHEHHBIX 3aJaHUM.

Xo/1 BbINOJTHEHUS
1. Boibepure «Ilyck > ITapamerprsl > Cucrema > Y naneHHblid paboUyuil CTOM» U BKIIIOUUTE
napametrp «Bxirounth ypaneHHbI pabouuii cTON». 3allOMHUTE MMsSI KOMIIbIOTEpa B
pazneine «Kak noakimtounthes K 3ToMy [IK». OHO moHanoburcs nosxe.
IIpumeuanue. [lapameTp akTHBeH, eciu y Bac ycrtaHoBieHa Windows 10 Pro. UtoOsl 510
npoBeputsh, nepenaure Ha «llyck > Ilapamerper > Cucrema > O cucreMe» W HalauTe
«BpImycK».
2. Ha nokanpHOM KOMIbIOTEpE o yrpaBieHneM Windows 10 B mosie moucka Ha MaHeIu
3agau BBeguTe «lloakimioueHne K ynajJeHHOMY paboueMy CTOJIy» U BbIOepUTe
«IToxgkmroueHue K yaaieHHOMY pabodemy ctoiy». B okne "llogkitoueHne K yJaleHHOMY
pabouemy cToy" BBEAUTE UM KOMIIBIOTEPA, K KOTOPOMY HEOOXOUMO MOAKIIOUUTHCS (U3
mara 1), a 3aTeM HaKMHUTE KHONKY «I1oAKITIOUUTRCS».
3. Uuctamnupyiite mporpamMmmy TeamViewer Ha KOMIBIOTEPHI.
4. 3anyctute TeamViewer Ha KOMIIbIOTEPE, K KOTOPOMY Bbl OYIUTE TIOIKIFOUUTHCS.
5. 3anuiure AaHHbIE, KOTOpHIE MOABATCS B OkHE TeamViewer Ha y/1aleHHOM KOMIIbIOTEPE

B noJisix «Bamr ID» u «I1aposib»

Moakntouenne  [fononvutensHo  Cnpaeka ‘ O6partHan censb ‘ seaute D napTrHe IR gNITTT BT e I

BecnnaTHas AnLieHsmA (Tonbko HEKOMMEPUECKOE NaoAb3oBaHKe) - Darya CHipishtanova

n Bxoa B cuctemy Pa3peLIJl/ITb ynpasjieHue YI'IpaE}'IHTb KOMMbHOTEPOM
Y Bac elle HeT y4eTHOM 3a...
Baw ID ID naptHépa
«* YaanenHoe ynpaenexue 1 627 632 067 v
. Mapone
)

L) fepciablanaostoent k3 87fg © Ynanénroe ynpasnenue

iij T Mepeaava daiinos

!‘ Yar [lns HacTPOWKKM @BTOHOMHOTO ZOCTyna

HEOBXOAMMO CHauana ycTaHOBUTL
q:, TeamViewer.
JlononHerHas peanbHocTs (AR)

e TeamViewer
@ o708 K NOAKNIOUEHNIO (DE30NaCHOE COEAMHEHME)

6. AktuBupyiite TeamViewer Ha CBOEM KOMIIBIOTEPE.

7. B mone ID nmapTHepa BBeauTEe TOT KOJ, KOTOpPBIN oToOpaxkaics B moje «Bam ID» Ha
YAAJIEHHOM

[TK. ITpu sTOM TOJKHA OBITH aKTUBHA KHOTIKA « Y JAJICHHOE yTIPABIICHUEY.

8. Haxxmure kHONKY «Il0aKITIOUNTBCA K MApTHEPY».

9. B OTKpbIBIIEMCS OKHE BBEIUTE Mapojib C YAAJEHHOTO KOMIIbIOTEpa (IaHHBIA KOJ
otoOpaxaics B nojie «llaponb» Ha yaaIeHHOM YCTPONCTBE).

10. TTocne BBOA yKa3aHHOTO 3HAYEHUS] B €IMHCTBEHHOE MOJI€ OKOIIKA HAXKMUTE KHOIKY
«Bxona B

cuctemy». «Pabounii cTom» yaaleHHOrO KOMIIBIOTEpA OTOOPA3UTCS B OTJIEILHOM OKOIIKE
Ha nqanaoMm I1K.

11. Ha paGouem crone yaanéHHoro komnbtorepa Haxmure «Ilyckn— «KommbroTepy.

12. Jeuncramnupyiite nporpammy TeamViewer Ha KOMITbIOTEpax.
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KoHTpoJibHBIE BOIIPOCHI
1. [Iporpamma TeamViewer: Ha3HaY€HUE, BO3MOKHOCTH.
2. Kak B TeamViewer opranu3oBaHa rnepejada U KonupoBaHue (aiaoB U manok?
3. Oxapaktepusyiite TeamViewer Web Connector.
dopma otyera: paia-oTyeT
IIpakTHuyeckoe 3anaTHEe Ne§
Tema: OOecrnieuenue 6€30nMacHOCTH JIOKaIbHOM cetu. HacTpolika mapameTpoB
Opanamayspa Ha [1K.
Henb: 3aKpenuTh TEOPETUUECKUE 3HAHUA IO TeME 3.2, IPOBECTH HACTPOMKY IapaMeTpoOB
Opanamayapa Ha [1K.
ObopynoBaHme: NepCOHAIBHBIN KOMITbIOTEP ¢ HE0OX0aUuMbIM 110
MeTtoaunyeckue - 3arpy3utb OC Ha BUPTyaIbHOW MAIIWHE;
YKa3aHUA: - BbINOJHUTE 3aMEHY YUETHOM 3alUCH AJIMUHHUCTPATOPA;
- YOpaTbh OKHO-TIpUBETCTBHUE;
- BpImonHUTE CcKaHUpOBAaHHE NOPTOB HA BBISBICHUE CIAOBIX
MECT;
- Hactpouts napametpsl BctpoenHoro B OC Opanamayapa;
- Hactpouts napamerpsl Opanamayspa 000 aHTUBUPYCHON
MIPOTrPaMMBbl;

- 3aduxcupoBarh HHPOpMALINIO B (haiiie a1 oTIeTa.
Xo/1 BbIINOJIHEHUA
IIar 1. Mensiem y4eTHYy10 3anich aaMunuucrparopa (Iloab3oBarenb AIMUHUCTPATOP
¢ ILYCTHIM IIAP0JIeM - ITO YA3BUMOCTD)
Yactro mnpu ycraHoBke Windows napons anMHHHCTPAaTOpa IMYCTOH W 3TUM MOXKET
BOCIIOJIb30BAaThCSl  3710yMbluiienHuk. VHaue rToBOps, npu YycTraHoBke Windows B
ABTOMATUYECKOM pEXKMME C HACTPOMKAMHM MO yMOJYaHUIO Mbl MMEEM MOJb30BATENs
AJIMMHHMCTPATOP C MyCTHIM napojeM u nroooi User moxxer BoiTu B Takoi [1K ¢ mpaBamu
aagMUHUCTpaTtopa. YToObl pemuTh MpoOaeMy BBIIIOJIHUM KOMaHay kKommbloTep-Ilanens
ynpaspJjieHHe - AJIMUHUCTPMPOBaHUE - YIpaBJ/ieHHe KOMNbHOTepoM - JlokajbHbIe
noJb3oBaTesm - [loab3oBaTenu(puc. 1).

Q YNPAENEHHE KOMMBHITEROM (NOKaN | |4ma FIIAEE b
=i, CmyweBbie nporpanm:
+ % OfLwHe Nankm Fracre 3a44Th Napafs. ..
MoKankHbIE NONBI0EETENH
5] NonezoEaTen
(3 rpyane: VA2MHTE
JMCNETHER YCTPOHCTE I —
= @ 3aI'IDMHHaI-DLLLP18 ’;"CTDDHCTBa
g ¥MpagneHHe AHCKaMH CeoAcTBa
#-5 CmywBl i MpRnoKeHs

Bice 3a4a4H 4

Cnpaeka

Puc.1.0xHO YnpaBieHre KOMIBIOTEPOM

311ech Mo MIEeTYKY MPaBOid KHOMKOW MBI HA AIMHHHUCTPATOPBI 33/1a]IUM
aIMUHUCTPATOPY 1apo.ib, Hanpumep, 12345. 1o mnoxou naposiv, HO Aydllle, YEM HAYETO.
Tenepps B OkHE AAMUHHUCTPUPOBaHHUe 3aii/ieM B JIOKAJIbHYIO OJUTUKY 0€30MACHOCTH.
Hanee uaem no Betkam aepesa: JlokajabHble moautuku-Ilapamerpsl 0e30nacHoCTH-
Ydernble 3anucu: [lepenmMeHoBaHue y4eTHOM 3ancu ATMUHUCTPATOP(pUC.2).
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BB NapaveTpel GesonackocTk MomHTHEA MapameTp Gesona
+- 8 MonvTHEM Y<ETHE 3aMHe

=8 NokansHse nonHTHEH
+- 8 Nonmtria ayanta
+ 8 HazHauenve npas nor
PR I NapareTpe GesonacH

CETesoﬁ AOCTYNE HE PasPEWaTE .. BrandeH
CETEBDH AOCTYN! HE PA3PEWATE ... OTENHOYEH
CETEBDH ACCTYN! HE PA3PEWATE ... OTENHHYEH
CETEBDH AOCTYN: MYTHE peecTp...  SystemiCurrentCol
+ [:I P ————— CETEBDH AOCTYA! paspeaTte ad, ., COMMAR, COMMOT
R R e r— CETEBDH ADCTYN PaspeWwaTtes ad,.,  COMCFG,DFSE

= 'g MONHTHIH BES0NECHOCTH - CETEBCIH ADETYN: PASPEWATE NP, OTENKDHEH
CHCTEMHAA KPMATOrpadka: MCna..,  OTKAKYEH

CHCTBMHbIB OABEKTHI: BNAAENEL ... C03A3TEND 0OBEK
CHCTE‘.‘MHbIB OBBEKTEI: YCMAMTE p...  Brakue
Cnc-remme oA BEKTEI: YUHTEIEAT... BKAKYEH

}-’chDHCTBa:
}’ETDDHCTBEI:

3ANpPETHUTE NONB3I0E. ..
MOESAEHHE MPH YCT...

OTEAHHEH
WEMEWHaA YCTaHoE

}-"CTpc-ﬁcma: PASPELWATE OTCTEIK, .. BrAYeH
}-’CTpDHCTBa: PaspELWEHD OpMaT...  AAMMHHCTPATOPRE!
!-"u:TpDHCTBa: PASPEWMTE ADCTYM ... OTKAKYEH
}-"CTpc-ﬁcma: PASPELWMTE ADCTYM ... OTKAKYEH

}!"‘-IBTHbIE ZAMHMCHE OFPaHMYMTE MC,., BrnkoqeH

:‘-"‘-IBTHbIE sanncH: NMeperMeHoEaH. ., AAMHMHHCTRATOR
Ly %

Puc. 2.Haxoaum B CHCTEMHOM peecTpe 3anuch IlepenMeHoBaHne y4eTHOM 3a1icu
AJIMUHHUCTpPATOP
3/1ech NOJIb30BATENS A)IMI/IHI/ICTpaTop 3ameHuM Ha Admin(puc. 3).

CBOHCTEA: YYETHLIE JAMHOH: lNeperreHoBaH e 'H"-IETHDH JaMKCH..

[aparmeTp nokaneHoR Se30NacHOCTH |

YHyeTHele 3anKcu: [MepeHMEHOBAHHE YYETHOM SanHcH
A0 UHHCTPATOPE

IAdmin

Ok I OTtreHa | I'IpumeHuTbl

Puc. 3.I1lonp30Barento AIMHUHUCTPATOP NTPUCBAMBAEM HOBOE UM

[lepesarpyxaem OC. Ilocne Hammx AEHCTBUI y HAC MONYYUIach yueTHas 3anuco Admin c
naposieMm 12345 v npaBamu agmMuHUcTparopa (puc. 4).

Bce, Teneps Mbl HIMeEM MOJIB30BATENST AAMUHUCTPATOP C apOJIeM, OJJHA U3
ySI3BUMOCTEM CHUCTEMBbI YCTPaHEHA.

IIpumeyanue

Oneparnuio 1Mo U3MEHEHUIO UMEHH I0JIb30BATENS U 3a/1aHUIO MAPOJIsl Mbl TAKXKe MOTJIN Obl
BBIIMOJIHUTH 0€3 UCIIOJIb30BAaHUSI CUCTEMHOI'O PEECTPA, UCIOJIb30BAaB OKHO Y YeTHbIE
3alMCcH NMoJIb30BaTeeil, YTo ropasao npoiie (puc.S).
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:# YueTHbIE 3aNKCH NONb30BaTENER =i
"\Q Hazag "\J g*_% Pl ez}

06yueHue - > YYETHBIE 3aNMCH NONB30EATE:

Q] Y¥UETHBIE 3aMHCH

THMEI YHETHBLX 3ENHCEA

‘3] NoNE30EATENEA
Bbi6epute 3aaaHue...

IZ] MepeknHYEHHE
£ nonesosaTensi
* M3MEHEHHE YHETHOH 3arHcK

*  CosAaHHE YHETHOM 3aMMcH

*  MaMeHEHHE EX043 NONB30EATENEA B CHCTEMY

WAK BblGepUTe U3MEHAEMYIO YUETHYIO
3anucb

~ Admin foet lNocTe
AAMHHHCTPATOP KOMNEHOTERS ¥4ETHERA 3aMMCE MOCTA
N JawmTa naponem OTKHIYEHS

Puc. 5.0kHO Y4eTHbIE 3allMCH MOJIb30BaTEIEH

IIpumeuyanue

VYyernas 3anuchk ['octh no3sossier Bxoauth B [1IK u paboTtaTs Ha HeM (Hanmpumep, B
NurtepHeT) 0€3 UCTOIb30BaHUs CIIEIIMAIBHO CO3JaHHOM yYeTHOU 3anucH. 3anuck ['ocTh
He TpeOyeT BBOJIA MapoJis U M0 YMOJIYaHHUIO OJIOKUpPOBaHA. [ '0CTh HE MOXKET
YCTaHABIIMBATh WU YAAISATh TPOrPpaMMbl. DTY YUETHYIO 3alIUCh MOKHO OTKJIFOUUTh, HO
HEJIb35 YIAJIUTh.

Ilar 2. /le1aeM OKHO PUBETCTBUS MYCTHIM (YOMpaem ysi3BUMOCTbD 2)

VY Hac OKHO BXOJa B CUCTEMY COAEPIKUT MOACKa3Ky Admin, naBaiiTe ee yoepem, clienas
OKHO IMyCThIM. JJIs1 Hayasa B OKHE Y4YeTHbIe 3aIUCH M0JIb30BaTe/Iel )KMEM Ha KHOIIKY
N3menenue Bxoaa nmoJib3oBartesieil B cucremy 1 yoepem guaxxoxk Ucmosib3oBarb
CTpaHuIly NpuBeTCTBUA (puc. bupuc. 7).

| YueTHbIE 3aMkCH NONB30BATENEA

- ? YYETHBIE 3ANHCH NONB30BATE
v 1
ThiMel YU THSIX 3ANHCEA

2 NoNs30BATENeEH
Bbibepute 3aaaHue...

_?] Mepeka~esme
NONE30EATENEA

*  AsMEHEHIE YUETHOM 3aMHC

*  Cozpanie y4eTHON 3amMcH

’ ~
[ *  MsMEHEHWE BX0AS NONEIOBATENEA B CHCTEMY J

WAU BbiGepuTe H3MEHAEMYIO YUYETHYHO
3anucb

Admin focTe
ALMHHACTDATOD KOMNEKOTEPS VUBTHAR 38NKMCE MOCTA
3aWwnTa naponem OTKNHEHS

Puc. 6.0xHO Y4deTHbIE 3aIIMCH TOJIB30BATEJICH
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Q Hasaa () BE Aowod

POACTEEHHDIE 3818494

¥NpasneHes yHeTHEIMA
ZEAMHCAMA

DEyyeH-e

I:| MNapameTpel EX0Aa B
CHCTEHY

Bbibop napameTpoE BX0Aa W BbIX0Aa U3

CHUCTEMDI

CicHo NPHEETCTEFMA NOIBOMAST BRMONHATE BX04 B CACTEMY NPOCTRIM WENKOM HA BaweH

=10l x]

‘,'l-E’THDFI 33MHCH. l|'.'|,.I1s=| NOBEIWEHKA EE‘BDI'I-HEHDI:'I‘H MOHHD OTEARSHTE TAKYHD BOIMONMHOCTE H
HEMONB30EATE KNSCCHYETEHA EXO8 B CHCTEMY, KDTC‘]I:.FI TDEE‘,'ET OT NoNE30E3TENEA EBDAS
WMEHH YUETHOF 330M0H W NP0,

[T Mcnomssosats GeicTpoe nepemouenke nons3osaTenes
BEICTDOR NEPEKIFOSEHHE NONE30BATENSA NOJBONAST BEIN0AHHTE NEDEK AR HYHD
33MWCE APYIOrD NOAL30BATENA, HE 3AKPRESA pab0TH0WHY Nporpann, 3aTem, Koraa apyrod
NOME30EETENL JAKOHIHT PABOTY, Bbl CHOMETE BbICTPO BEPHY THCA K CEOER YUETHOA ZaNHCH
| EHHL‘J'EH‘IE-‘ NApaMeTpOE OTHEHS I

Puc. 7.YOupaem ¢naxok Mcnonb30BaTh CTpaHUIly TPUBETCTBUS

HO, 9TO TOJIBKO ITIOJIOBHHA ACJIA. Tenepb ITOBBICHM 0€30naACHOCHb CETH CIIC HAa OAHY

YCJIOBHYIO CTYII€Hb, C/IeJIaB 00a MOJsi OKHA MPUBETCTBUS MyCTHIMHU.

Brmonnnm komanny Ilaness ynpaBiieHus-AAMUHUCTPUpPOBaHue — JlIokajibHbIE
NOJIMTHKH 0e30nacHoCcTH- JIokaabHbie noauTuku-Ilapamerpsl 0e3onacHocTH-
NHTepakTUBHBINA BXO/A: HE 0TOOpPaKaTh MOCJeIHEI0 MMEHH M0JIb30BaTeds. JTy

3anucb HEOOXOAUMO BKIIIOUUTH (pucC. §).

7 NokanbHbie NapameTpol GE30NacHoCTH

Koscone  dedcTese  Baa  Cnpasxa

o B XEFE R

@ MapameTpel BE30NacHoCTH
-8 Mommsikd y4eTHbIX Sank

=18 NokansHele nonHTHEK

i MommTHia ayanTa
#-C) Hasnausre npas nor
) NapaneTpel SezonacH
=[] Momsamvky oTEpEITOrD KAk
+ D MMATHIEH OF PAHH-EHHON
=) S MamTrER BE30NacHOCTH |

Nonumeeca ¢

E_;:IDCQN: QrpsHHYeHHA
BE]DCOM: Orpassena
(55 &y anT: ayamnT aocTyr
EEUAVAMT: Ay AHT NPAB H.
Elﬁjn‘y'ﬂ.ﬂ?: HEMEANEHHDE
[B%]AocTyn k ceTh: Pazpe
E}jaaaepmerwe paboTe:
Eﬂ:—laucpmcnm paboTE:
E';jl‘HrepaK'rv&ihﬁ Bx08
;jﬂmrcpaﬁTmnbﬁ pon
E';:lmrepak'rva-mﬁ EX08
E¥]MmrepakTHeneR Bxoa
E"jl‘HTEpaKTFBHhI;I B0
_ﬂ_ﬂmrcpmmn” Bx0d
E_';jI-MTEpaK'I'PBHhﬁ EX04
Eﬂmrcuuﬁ THEHEF BX0d
amrepakmhﬁ B0
BE]MHTeparTHEHE BxOn

CooRcToo: MnTepan THDHBIA BXOA B CHCTEMY: HE

MapareTp nokansHoil Ge30NacHOCTI | DffacHeHHE nw]

HHTEpakTLEss BX00 B CHCTERY. HE OTOORSHATE NOCNBIHErO
WEH MONES0BATENA

il

* Brmowme

" Oremoams

Puc. 8.AxTuBrpyem nepexitouaresnsb BKIOUnTh
Tenepp moce 3aBepIICHNS CEAHCA 1101b3068ameb TOKEH YraJaTbh HE TOJIBKO napo.ib, HO
U UM5 NOJIb308aMeEs.
BoisiBiieHHE ceTeBbIX YA3BUMOCTe ckaHnupoBanueM nopros 11K
310yMBINTUICHHUKY UCTIOJIB3YIOT cCKaHnupoBanue noptoB [1K mis Toro, uToOb

BOCIIOIb30BaThes pecypcamu uyskoro 1K B Cern. IIpu aToM Heo6xoaumo yka3ats 1P
adpec 11K u oTKpBITHIN port, k mpumepy,195.34.34.30:23. I1ocie 3TOro npoucxoauT

coequneHne ¢ ynaneHHbiM 1K ¢ HekoTopoii BeposiTHOCTBIO BXoa B 310T I1K.
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o TCP/IP port — 3T0 azmpec onpeaeeHHoro cepBrca (IporpamMmsl), 3aIMyIIEHHOTO Ha
JTAHHOM KommbroTepe B Internet. Kaxaplii OTKPBITBI OPT — MOTEHIMAIbHAS
na3erika nis B3nomuukoB cereit u I1K. Hanpumep, SMTP (otnpaBka noutsr) — 25
nopt, WWW — 80 nopt, FTP —21 nopr.

o Xaxepsl CKAHUPYIOT MOPTHI AJI TOTO, YTOOBI HAUTH JBIPKY (Oar) B onepanmoHHON
cucteme. [Ipumep ommoOKu, eciiu aAMUHUCTPATOP WK MOsIb30BaTeNb [IK oTKphLI
MOJIHBIA JTOCTYH K CETEBBIM peCypcaM JJIsl BCEX WJIM OCTaBWII IyCTOM MapoJib Ha
BXOJ] K KOMIIBIOTED.

Opna n3 GyHKIHN aIMUHACTPATOPA CETH (CHUCaJMUHA) - BHIIBUTH HEJIOCTATKU B
(GYHKIIMOHUPOBAHUY CETH U YCTPAHUTH UX. JJIT 3TOTO HY>KHO IPOCKAaHUPOBATbCEMbHU
3aKpBITH (OJIOKUPOBATH) BCe HEOOS3aTENbHBIC (OTKPHITHIE 0€3 HEOOXOIUMOCTH) CETEBBIC
noptel. Huxe, 11t npumepa, npeacrasieHsl cityx0b17CP/IP, KOTopble MOKHO
OTKJIFOYUTh:

« finger- nony4yenne HHPOpMaLIMK O TOJIB30BATENAX

« talk- BO3BMOXKHOCTh OOMEHA JJAHHBIMH 1O CETH MEXY MOJIb30BaTEISIMU

« bootp- npenocraBieHue kaueHTaM HHGOPMALIMK O CETU

o systat- mosydeHue HHGOpPMAIIHU O CUCTEME

o netstat- moaydeHue nHOOPMAILIMM O CETH, TAKON KaK TEKYIIUE COSTUHECHUS

 rusersd- nonaydeHue HHGOPMAIIUU O MOJIH30BATENAX, 3aPETUCTPUPOBAHHBIX B
JTAHHBIM MOMEHT

Bpanamayap («mexcereBoii axpan», farewall) — cpefcTBO 3alIUThI; TPU3BAH OTPAHUYHTD
oOMeH maHHBIX ¢ VHTEpHETOM NPEUMYIIECTBEHHO I CTPAaXOBKH OT HEIMPOIIECHHBIX
rOCTEMN.
OHu MOryT OBITH BBIIIOJHEHHI B BHUJE alMapaTHOro, Tak MPOrPAMMHOIO KOMILIEKCA,
3aMMCAaHHOTO B KOMMYTHUPYIOILEE YCTPONUCTBO WA CEPBEP A0CTyNa (LT3, XOCT U Ip).
Bpanamaysp — «monynpoHunaemass MeMOpaHa», pacroiaraerca MeXIy 3alldIaeMbIM
BHYTPEHHHM CETMEHTOM CETH M BHEILIHEN CEThIO MJIM IPYTUMH CerMeHTamu cetu MaTepHer
U KOHTPOJIUPYET Bce MH(DOPMAIMOHHBIEC TOTOKU BO BHYTPEHHUN CETMEHT U U3 HETO.
# nmonynsipuble OpanaMayspel: Net screen 100(dbupma Net screen Technologies) u Cyber
Guard Firewall (pupma Cyber Guard Corp).
bpanamaysp BBIOIHAET HEKOTOPbIE (DYHKIIMU:
®u3nyeckoe OT/IEICHUE BHYTPEHHEN CETH U BHEIIHUX KaHAJIOB;
MHorosTanHas uAeHTU(UKAIIS 3alIPOCOB, MOCTYNAIOUIUX B CETh;
Kontposns nenocrunoctu 10 u naHHbIX;
DKOHOMUS aJIPECHOTO MPOCTPAHCTBA CETH;
[IpoBepka monHOMOUMII U TpaB JOCTylla K BHYTPEHHHM pecypcaM CeTH
IM0JIb30BAaTEIICH;

e Perucrpanus 3anpocoB kK KOMIIOHEHTaM BHYTPEHHEH MOJCETH U3BHE.
bpanamayasp cocTout us:

v’ 2 MapmpyTHs3aropa;

v OUIBTPYIONINE MAKETHI;

v' 111103 PHUKIaIHOTO YPOBHSI.

B HOBBII MeKCeTEeBOM IKpaH BCTPOMIIN KypHAII 0€30MaCHOCTH, KOTOPBIM cOOMpal JaHHBIC
no IP-agpecaM u coeIMHEHUSM TI0 CETSIM JOMAITHUM, CITyKEOHBIM, a Takxke B IHTepHeTe.
DTOT cepBUC MPAKTUYECKU HE OOHOBIISJICS C MOMEHTa BbIxoja. IloaToMy Bce HacTpoiku
KaKUX-TM00 MapameTpoB MOAXOAAT Kak JJIA CTapbIX ONEPAlMOHHBIX CHCTEM, TaK W JJIs
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HOBBIX Bepcuil. Ceiluac HacTpoWKu OpaHIMay’pa MOXKHO OCYyIIECTBISATH B «lLleHTpe
oOecniedueHus 6€30MacHOCTHY, TOCKOJBKY 3TOT (PaifpBOII ABISETCS €T0 YaCTHIO.
BkJiroueHue/oTKIIIOYEHHE
UtoOBl IPOU3BOAUTH HACTPOMKH J0CTyNa OpaHIMaydspa, HYy’KHO MOHUMATh, KaK BKJIOYATh
WIM OTKIOYarh ero. KOHEYHO, OTKIIUYaTh €ro HE PEKOMEHAYETCs, MOCKOIBKY 3TO
MIOCTABUT M0/ BOIIPOC 6e30macHOCTh cucTeMbl. Ho MHOTIa OTKIIIOUeHHE HEOOXOAUMO s
TOTO, YTOOBI aKTUBUPOBATH PA0OTY aHTUBUpPYCA
BonbIIMHCTBO TOMOOHBIX MPOTrpaMM HMMEIOT BCTPOEHHBIN (haiipBon. UToObl u30€xaTh
KOH(JUKTOB C COBMECTHMOCTBHIO, BCTPOCHHBIN OpaHamaydsp OTKIo4aroT. Ecmu ke
CKauMBaeMblil aHTUBUPYC HE UMeeT (haiipBoia, TOTJa BEPCHIO MOXKHO U OCTaBUTh. UTOOBI
HayaTh padOTy C 3TUM MPOrPAMMHO-AMNIAPATHBIM 3J1eMEHTOM CEeTU HYXKHO OTKPBITH €TO.
Kak 00bIYHO, €CTh HECKOJBKO cITOCO00B. MOKHO POCTO BBECTU €0 HA3BaHUE B CTPOKY
[OMCKa CHUCTEMBbI. Y Bac OyJeT CHUCOK W3 HECKOJbKHUX BapuaHTOB. Jlyumie BbIOpatTh
«bpanamaysp Windowsy.
[lepen Bamu MOSIBUTCSL COIUCOK, B KOTOPOM HaxoiuTcsi hupMeHHbIN QaiipBoi. OTKpoeTcs
HOBOE OKHO, I'JIE U MOXHO OCYILIECTBJISITh HACTPONKHU OpaHaMayspa. B neBoM crTonbuke
Oynet ctpoka « OTKJIIOUYUTh WM BKIIOYUTE OpanaMaysp». UMeercs BbIOOp 1715 JOMAIIHEN
cetTd U oOmecTBeHHOM. TyT ke Jerko OTKIIYaTh YBEIOMJIEHHS O OJOKHUPOBKE
npuiokeHus. HyxkHo o00s3aTeNbHO TOCTaBUTH TaloyKy, 4YTOOBI MporpamMma TYT K€
OMOBECTUJIA BAC O BPEIOHOCHOM YTHIIUTE.
baoxkupoBka gocryna
Hekotoprie mpobnembl ¢ goctynoM Kk CeTu CBSI3aHHbIE MMEHHO C OpaHIMay3pOM.
Bo3mokHO BBl HE pazolOpanuch ¢ paboTol aHTUBHpYCa M 3alpPEeTHSIM JOCTYyN K ceTh. B
HACTpoOilkax OpaHaIMay3pa MOXKHO €ro BOCCTaHOBUTh. CHOBA B JIEBOM CTOJIOMKE, IEPEXOUM
[0 CTPOKE «Pa3pelInTh 3aIMyCK MPOrpaMMbl WJIM KOMIIOHEHTa Yepe3 OpanaMaysp».
Ilepen BaMu OTKpoOeTCs HOBOE€ OKHO. B Hem OyJeT CHUCOK mporpamm, KOTOPBIM
3a010KMpoBaH WK OTKPHIT Aoctyn K Cern. Hy)XHO MpoCcTO MOCTaBUTh T'ajlOUuKH TaMm, T/€
3T0 Heobxoaumo. K mpumepy, 31ech MOKHO HailTu Opay3ep, KOTOPBIM HEe MEPEeXOAUT Ha
CalThl U JaTh €My pa3pelleHUe Ha 3T0. Eciyu BaMm HyX HO pa3pemnth noctyn k Cetu B
HacTpolKkax OpaHamayspa ImporpamMme, KOTOPOMl HET B CIHCKE, CAeNaTh 3TO HETPYIHO.
JlocTaTo4HO 1MoJ TAOJIMYKON, B KOTOPOH €CTh YTHUIIMTBI, HAWTH KHOMIKY «Pa3pemuTs Apyryro
nporpammy». llocne 4ero mossBUTCs TOMOJHUTEIBHBIA CIIMCOK MPUIIOKEHUHM, U3 KOTOPBIX
MO>KHO JO0OaBUTH JIpyTroit Opay3sep 1mbo codT, KOTOPHIN HyKaaeTcs B qoctyne kK CeTH.
[TomHuuTe, 4TO YyeM OoJble B (aipBoJie TOJOOHBIX Pa3PEIICHHBIX MPOTpaMM, TEM MEHEe
Oe3omacHOi cTaHOBUTCA Bama pabota. [lopTel, KOTOpBIE OTKPHIBAIOTCS, IEPECTAIOT
KOHTPOJIIPOBATHCS CUCTEMOUN ¥ MOTYT MPOMYCTUTh BPEJJOHOCHBIE YTUIIUTHI.
®opmMma oTyeTa: paiii-oTyer.
IIpakTuyeckoe 3ausitue Ne9
Tema: TectupoBanue cetu TCP/IP ¢ ncnonb3oBaHneM TUarHOCTUYECKUX yYTHIIUT.
Heab: 3akpenuTh TEOPETUUECKUE 3HAHUS MO TeME 3.2, MPOBECTU TECTHUPOBAHUE CETU C
MOMOIIBIO CIIEIUATIBHBIX YTUIUT KOMAHAHON CTPOKH.
OOopynoBaHme: epCcOHANbHBIA KOMITBIOTEP ¢ HE0OX0oAuMBIM [10
Mertoauueckue - W3yuuth Metonnueckue yka3aHus;
yKa3aHusi: - IIporectupoBaTh pabOTOCTIOCOOHOCTh CETH C IOMOIIBIO
YTHJIUTHI ping;
- IIporectupoBath pPabOTOCHOCOOHOCTH CETH C IMOMOUIBIO
YTHWJIUTHI tracert,
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- Hactpouts napamerpsl Opanamayspa 000l aHTUBUPYCHOM
IPOrpPaMMBI;
- 3adukcupoBaTh nHpOpMaIHIO B (aiiie A1l oTueTa.
Xo/ BbINOJTHEHUS

Hawnbonee 6picTpbIiM CITIOCOOOM MPOBEPKHU pabOTOCIIOCOOHOCTH JIOKAJIbHOM MOYKHO Ha3BaTh
cucteMHyro komanny PING, kotopas TOChIIae€T CETEBOM 3anpoc Ha 3aJaHHbI [P-adpec
KOMIIBIOTEpA, IMOJY4YaeT OTBET M BBIBOAUT OTYET HA 3KpaH. EciaM MOCHaHHBIN 3anpoc
MOJIy4eH O0paTHO -c6:3b (DU3UYECKU CYIIECTBYET, TO Balllda cemdb HACTpOEHA U paboTaer
KoppekTHO. Ecim >ke Ha 3kpaHe Bbl yBUAWTE Haanuch "lIpeBblllieH unmepsan oxuaaHus
3anpoc" - BBl JONYCTWIM OIMUOKY JuOO B HACTpoiiKkax, JuOO0 B TMOAKIIOYECHUU
komnbioTepoB. Ilepen 3amyckom KoMauibsl Ping HEOOXOAMMO MOCMOTPETh IOCTYIHbBIE
KOMIIBIOTEPHI B ceTH. 3axoauM B Kommnbrorep u Buanm, ckonbko I1K noctynHsl B paboueit
rpynre B pazaene Cerb

JUist TOro 4to0bl BOCIOJIB30BAaThCA KOMAHIOM ping, OTKPOWTE OKHO KOMAaHIHOW CTPOKH
komaHg0M Ilyck-Bce mporpammbi—Crangaprabie-KomanaHasi cTpoka U BBEIUTE TaM
KOMaHJy ping, yKaxuTe uMms uiu IP-adpec ynanenHoro kommnetorepa (wiu ero UMA"/>)
(puc.l).llo ymonuanuo ymuauma ping OTHpaBISET 4 MakeTa U 0KUJAET KaXIblii OTBET B
TEYEHHE 4YEeThIpeX CeKyHHA. [lo yMolluaHUI0 KoMaHOa TockulaeT mnaker 32 Oaifta. 3a
pa3MepoM TECTOBOIO MaKeTa 0TOOpakaeTcs BpeMs OTKJIMKA Y/IaJ€HHOM CHCTEMBI (B HaIllEeM
cilydyae — MeHbIe | MUUTMCeKYH b />).

[+ Komanguan cTpoka -0l x|
Microsoft Windows [Vewrsion 6.1.76011]
¢c>» Kopnopauwna Madkpocoer (Microsoft Corp.>. 2009. Bce npasa SauMUEHH. [l

C:sUsepsPC—1>ping PC_1

naketamd ¢ PC_1 [192.168.73.1331 ¢ 32 sadtaru NaHHWX:
ot 192.168.73.133: uMmcao sanT=32 Bpema=1luc TTL=128
or 192 .168.73.133: uumcao eair=32 ppermailinc TTL=128
or 192 .168.73.133: uumcao eant=32 pperma<inc TTL=128
or 192 _.168.73.133: uumcao gait=32 epera<inc TTL=128

CratucTuka Ping naa 192.168.73.133:
Naketos: oTrnpagaedHo = 4. noayuerHo = 4, notepavo = 0
(¥ noTepb?
MNpHEAMIHTEABHOE BPEMA MPHEMa—MNepenadM MG =
MuHHWMaAbHOoe = OMcexk,. MakcuHaabHoe 1 Hcex,. CpenHee = 0 nHcek

4 4 &
Puc. 1.ITunrosanue mamuusl PC 1 ¢ [P-agpecom 192.168.73.133
[Ipy HeoOXoauMOCTH [JIi ITOM KOMaHIbl Bbl MOJXKETE€ HCMOJb30BaTh CIEAYIONINE
napamMeTphbl:
— -t. JlaHHBI napamemp yKa3pIBa€T HAa TO, YTO MPOU3BOJUTCA IMPOBEPKA CBS3U C
YKa3aHHBIM y3JIOM JI0 IPEKPALIECHUS BPYUYHYIO;
— -n. Texymmii napamemp onpenensieT KoJIU4ecTBO oTnpasisieMbix Echo-3anpocos;
— -f. OTOT napamemp ycranaBnuBaet oum "He pparMeHTHpOBaTh" Ha ping-niakeTe. 1o
YMOJTYaHHIO (PparMeHTaIus pa3peiiaeTcs;
— -w. JlaHHBIM napamemp TO3BOJSAET HACTPOUTH TAaMM-AyT I KaXJOrO NAKeTa B
MUJUTUCEKYH/IaX (70 YMOJTYaHUIO ycTaHOBIeHO3HayeHue4000"/>);
— -a. Texymmui napamemp onpenenser UMeHa y3JI0B 1o agpecam;
— -1. [Ipu momoru 3TOro0 NMapamerpa Bbl MOXKETE yYKa3aTh pazMep Oydepa oTHpaBKy;
— -i. Ucnonp3oBanue JaHHOTO TTapaMeTpa MO3BOJISET BaM 3a/1aTh CPOK KU3HU TMAKETa;
— -v. DTOT napamemp 3anaeT Tun ciiyx0bl 1151 [Pv4 u ve Bnuser Ha none TOS B IP-
3aroJI0BKE;
— -r. Tekymmii napamemp 3anIUCBIBAET Mapuwipym s yYKa3aHHOTO YHCIIA PBIKKOB;
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— -s. JlaHHbll napamemp MO3BOISET OTMEUATh BpEMsI JIsl YKa3aHHOTO YUCJIa PBIKKOB;
— -J. Ucnonb3yst 3TOT napamemp, Bbl MOKETE yKa3aTh CBOOOIHBIN BHIOOp MapIIpyTa 1o
CIIUCKY Y3JIOB;
— -k. Ilpu momomm MaHHOTO TapaMeTpa BbI MOXKETE OMPEICITUTh JKECTKHM BBHIOOD
MapIIpyTa 1o CIUCKY y3JI0B;
— -R. Texkymui napamemp no3BOJISIET UCIIOIB30BATh 3ar0JIOBOK JIsl IIPOBEPKU TAKKE
¥ 00paTHOTO MapiIpyTa ToJIbko s [Pvo6;
— -S. JlanHsIil napamemp yKa3bIBaeT UCIIOIb3YEMbIH adpec NCTOYHHUKA,
— -4. [lapamemp onpenenseT NPUHYAUTEIbHOE UCIIOIb30BaHUE MPOTOKOJIA [P Bepcuun
4
— -6. Ilapamemp onpenenseT NpUHYIUTEIBHOE UCIIOIb30BAHUE NTPOTOKONA [P Bepcun
6.
Wrak, Beilie OBLIO TMOKa3aHO, 4yTO ymuauma Ping ucmoiib3yeTcs B TOM Cilyyae, Korja
HEOOXOJIMMO TMPOBEPUTH, MOXKET JU Komnviomep TOAKIIOUUTECA K cetu TCP/IP wnu
ceTeBbIM pecypcaMm. MHaye roBOpsi, Mbl NMHUHTYEM [JIsi TOTO, YTOOBI MPOBEPUTH, YTO
OTIpaBIIsieMble MaKeThl NOXOAAT Ao momyuarens. [IK-ormpaButens ornpanser Echo-
3anpoc, a [IK-nonydarens, B OTBET 10JKeH otnpaBuTh /CMP-coobiienue ¢ otBetoM. Eciu
YAQICHHBIN KoMHublomep pearupyer Ha 3anpoc ping, TO TOAKIIOUYECHHE K YIAICHHOMY
KOMITbIOTEpY pabortaer. Takxke, ymuiuma ping BeET CTaTUCTUKY, U3 KOTOPOH TMOHSITHO,
CKOJIbKO IMaKeTOB MOJYy4YE€HO, a CKOJIbKO noTepsiHo. Ho, 3To emie He Bee.
IIpumenenune komanabl Ping nis ananusza kadecrBa cesasu IIK B ceTn
JIns  TecthpoBaHMS ~ KadyecTBa  CBA3M  3amycture  Ping €O CIEAYIOIIHMMU
napamerpamu:ping.exe -1 16384 -w 500 -n 100 192.168.73.133. D10 00ecneunuT OTIPaBKy
100 3ampocoB (n) makeramunol6bxunobaum(l) Ha 3amaHHblii [P adpecc WHTEpPBAIOM
oxkumanust otBera B 0,5 cekyHnbl (w). To ecTb:
L— pa3mep Oydepa oTmpaBKH.
N— 4KCIIO OTIPABISEMBIX 3aIPOCOB,
W—6pemsa oxcudanusi OTBETa HA 3anpPoc B MIJUTUCEKYHIAX,
[Tonoxxnute, moka npoayT Bce 100 makeToB. OTBET M0JDKEH OyAET OBITH MPUOIU3UTEIIHHO
Tako ( puc.2).

=10l x|

cAD
YHCAD

canT=16384 spenn
6auT=16384 spema
au =16384

Bpe

= 18@, noTtepasao = 0

MpUGEAHIMTE AbHOE BPEMA NPpHEMA-TIEPEAAYMM B MC:
MunumassHoe Mcex, MakcumassHoe 17 mcerk, Cpeanee

Puc. 2 OtBeT Ha KOMaHAy ping.exe ¢ KIIYaMU
[Ipoananu3upyeM pe3yJIbTaT BHINOJHEHUS KOMAH/IbIL:
o 0% noteps — ceTh paboOTaET OTIUYHO.
o Ecnu norepu undopmaiuu cocrasmiiu He 6oiee 3%, To ceTh paboTaeT XOpoIIO.
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o Ilpu morepsix 3-10% poumuim He Bce MAKEThl, HO CETh, OJlarojaps aaropuTMam
KOPpEKLIMK OLIKUOOK, paboTaeT yJOBIETBOpUTENbHO. M3-3a HEoOX0IUMOCTH
NOBTOPHOM JIOCTaBKH MOTEPSIHHOW MH(pOpMaIMi cCHUKaeTcs 3 (HEeKTUBHAS CKOPOCTH
paboOThI CETH — CETh TOPMO3HT.

o Ecnu uyucno norepsaHHbix nakeToB mnpesbimaer 10-15%, To HEOOXOAMMO TPHUHATH
MepBI 110 ycTpaHeHuto HencnpaBHocTu. KadectBo cBsa3u 11K HEy 10BIETBOPUTEIBHOE.

Jlasee: Kak BUIUM, BpeMsl OTKJIMKA YAAICHHON CUCTEMBI CpeiHEE 2 MCEK, & MAKCUMAJIbHOE
17 mcex. AHanmu3upysl OTKIMK 70 MUJUIMCEKYHJIaM, HaJ0 MMETh BBUAY cienyromee. /o
CTaHAapTy, HOpMaJIbHOE BpeMs OTKJINKa 16-kunmobaiitHoro makera mist 100-meraOuTHOM
cetu - 3-8 mc. Jlnsa 10-meradutnoit - 30-80 mc. [Tomygaercs, 4to y Hac cems paboTaeT Ha
ckopoctu nopsiiaka 100 mout/cex.

HUcnoab3zoBanue yruiutsl PathPing

Pathping ato ymunuma, koTopas no3BoyisieT OOHAPYKUTh MOTEPU MAKETOB Ha MapIIpyTe
MEXIy BalllUM KOMIIBIOTEPOM M 3aJaHHBIM anpecoMm /P. [loTepu makeToB MOTYT CHIIBHO
HNOBJIMATH Ha pabOTy CETH, HANpUMeEp, KOTJa Bbl UrpaeTe B Buaeourpy. MHaye rosops,
ymunuma PathPing otnpaBisier MHOTrounciieHHble coobmeHus ¢ Echo-3anpocom kaxaomy
MaplIpyTH3aTOPy, KOTOPBI HAXOJUTCS MEXKIY MCXOAHBIM IYHKTOM H IYHKTOM
HA3HAYEHHUA, IOCJIE€ Yero, Ha OCHOBAHWUU IAKETOB, TMOJYYEHHBIX OT KaXJOr0 M3 HUX,
BBIYMCIIIET IIPOLICHTHOE COOTHOULICHHE IMAaKETOB, BO3BPALIAEMBIX B KaXKIOM IIPBIKKE.
ITockonbky ymunuma PathPing noka3piBaeT cTeneHb MOTEPU NAKETOB Ha Kaxa0M
MapuIpyTH3aTOpe WM Yy3JIe, TO C €€ IOMOLIbI0 BBl MOYETE€ TOYHO OIpPEACIINUTD
MapIIpyTU3aTOPbl M Y3JIbl, Ha KOTOPBIX BO3HHUKAIOT cemesvie npodremvl. llpumep
UCII0JIb30BaHUS JAaHHOW KOMAaH bl IPUBEAECH HA puc. 3.

soft Corp.2>. 2009. Bce npasa samMueHb .

K MARIA [192.168.1.21]
M npexKos J0:

1 2mc o 100

TpaccupoBka sasepueHa.

4 L3 4
Puc. 3.[Touck noreps nakeroB Ha mapuipyte oT [IK PC_0 no ITK MAIRIA
Urak, B ctpoke noucka Habepem CMD, 4ToObI BBI3BaTh KOMAaHIHYIO CTPOKY (pHC. 4).

Mporpammel (1)

' D3HEKOMWTBCA C APYTHMMK PESYNbTaTaMA

Iu:mu:l 3  3ssepwetme paboTel |h|

Puc. 4.01uH 13 cnoco6oB Be130Ba komaHHO#M cTpoku B OC Windows
Jlanee npousBeaeT TpacCUpoBKYy MapiipyTa ot Hamiero I1K qo mouckoBoro cepsepa SAnaexc

(puc. 5).
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[ CG\Windows\system32\cmd.exe

ssPC-1>pathping yandex.ru

1

B1.8.3

5

?
212.48.198.2461

8 — 100/ 100 =100 / 100 ¢ asl13238-vandex.gateway.nutele
u [212.48.214.1021

TpaccuwpoBKa 3aBpepueHa.

oBKa mapupyra k vandex.ru [213.180.204.111
E -

imc 0/ 100
2mc 0/ 100 % - 100 atbb—atsbb—-Li-giga—core.natm.
8.163.811

Imc 0/ 100 % 4 100 Gﬁay—TGED—Q.natn.ru [78.81.0.

0B

I
541

UG.nutel
ru [21

om.ru
MHapupyrHud ysea

Yrep.-0rnp.

Lmec 0/ 100 % @ 100 ¢ lofD-atbb—2.natm.ru [213.148.1
i/ 100

@/ 100 3 i
ime 0/ 100 % Py % ATSI-TGEL-8-TTS-TGEL-4.natm.r

]
i
0/ 100 =4 o ge—0-1-0-v1788-10g.M320-1-NOU
2.48.214.53

@, 100 14 H
100 4 s 100 % ael-30g.HE960-1-MHT .nwte lecomn|

/ 100 v

Puc. 5.IIpumep ucnonb3oBanust yruiuthl Pathping
[Ipoananusupyem pe3yapTar:

[TepBbrit G0k wWHpOpMAMKM TPEACTABISAET COOOW TpaccUpoBKy. Bbl MoxkeTte
MPOIYCTUTh €r0 M MEPEUTH KO BTOPOMY OJIOKY HH(pOpMAIMH, B KOTOPOM OyjaeT
yKa3aHO MPOIIEHTHOE OTHOIIEHUE MOTEPH MAKETOB.

Ecnu makeTsl He TepsIHCh HA TAHHOM MapIIpyTe TOIKIIIOUYeHHUs, TO BbI yBuanuTe 0%
notepb nakeToB. Eciu BeI yBUIMTE 3HaUCHUS, oTyimdatomuecs ot 0%, 3To o3Havaer,
YTO Ha IyTH K HAIIIUM cepBepaM ObLIN MOoTepH makeToB. Ilotepu BoIe 1% HaunHas
C TIEPBOro Iara, MOTYT YKa3blBaTh Ha HEKOPPEKTHYIO pabOTy Y3JIOB CETH WIIA
MapIIpyTH3aTopoB. Eciau 3TH ycTpoicTBa BaM JOCTYITHBI, TO HY»HO MOINPOOOBaTh
OOHOBUTH UX MPOTPAMMHOE OOECIEYeHHE WIIM MOJTHOCThIO 3aMEHHUTh uX. MHaue, o
MOTEePSAX, BOZHMUKIIMX TMOCIE TMEpPBOTO IIara M J0 TMOCJEAHEro Iara, Cleayer
coobmmTh Bamemy VHTEepHET IpoBaitiepy.

IIpumeyanue

Ecnu nmocneanue crpoku ykaspiBatoT Ha 100% moteph, TO 3TO HE ABISETCS MOKa3aTeleM
pOOIEMBI, a IPOUCXOIUT MMOTOMY, UYTO CEpPBEpa 3AIIUIIEHBI OT HEXKENATEeILHOTO Tpaduka
Y aTakK.

C aHHOM KOMaHJ0M BBl MOKETE UCITOIb30BaTh CIEAYIONIUE TapaMETPHI:

-g. JlaHHBI® napamemp omnpenensieT WCHOJIb30BAHHE IapaMeTpa CBOOOAHOU
MapupyTH3anuu B /P-3arojoBke ¢ HAOOPOM NMPOMEKYTOUHBIX MECT HA3HAYCHUS /1151
coobuienuii ¢ Echo-3anpocom, KOTOpBIi yka3bIBaeTCsl B CIIUCKE KOMIIBIOTEPOB.

-h. JlanHblil napamemp 3amaeT MakCUMaIbHOE KOJMYECTBO MEPEXOIOB HA MyTH MPHU
IIOMCKE KOHEYHOI'0 OOBEKTA;

-1. OTOT napamemp yxaswiBaeT IP-adpec UCTOYHUKA,;

-n. Tekymuil napamemp NpeHOTBpAIIACT IOINBITKH COINOCTaBICHUS [P-aapecos
IIPOMEKYTOUYHBIX MapUIPyTU3aTOPOB C UX MMEHAMH, YTO CYIIECTBEHHO YCKOPSET
8618600 PE3YIbTATOB;
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-p. Wcnonb3yst naHHBIA napamemp, Bbl MOXETE 3a/1aTh 8peMs OHCUOAHUS MEXKIY
NOCJIEIOBATENbHBIMA IPOBEPKAMU CBSI3U, TJI€ 3HAYEHUEM 1O YMOJIYAaHUIO YKa3aHO
250 MUJTMCEKYH;

-q. [Ipu momormu Tekyuero napaMmeTpa Bbl MOXKETE yKa3aTh KOJIMYECTBO COOOIIEHU I
¢ Echo-3anpocom, oTnpaBiaeHHBIX KaXI0MY MapLIpyTH3aTOpy MyTH (70 YMOITYaHUIO
- 100);

-w. JlanHbIl napamemp onpenenseT epems odxcudanus s noaydeHus Echo-oTBeTos
nporokona [CMP wnu ICMP-cooOuienuit 06 MCTeYeHUH BPEMEHH B MUJIJTUCEKYHaX,
KOTOpbIE COOTBETCTBYIOT JaHHOMY coobmeHuto Echo-3anpoca. 3umauenue no
YMOJIYaHHIO 4 CEKYH/IBI;

-4. [lapamemp onpenenser NPUHYAUTEIBHOE UCIIONIb30BaHNE MPOTOKOJIA /P Bepcun
4

-6. [lapamemp onpenemnser NPUHYAUTEIBHOE UCIIOIb30BaHUE MPOTOKoJA /P Bepcuun
6

Komanpalpconfig
Komanoa TPCONFIG wucnonb3yercs ajis OTOOpakKeHUsI TEKYIIMX HACTPOEK MPOTOKOJa
TCP/IP u nnis OOHOBJIEHHSI HEKOTOPBIX MapaMETPOB, 3a/1aBa€MbIX MPU aBTOMATHYECKOM
KOH(UTYpUPOBAHUU CETEBBIX HWHTEP(PEHCOB MNpU UCHOJIb30BaHUU mpoTokona DHCP.
Ep_wnonomHM, YTO y HaC UMeeTcsicemsb, N300pakeHHast Ha-puc. 6.

=18l x|

Q-

opaaoere ¥

‘i 3nan
|

Cemn - = B [ o com )

Liteth st otimar i ofisim ST ON  VETasemna fpnectipd [0t Gecrpomsince petpiices - (7]

o g~

04
BN |n -
o B

Puc. 6.HeOGoipmniag jJjokaibpHas CeTh

Brimoanm komanay komannoit Ipconfig va PC 2 (puc. 7).

sos0ft Windows [Uersic ool
Kopnopauwa Madkpocodt ¢ oft Corp.>, 2009. Boce npaBsa 3auMUEHH .

Hactpovka npotokoaa IP pan Windows

OCHOBHOH WAR3. . . . . . . . . = 192,

Tynneacnwd apanvep isatap.localdomain:

TynHeabned amantep lNookaAmYeHHe MO AOKAABHOW CETH¥:

=0l %]

SUladimivipeconf ig

adapter lonkAawdeHHe N0 ADKAALBHOW CETH:

= locald
H 80 1:c226: 2830011

AHHE Cpeas. H '::l.l'_‘j.l-.l nepefpavud HeEAOCT YnHa .
YPOUKC NOAKANuEe : localde i

c
wd IPub-appec wamana . . . =

Puc. 70To6paxenne napamerpoB TCP/IP-npoTokona komanaoit Ipconfig
W3 oryera Mbl BUAUM TaKyt0 HH(POPMAIIHIO:

DNS-cydduke nogknrodyeHus - localdomain (13 HaCTpOEK CETEBOTO MOAKIOUCHMS)
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Jloxanbubt IPv6-anpec kanana - nokaneHblid [Pv6 anpec, ecim ucnonb3zyercs
anpecanus [Pvo

[Pv4-anpec - ucnonb3yeMblid 11t faHHoro aganrtepa [Pv4 — anpec

Macka noacetu - 255.255.225.0

OcHoBHOM 103 - [P-aapec mapuipyTuszaropa, UCHOIb3yEMOr0 B KA4€CTBE IUIKO3a
110 YMOJYaHUIO.

IIpumeyanue
TynnenvHbIit agantep isatap.localdomain ato smymsimus IPV6 B cersix [IPV4. ISATAP
(Intra-SiteAutomaticTunnel AddressingProtocol) — IIpoTokon aBTOMaTH4YEeCKOWl BHYTpHU

CaliTOBOM aJipecallud TYHHEJIeH, MO3BOJISIONINM nepeaaBaTh Mexay cetsimu [Pv6 makersl
yepes cetu [Pv4
Karouun koMaHabI:

/all Omobpasicenue noaHo# nHGOPMAILIMK 70 BCEM aJanTepam.

/release [amantep] Omnpaexa coobwenuss DHCPRELEASE cepsepy DHCP s
ocBOOOXIeHHs TekyIel koHburyparuu DHCP w ynanenus koHdurypauuu [P-
aJpecoB JIJIsl BCEX aanTepoB (eclii adanmep HE 3aJ1aH) WU JUTsl 33JJAaHHOTO aJjanTepa.
O1oT KMoy oTKIo4YaeT mnpotokon TCP/IP nns amanTepoB, HACTPOSHHBIX IS
ABTOMATHUYECKOr0 noyueHus /P-aipecos.

/renew [anantep| OOHOBIeHHE [P-afpeca A ONpeNeNEHHOro ajanTepa Uin eciu
aoanmep HE 3ajaH, TO 1 Bcex. JloCTymHO TOJBKO TMpPU HACTPOCHHOM
aBTOMATHUYECKOM TOJy4YeHUU [P-anpecos.

/flushdns Ouuniienne DNS xomia.

/registerdns OOHOBIEHHWE BCEX 3ape3epBUPOBaHHBIX aapecoB DHCP w
nepepeructpaus umeH DNS.

/displaydns Omoobpaoicenue conepxxkxumoro kaiia DNS.

/showclassid adanmep Omobpadsicenue xonma kinacca DHCP pisi yka3aHHOTO
angantepa. JIoCTyIMHO TOJIBKO MPU HACTPOCHHOM aBTOMATUYECKUM IOJydyeHuem /P-
aJpeCcoB.

/setclassid amantep [kon_kimacca] M3menenue kona kinacca DHCP. JIocTymHO TOJIBKO
[P HACTPOCHHOM aBTOMATHYECKUM IOJy4YeHUEM [P-aipecoB.

/? CnpaBka. TCP/IP: 3nauenus [P anpeca, MacKU U IUTIO34.

Komanpaa BbIBOIa CIHCKA KOMIIBIOTEPOB padoueil rpynnsbl Netview
B komaHnHOW CTpoke BBeAUTE KOMaHAy netview, U Bbl YBUAMTE CHUCOK KOMIIbIOTEPOB
cBoel paboueii rpynimsl (puc. 8).

[&+] C\Windows\system32\cmd.exe 101 x|
Microszoft Windows [Wersion 6.1.76011
Cc? Kopnopauma Madkpocootr (Microsoft Corp.>. 2009. Bce npasa 3auMWeHbH . N

C:wUsers<PC—1>net view

KoManpa BwWNOAHEHA YCNEeWHD .

C:wUzsers~PC—1>_

JameTkH

PC_D
Uladimir

Puc. 8.B paboueii rpymnme umeercs 4 11K
TpaccupoBka
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Tracert— 310 ciyxeOHas KOMIIBIOTEPHAs npocpamma, TNpPeIHAa3HAYCHHAs s
OTIpe/ieNiCHUs] MAapIIPyTOB cienoBaHusi HaHHBIX B cersix [CP/IP. Ilpoepamma tracert
BBITIOJIHSAET OTHPABKY AAHHBIX YKA3aHHOMY Y3Jy CETH, IPH 3TOM OTOOpaXkasi CBEACHUS O
BCEX IMPOMEKYTOUHBIX MapLIPyTU3ATOPaX, YEPE3 KOTOPHIE MPOIUIA JAHHBIE HA IYTH K
neneBoMy y3iny. B ciydae mpoOsiem mnpu JOCTaBKE JaHHBIX A0 Kakoro-imbo ysnia
npozpamma NO3BOJSAET ONPENEINTD, HA KAKOM UMEHHO Y4aCTKE CETH BO3ZHHUKIIM HEITOJIAIKH.
3anyck mporpamMmsl IPOU3BOJUTCS U3 KOMAHIHOM CTPOKH. /{7151 3TOro BBI JOJIKHBI BOWTH B
He€. Jlia omepanuoHHON cucteMbl Windows cyliecTByeT HECKOJBKO CIHOCOOOB 3aIlycka
KOMaHJHOW CTPOKH:

1. Coueranue wnaBum Win (kHomka ¢ jorotunom Windows) + R (moyKHBI OBITH

HakaThl OTHOBpeMeHHO) — B rpade "OtkpoiTs" Hanmcats "cmd" u Haxats OK.

2. Ilyck — Bce nporpammbel— CrangaptHeie — KoMmanaHas cTpoxa.
B oTkpeiBIIEMCSI OKHE MBI HanuiieM tracert ya.ru. [I[puHiun neicTBus 3ToM TporpaMmsl
CXOX C MPUHILIMIIOM JIEUCTBUS MpOrpammel ping. Komanoa OTHpaBIsIET HA cepeep NaHHbIE
U TIpH 3TOM (UKCUPYET BCE MPOMEKYTOUHBIE MapIIPyTU3aTOPhI, YePe3 KOTOPHIE TPOXOIST
9THU JaHHBIE Ha MyTH K cepBepy (ueneBomy y3iy). Ecnu npu goctaBke JaHHBIX 10 OJHOTO
U3 Yy3J0B MPOUCXOAMUT MpobiemMa, npocpamma ONPENENsieT y4acTOK CETH, Ha KOTOPOM
BO3HUKJIM HENOJIANKU. Bpemsi OTKIMKA MOKA3bIBAET 3arpy’KEHHOCTh KaHaja. A BOT €Ciu
BMECTO BPEMEHHU OTKJIMKA Bbl BUANWTE Haanuch "IIpeBbIlIeH HHTEPBAJ OKMIAHUS IS
3ampoca'', 3T0 3Ha4uT, YTO Ha JAHHOM Y3JIE€ CBSI3U ITPOMCXOAMT MOTEPS AAHHBIX, 4 3HAYUT,

IpaccupoBKa mMapu a K wa.ru [B7.250.250.31
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T|] ACCHpOBKA 3IaBEpueHa.
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Puc. 9.1TpuMep TpaccupoBKU JOMEHa ya.ru
[TapameTrpsl kOMaHbI tracert:
— -d He onpenensaTh TOMEHHbIE UMEHA MapIIPYTU3aTOPOB
— -h <snauenue-> ycTaHOBUTH MaKCUMaJIbHOE KOJUYECTBO MEPEXOJI0B
— -W <SHaueHue> YCTAaHOBUTh MAaKCUMAJIbHOE 6pems odJcuoaHus oTBeTa (B
MUJUTUCEKYH/IaX )
Wrak, TpaccupoBKka MapuipyTa MOMOTraeT ONpeaeiuTh NMpoOsieMHbd y3en. Ecinu nanHbie
IPOXOJAAT HOPMAaJIbHO M '"CTOMOPSTCS" HAa CaMOM NYHKTE Ha3HA4YeHUs, TO MpodiieMa
JEUCTBUTENIBHO C cauToM. Eciu TpaccupoBKka MapuipyTa IpeKpanaeTcs Ha CEpeuHe My TH,
TO mpoOsieMa B OJHOM H3 IMPOMEKYTOUHBIX MapuIpyTH3aTopoB. Ecium mnpoxoxiaeHue
NAKETOB IpEKpallaeTcsl B Ipeiesiax CeTH Balllero MpoBaijepa — TO U IpoOieMy HY)KHO
pemiath "Ha MecTHOM ypoBHeE". I[lomyTHO XO4yeTcs OTMETHUTh, YTO npocpamma padboTaeT
TOJIbKO B HAMPABJICHUU OT UICTOUYHHKA [TAKETOB U SIBJISIETCS BEChbMa IPyObIM HHCTPYMEHTOM
JUISL BBISIBIICHUSI HETIOJIAJIOK B CETH.
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4. AHOOPMALIMOHHOE OBECIIEYHEHUE

4.1 OcHOBHBIE MeYaTHbIE W (UJIM) JIEKTPOHHbIE U3TAHUSA:

O-1. KomneroTepHsbie ceT: yued. s CTy. yUpEexXAeHU cpell. mpod. o0pa3oBaHUs
/ B.B. bapunos, U.B. bapunos, A.B. IIponerapckuii, A.H. [Ibuibkun. — 5-e u3g., crep. —
M.: OO6pa3zoBarenbHO-U3AATENbCKUI LEHTp «Akamemusi», 2023. - 192 c. — URL:
https://academia-moscow.ru/catalogue/5546/680958/. — Pexum noctymna: DJEKTpOHHAas
ouomoreka «Academia-moscow». — TeKCT: 2JIeKTPOHHBIN.

O-2. bapanuukoB, A. 1. Opranuzaiusi cCeTeBOro aAMUHUCTPUPOBAHUA: y4eO. IS
CTYIl. yupexaeHnuii cpen. mpod. oopazoBanus / A.U. bapanuukos, [1.A. bapanuukos, A.1O.
I'pomoB. — 5-e u3x., crep. — M.: OOpa3oBaTenbHO-U3AATENBCKHM LEHTP «AKanemus», 2023.
— 320 c. — URL: https://academia-moscow.ru/catalogue/4891/709521/. — Pexxum nocryma:
OnextpoHHas 6ubauoreka «Academia-moscow». — TEKCT: 3JIEKTPOHHBI.

O-3. 3BepeBa, B. II. CompoBoxaeHue # 00CIyXUBaHHE MPOrPAMMHOIO
obecrnieueHus KOMIbIOTEPHBIX cuctem: yueonuk / B.I1. 3BepeBa, A.B. Hazapos. — 4-¢ u3n.,
ctep. — M.: O6pa3oBatenbHO-U3AATEILCKUN TIEHTp «Akagemus», 2024. — 256 ¢. — URL:
https://academia-moscow.ru/catalogue/4891/768343/. — Pexum noctyna: DneKTpOHHas
oubnuoreka «Academia-moscow». — TEKCT: 3JIEKTPOHHBIM.

4.2 JlomoJIHUTE/JbHBbIE Me4YaTHble W (WIH) DJJIEKTPOHHbIC U3JAHMA
(3J1eKTPOHHBIE pecypcehl):

I-1. ITeckoBa, C.A., Ky3un A.B, BoikoB A.H. Cetu u TereKOMMYHUKAIlUU. —
MockBa: u31aTeiIbCcTBO «AkameMus», 2011 — 352c.

J-2. Cmensanckuii, P.JI. Komnerotepusie cetu B 2 1. Tom 1: Cucremsl nepenaun
JTAaHHBIX. — MOCKBa: U31aTenbCTBO «AKagemuss», 2011 - 304 c.

1-3. Cmensiuckuid, P.JI. Komnerotepusie cetu B 2 1. Tom 2: Cetu 9BM. — Mockaa:
U31aTelIbCTBO «AKkagemus», 2011 - 240 c.

J-4. Makcumos, H.B. Komnbiotepusie cetu: YuebHoe nocodue / H.B. Makcumos,
N.N. TlonoB. — M.: ®OPYM: HHODPA-M, 2004. — 336 c.. un. — (Cepus
«IIpodeccuonanbHoe 00pa3oBaHUEY).

I-5. Ky3un, A.B. Komnbiorepubie cetu: Yuebnoe nocodue / A.B. Ky3un, B.M.
Hemun. — M.: ®OPYM: UHD®PA-M, 2005. — 192 c. — (ITpodeccuonansHoe 06pa3oBaHue).

J1-6. Bunorpanos, I'. I1. Komnstorepusie cetu. Pabota B cetu UnTepHet: yueObHoe
noco6wue / I'. TI. Bunorpanos, E. E. ®omuna, I'. B. Komkuna. — Teps: TBI'TY, 2022. —
116 ¢. — ISBN 978-5-7995-1197-5. — TexkcT: anexTpoHHbIN // JlaHb: 3JIEKTPOHHO-
oubnuoteunas cuctema. — URL: https://e.lanbook.com/book/255170 (nata obpamieHusi:
03.05.2025). — Pexxum goctymna: Jjis aBTOPHU3. MOJIb30BaTECH.

JI-7. BopoObeB, C. I1. KoMmmbroTepHbie ceTH W ceTeBasi 0€30MacHOCTh: y4eOHOe
nocobwue / C. I1. Bopo6ses, C. H. IlIupob6okona, P. K. JIutesak. — HoBouepkacck: FOPT'TIY
(HITN), 2022. — 216 ¢. — ISBN 978-5-9997-0805-2. — TekcT: 251eKTpoHHBIN // JlaHb:
aNeKTpoHHO-OMOMMoTeuHas cucrema. — URL: https://e.lanbook.com/book/292247 (narta
obpamenus: 03.05.2025). — Pexum goctyna: AJjisi aBTOPU3. TOJIH30BATENICH.

I-8. CksopuoBa, T. WM. KommnbioTepHble KOMMYHHKAIlMM W CETH: Y4eOHO-
meroaudeckoe rmocooue / T. . CkBoprioBa. — Mocksa: PTY MUPDA, 2020. — 223 ¢. —
Tekct: onektpoHHelid //  Jlanb: 2nekTpoHHO-OMOMMoTeyHass cucrema. — URL:
https://e.lanbook.com/book/163825 (mata oOpamenus: 03.02.2025). — Pexum noctyma:
JUUTS aBTOPH3. MOJIb30BATEIIEH.
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JUCT U3BMEHEHUM Y TONMOJIHEHUI, BHECEHHBIX B
METOINYECKHUE YKA3AHUSA

Ne u3MeHeHHUs1, 1aTA BHeCEHUsA, N CTPaHMIbI ¢ K3MEHEHHEeM

Bbriuio Craao

OcHoBanue:

HOIIHI/ICL JIUIa, BHECIIECI0O N3MCHCHUA
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