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1.INIOACHUTEJIBHASA 3AIINCKA
MeTtoauueckue yka3aHus 10 BBHIIOJHEHUIO MPAKTUYECKUX (JJaOOpaTOpHBIX) padoT 1o
yueOHON nucuuiimHe «KoMmbroTepHble ceTW» MNpeJHAa3HAYEHbl JUIS CTYACHTOB
crnennanbHOCTH 09.02.07 UHopManMoOHHbIE CHCTEMbI U IPOrPAMMHPOBAaHHE
[enp nmpoBeAeHUs! NPAKTUUECKUX 3aHATHI: (OPMUPOBAHUE NMPAKTHUECKUX YMEHUH,
HEOOXOMMBIX B TTOCIIEAYIONICH MpodecCcHoHaIbHON U yUeOHOM eI TeIbHOCTH.
Metonuueckre yKazaHWs MPAaKTUYECKUX 3aHATUN SBISIOTCS YacTbhi0 Yy4eOHO-
METOJIMYECKOr0 KOMILJIEKCa M0 y4eOHOH NUCIMIUIMHE U COIepKaT:
- TEMY 3aHTHA (COTJIACHO TEMATUYECKOMY IUIaHy Y4eOHOM TUCUUIUINHBI);
- LEb;
- o0opysnoBaHue (MaTepuajbl, I[POrpaMMHOE OOecleueHue, OCHAILEHUE,
pa3IaToOYHbIA MaTepual u ap.);
- METOIMYECKHE yKa3aHUs (M3y4nUTh KpaTKUii MeToandecKue yKa3aHus 10 TeEMe
MPAKTHYECKOTO 3aHATHS);
- XO/J1 BBIIIOJIHEHHUS,
- dbopmy oTuera.
B pesynbrare BBINOIHEHUS MOJHOIO OOBEMa MPAKTHUYECKUX 3aHATUN CTYAEHT
JOJKEH YMETh:
- OpraHM30BBIBATH U KOH(PUTYPUPOBATH KOMIIBIOTEPHBIE CETH;
- CTPOUTbH U AaHATU3ZUPOBATH MOJIENIN KOMITBIOTEPHBIX CETEH;
- 3(h@exTUBHO  MCHOJB30BaTh  alMapaTHble W  NPOrpaMMHBIE  KOMIIOHEHTBI
KOMITIBIOTEPHBIX CETEH IPU PEIICHUH Pa3IudHbIX 3a/1a4;
- BBIIIOJIHATH CXEMBI U YEPTEKU 10 CIIEHHUAIBHOCTH C UCIIOJIB30BAHUEM IPHUKIAIHBIX
IPOrPAMMHBIX CPEJICTB;
- paboTaTh C MPOTOKOJAMU pa3HBIX YpOBHEW (Ha HpHUMEpe KOHKPETHOIO CTEKa
nportokonos: TCP/IP, IPX/SPX);
- yCTaHaBJIMBATh U HACTPauBaTh apaMETPbl IPOTOKOJIOB;
- MPOBEPSTH NPABUIBHOCTh NEPEAAUN JAHHBIX;
- 0OHapyXMBaTh U YCTPAHATH OMIMOKHU NpPHU Nepeaade JaHHBIX.
[Ipu npoBeieHNH MPAKTUYECKUX 3aHATUN MPUMEHSIOTCS CIEAYIOIINE TEXHOIOTUU U
METO/1bl OOYUEHHSI:

I. MPOOJIEMHO-TIOUCKOBBIX TEXHOJIOTHIMA
2. TECTOBBIE TEXHOJIOTUHU
3. HH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIE TEXHOJIOTUU

Ouenka BbINOJHEHHS 3aJAHUH NPAKTUYECKUX 3aHATHH
Onenkn «5» (OTJIMYHO) 3aCiIyKUBAET CTYJIEHT, OOHAPYKUBIIUN TIPHU BBHITTOJIHCHUH 3a/IaHUM
BCECTOPOHHEE, CUCTEMATHYECKOE M TIIyOOKOE 3HaHHE Y4YEOHO-NPOrpaMMHOTO MaTepuara,
Y4EeHHSI CBOOOHO BBIMIONHITH MPO(ECCHOHANBHBIC 33a/ladyd C BCECTOPOHHUM TBOPUYECKUM
MOAX0JI0M, OOHAPYXUBIIHMK TMO3HAHUS C HUCIOJIb30BAHUEM OCHOBHOW U JTOMOJHUTEIHHOM
JUTEpaTypbl, PEKOMEHJIOBAHHON MpOrpaMMoOM, YCBOMBIIWN B3aWUMOCBSI3b H3YYaE€MbIX U
M3YUYCHHBIX JUCHUIUIMH B WX 3HAYCHUU JJISl IPUOOpPETAEMON CHEeNUaIbHOCTH, MPOSBUBIINMA
TBOPYECKUE CIOCOOHOCTM B T[OHMMAHWUU, W3JIOKEHUU U HUCIOJb30BAHUU Yy4YEOHO-
MIPOrPaMMHOT0 MaTepuasa, MPOsIBUBIINN BBICOKUIN TPoQecCHoHaIn3M, HHAUBUIYaIbHOCTD B
pEelIeHUH TOCTaBIEHHON mepen coOoM 3ajauu, MPOSIBUBIIMN HEOPAUHAPHOCTH IPHU
BBIITOJIHEHUY MTPAKTUYECKUX 3aTaHUM.
Ouenku «4» (XOpOIIO) 3aCiIyKUBAET CTYJIEHT, OOHAPYKUBIIUI MPHU BBHINOIHEHUU 3aJaHUMN
NOJIHOE  3HAaHWE  Y4YEOHO-MPOrpaMMHOrO  MaTepuaa,  YCHEIIHO  BBIIOJHSIOIIMMA
3



npoecCHOHANBHYIO  3a7ady WM MPOOJEMHYI0 CHUTYallui0, YCBOWBIIMA OCHOBHYIO
JIUTEpaTypy, PEKOMEHJOBAaHHYIO B IpOorpaMMe, MOKa3aBIIMN CHUCTEMAaTHYECKHUN XapakTep
3HAHUM, YMEHUN U HABBIKOB IIPU BBHIMOJHEHUHN TEOPETUUYECKUX U MPAKTUUECKUX 3aJaHui 1O
mucuuiuinie « OneparimoHHbIE CUCTEMBD.
Ornenkn «3» (yIOBJICTBOPUTENHHO) 3aCTYKUBAET CTYICHT, OOHAPY>KUBIIIUN TTPY BBHITTOJTHCHAH
MPAKTUYECKUX W TEOPETUYECKUX 3aJaHUM 3HAHUS OCHOBHOTO Y4e€OHO-IIPOTPaMMHOTO
Marepuana B 00beMe, HeOOXOAMMOM [UIsl JalibHeWIned ydyeOHOM M mpodeccCHOHaTbHON
JESATeIbHOCTHU, CTIPABJISIONIUICS C BBIMOJHEHUEM 3a/IaHUH, TPEAYCMOTPEHHBIX MPOTPAMMON,
JOTYCTUBIIUN MOTPEUTHOCTH B OTBETE IMPH 3alUTE€ U BBHINOJHEHUU TEOPETHUECKUX H
NPAKTUYECKUX 3aJaHHI, HO 00J1aJat0Uii HEOOXOIMMBIMU 3HAHUSAMH ISl UX YCTPAHEHUS 1O/
PYKOBOJICTBOM  TIpErojiaBaTelisi, MPOSBUBIIMN  Kakyl-TO  JOJI0  TBOpUYECTBAa U
WHJIMBUAYAJIBHOCTh B PEIIEHUU TOCTaBJIECHHBIX 3a/1a4.
Onenkn «2» (HEYJOBJICTBOPUTEIHHO) 3aCIyKHMBAET CTYACHT, OOHAPYXKUBIIUH TIPH
BBITIOJIHCHUH TPAKTHYECKUX M TEOPETUUYECKUX 3aJaHHil MpOoOJEeMbl B 3HAHUSX OCHOBHOTO
y4eOHOro Marepuaia, AOMYCTUBIINN OCHOBHBIC NMPUHIUIHUAIBHBIE OMMOKU B BBIMOJHEHUU
3aIaHUsl WM CUTYaTHUBHOM 3a/laud, KOTOPYIO OH Kejad Obl pPelIUTh WU MPEJIOKUThH
BApUAHTHI PEIICHNUS, KOTOPBIN HE MPOSIBUII TBOPUECKOTO MOIX0/1a, UHIUBUIYTbHOCTH.

B cootBeTcTBUM C yUeOHBIM IJIAHOM U paboyell MporpaMMbl HA TPAKTUUECKUE 3aHATHS
no qucuuiuinae « KomnborepHbie cetw» orBoautcs 18 yacos.

2.IEPEYEHb IPAKTHYECKHUX 3AHATHUI

Ne Konnuyects
n/n Ha3BaHue NpakTHYeCKOro 3aHATHH 0 4acoB.

HOCTpOCHI/Ie CXCMBI KOMHBIOTepHOﬁ CCTU

Co3maHue yd4eTHOM 3amuMcu B ONepalmoHHOM cucteMe. OpraHuzanus
o01mero mocTymna K daiiaam

HacTtpoiika npotokonos TCP/IP B onepaniMoHHBIX cHCTEMaxX

Pemenne npo6sem ¢ TCP/IP

MonTtax kabenpHbIX cpen Ethernet

[TocTpoeHre OJHOPAHIOBOM CETH

HacTtpoiika y/1aJeHHOT0 I0CTyIa K KOMIIBIOTEPY

Obecnieuenue 6€30MacHOCTH JIOKabHOU ceTr. HacTpoiika mapameTpoB
Opanamayspa Ha [1K

O R QSN N|AR|W| N |-
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Tectuposanue cetu TCP/IP ¢ ucnonb3oBaHHEM TUArHOCTUYECKUX YTUIIUT

3.COJEP)KAHUE MMPAKTUYECKHUX 3AHATHI
IIpakTnueckoe 3ansaTue Nel
Tema: IlocTpoeHne cxempl KOMIBIOTEPHOU CETH.
Ieab: npyMEHNUTH HA MPAKTUKE YMEHUS IO CO3AaHUIO0 CXEM JIOKAJIbHBIX CETEN C TOMOIIBIO
MPUKIIATHOTO MPOrPAMMHOTO 00ECIIEUEHUS.
O0opynoBaHue: IEPCOHAIBHBIN KOMIBIOTEP ¢ HE0OX0AUMBIM 10O
MeTtoauueckue - JlaTh  XapakTepUCTHKy TMporpaMmaM Ui  U3Y4YCHUS
YKa3aHusA: KOMIIBIOTEPHBIX CETEH;
- YCTaHOBUTb U HACTPOUTH nporpaMMyI «10-Crpaiix. Cxema
cetu» U Netemul;
- Cpenatb BBIBOJ O MPOJIETAHHOM paboTe;
- 3aduxcupoBaTh UHPOpPMAIIMIO B BUJE CKPUHILOTOB B (haiine
IUISl OTYETA.
X0/ BLINOJHEHNU



1. 3amycture nporpammy 10-Strike (SNMP  nomkeH ObITh BKIIFOYEH Ha KOMMYTATOpaXx.
[Iporpamma pomkHa OBITH pa3pemieHa B OpaHaMaydpe I YCIEmHOW paldoThl IO
npotokoiny SNMP).

2. 3yunte ocHOBHBIE BO3MOXKHOCTU Tiporpammel  10-Strike. 3aduxcupyiite B oTuére.

3. 3anycrure «Mactep Co3nanus Kaptel Cetn»: «Daiin»— «Macrtep co31aHusi KapThi».
4. B OTKpBIBIIIEMCsI OKHE BbIOepHTe MyHKT «CKaHupoBaHue quarnazona IP-aapecosy

i 10-Crim Crews o - (NOKAMEZ)

<@ L @ Dl et =R =

demondt | nonsez

5. Bribeputre ckaHupoBaHHE ceTH MO auana3zoHy I[P-agpecoB. Ykaxute amnamna3oHBI
cornacHo nHpopmaruu 06 [P-anpecax ot mpenonaBarens. YcrpoiictBa ¢ SNMP nomkHbI
HaXOJUThCA BHYTPHU YKa3aHHBIX JIHAIIA30HOB.
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Tonyuesue nidopuaum no npatoroay SHIMP
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A Momce yepeiicrs ¢ SHMP feonauyrateps, poyrepss, Wik

Mapamserpns SHIPAL...

3 He aemanusoes s LLDP
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7. Haxxmure KHONIKY «/laneey.



Lar 3 13 4. Monck ¥ oTEOP KOMMBKOTEPOE 1A NOMELLEHUA Ha KapTy

IP-agpec MAC-agpec MpouseoguTene ajantepa DNS-mmn Tun yctpoiictea  Tpw..  SNM..  Haiige..
192.168.205.1 74-4D-28-D2-..  [Routerboard.com] PoyTep ICMP
192.168.205.2 B4-2E-99-04-F.. [GIGA-BYTETECHMOLOGY C...  203-TEACH.edu.cheremgtiru  Kemneotep ICMP
192.168.205.6 B4-2E-99-94-F.. [GIGA-BYTETECHMOLOGY C...  203-13.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.10 B4-2E-99-94-F.. [GIGA-BYTE TECHMOLOGY C...  203-10.edu.cheremgtk.ru Komnbrotep ICMP
192.168.205.13 B4-2E-99-96-F.. [GIGA-BYTE TECHMOLOGY C...  203-13.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.14 B4-2E-99-94-3..  [GIGA-BYTE TECHNOLOGY C... 203-14.edu.cheremgtk.ru Komnsrotep ICMP
182.168.205.15 B4-2E-99-96-E..  [GIGA-BYTE TECHMOLOGY C...  203-15.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.20 B4-2E-39-96-1.. [GIGA-BYTETECHMOLOGY C...  203-20.edu.cheremgtk.ru Komnerotep ICMP
192168.205.254  B4-2E-99-96-1.. [GIGA-BYTE TECHMOLOGY C...  203-TEACH.edu.cheremgtkru  Kemnetotep ICMP
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8. Co3maiiTe WJUTIOCTpAIMIO: CKONMUPYWTE COJEpPKUMOE dKpaHa B Oydep HaxxkaTueM Ha

192.168.205.254

fim

192.168.205.2

KJaBuaTtype kiaBuiu Print Screen. [lomectuTte B OTYET.
Brinmonuute UMnopt cxemMsl B mporpammy Visio

9. Ilpoananu3upyiiTe MOAYy4YCHHYIO cXemy ceTd. Onummure B OT4éTe (PU3MUECKYI0 U

JIOTHUYCCKYIO TOIIOJIOIT'MH CCTH.

10. IToBTOpUTE TIpOLIECAYPY MOTYUEHUS CXEMBI JIOKATBHOW CETH C TIOMOIIBIO MYHKTA MEHIO

MacTtepa CO3aHus KapThl ceTu «IMIOpT U3 CeTeBOro OKPYKEHUS.
PaGora B nporpamme Netemul

Jlna Hayana yctaHoBUM nporpammy Netemul, 3amyctum u pycupuuupyeM ee KOMaHAON

CepBuc-Hactpoiiku (puc. 1).
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Language:
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Pycudunupyem nnrepdeiic mporpaMmsl
B rnaBHOM OKHE mporpamMmbl BCE 3JIEMEHTHI pa3MelialoTcs Ha paboueidt obnactu (Ha
Cuene). Ha Bceii cB0OOAHOM 001acTH CIIEHBI, Pa3MEUYEHHOM CETKOW MOXKHO CTaBUTH
YCTPOMCTBA, IPU ’TOM OHH HE AOJKHBI niepecekarbesi. Ha [Tanean yeTpoicTB pa3MeIIeHbI
BCe HEOOXONMMBIC I TMOCTPOSHUS CETH HMHCTPYMEHTHI, a Tak)Ke KHOIMKAa OTIpPaBKU
coobmennii u 3amycTuTh/OctaHoBuTh. Ha Ilaneau mnapaMeTpoB pacroyiOKEHBI
CBOMCTBA 00BEKTOB. 1151 BBIIEIEHHOTO OOBEKTA MOSBIISIOTCS TOJIBKO T€ CBONCTBA, KOTOPHIC

XapaKTepHBI 1 Hero (puc. 2).
[M netemul =10 x|
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Nutepdetic mporpammsl Netemul
Ipumep 1. Crpoum cetsb u3 aByx IIK u kommyTaTopa
JI714 HavaJIbHOTO 3HAKOMCTBA C MPOTPAMMOM JTaBATE MOCTPOUM ITPOCTEHIIYIO JIOKAJIbHYIO
cemb W TIOCMOTPHUM, Kak oHa pabotaet. /[t aToro BeimonanTe KoManay MDaita-HoBblii u
HapHUCYWTe CXEMY CETH KaK Ha puc. 3.
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Cxema u3 aByx IIK u koHUEHTpaTOpa
[Tocne pucoanus nyx [1K u koHIIEHTpaTOpa co3/1aluM X coeuHeHue (puc. 4).
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I !
B mnpouecce pucoBaHus CBs3€ll MEXKIy YCTpOMCTBaMHU BaM MOTpeOyeTcsi BBIOpATh

coenuHsemMbie HHTepdENCchl 1 HaKaTh Ha KHONKY CoeIuHUuTh(puc. Su 6).

Il YiaMMTe HAUaNbHBIE HACTPOAKK 2| x|

BLifepHTE COSAHHASMEIS HHTEPhEACH

| D CosanHNTE I @ OTHEHa |

Br160op HadaJIbHBIX HACTPOEK COCAMHEHUS

ql

iny

CoenvHeHue ycTpOHCTB MPOU3BEICHO
Teneps HacTpoum uumepgetic (cereByto kapry) Ha Hamux 1K ee —pwuc. 6 u puc. 7.
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o HTepdetice:
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q;a Arp TabnHua Chrl+L

B MokasaTh seypHan
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Bsoauwm IP agpec u macky cetu

IMpumeyanue

OOparute BHUMaHUE: MOcjie Toro, kak Bel Hanumiere 192.168.0.1 macka mosiBisieTcs
aBroMarnuecku. [locne Haxkatus Ha kHONKU IIpumennth 1 OK— nosiBiisieTcss aHuManus
JBYKYIIIUXCS TIO CETH MaKETOB MHGOPMAIIHH.

Bcee -cemw co3nana u HAaCTPOCHA. OtpagnsieMm nanHbie no npotokony TCP (puc. 8 u puc. 9).
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Q ethd | o
Wns azanTepa; [etho
T=T°3 Mac-agpec: [01B4ES:74:15:37 B
Ip-aapec: 192 166 Lo oL |
Macka: R R o [ |
Monyueno kaapos: 0
Monyueno naceTos: 0 |
OTNpasNEHD KaApoDE: 0
Ornpasneno nakeTos: 0
I™ Monysars HacTperic anTomaterieso I
O ofisewrs | D vaamre | () Chpocsrs crammeeney |
v npmmm,| & o ‘ X omvena |

Kunonka OtnpaBuTth JaHHbBIE

OTARAEMTE AaHHbIE
[ [ [

Br16op mpoTokona
Ecnu BBI Tie-TO OMIMOIUCH, TO TOSBUTHCSI COOTBETCTBYIOIIEE COOOIICHHE, 4 €CTTH BCE BEPHO
— TO TIPOU3BOUACT aHUMAYUA NABWKYIIUXCS 1o CETH TakeToB (puc. 10).

BrifepHTe NpoToKon:
" LDP
&+ TP
Pazmep & KHAOBaATax
e =
o fanes ) OTreHa |

JIBM>KEeHVE TAKETOB 110 CETH
U eme onna MomMeHT./loymonuanuto kaxapii [1K nmeeT ogHy ceTeByr0 KapTy, HO HX MOKET
OBITh U HECKOJIbKO. {7151 Toro, 4To0sl 106aBuTh 11 [IKadanmepnyXHo ENKHYTh HA HEM
paBoOd KHOMKOW MbIK U BbIOpaThnyrkmmenioMHTepdeiichl. B pesyiabTare OTKpoeTcs
cnenywiieeoduanoeosoe oxkrno(puc. 11).



JHnanoroBoe 0KHO paboThI ¢ ceTeBbIM nHTEpPeiicom TTK
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olin
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.| KormenTparop

Haxxumaem Ha kHOTIKY[00aBUTH, BEIOMpaeM THI HOBOTO afgantepa, Haxumaem OK, u y Hac
€CTh elle oauH unmepgetic. B kauectBe mpumepa Ha puc. 12 uzobpaxen I1K, nmeromuii

TPHU CETEBBIX KAPTHI.

IIpumeyanue

(@ etho

WmA apantepa: ‘ethﬂ

Mac-agpec: | 01:24:12:07:82:13
Ip-anpec:

Macka:

MonyyeHo kagpoe: O
Mony4eHo nakeToB: O
OTnpasneHo kagpoe: 0
OTnpaeneHo nakeTos: 0

</ TpUMEHNTE

@ CBpocuTe CTaTUCTUKY

(ﬂ Ok % OTmMeHa

B stom I1K ycranosnens! agantepsl ethO-eth3

Kaxnplii ceTeBoii unTepdeiic (cereBoii agantep) UMEET CBOM COOCTBEHHBIM mac-aapec. B
nporpamme Netemul B ctpoke "Mac-anpec” MOXHO 3adaTb HOBBIA ajpec, HO MO

YMOJIYaHUIO, TPH CO3JIaHUM HUHTepdeiica, eMy aBTOMAaTUYECKH MPUCBAUBAETCS 3TOT
YHUKAJIbHBIN HOMED.

Heo0xogumo camocTosiTeJJbHO NOCTPOUTH ceTh M3 AByX IIK m cBuT4Ya, M3y4yuTh

TA0JIMIy KOMMYTAIlUU

B mpuBeneHHON B ATOM IpUMEpPE CXeMe 3aMEHUTE Xah Ha CBUTY U MOCMOTPHUTE y HETO
Tabsnuily kommyTaiuu (puc. 13).

Ha pucynke:

e KPACHBIM MHIMKATOP 03HAYAET, YTO YCTPOMCTBO HE MOAKIIFOYEHO;

Q eth0 | Q ethl

Q

eth2 |

Wma apanTepa: Ieihz

Mac-anpec: IDI:GS:SG:CS:AS:BI

Ip-agpec: I [u]

Macrka: ID

Mony4eHo kagpos: 0
Mony4eHo nakeTtos: 0
OTnpasneHo kaapos: 0
OTnpasneHo naxkeTos: 0

I_ Nonyyate HC-ICTDCIF‘N” dBETOMaTHHECKH

& OofasuTs | i@ YaanuTs | (3 CBpocuTs CraTmchKyl

V? MpuMeHnTE |

00& | x OTmeHa |

2|

Cxema ceTH 110 TOIOJIOTHH 3BC3/1a ITIOCTPOCHA

e KEJNTBIN - YCTPOUCTBO MOJAKIOUYEHO, HO HE HACTPOECHO;
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¢ 3CJICHBIN - 3HAK TOTO, YTO YCTPONCTBO MOJKIIFOUEHO, HACTPOEHO W TOTOBO K padoTe.
dopma otyera: (daiin-oTyer.
IIpakTHuyeckoe 3ansaTue Ne2
Tema: Co3ganue y4eTHOM 3aMucH B ONepaliMoHHON cucteMe. Opranusanus 001ero
aocTymna K (aitnam
Hean: co3nate yueTHyto 3anuck B OC Windows.
OO6opynoBaHue: IEPCOHAIBHBIN KOMIIBIOTEP ¢ HE0OX0oAUMBIM 10
MeToanyeckue - JlaTh XapakTEpUCTUKY YUETHBIM 3aIIUCSIM TOJIb30BATEIIS;
YKa3aHusA: - BBINOAHUTH CO3/1aHNE U HACTPOUKY YUETHOMW 3aIUCH;
- JlaTh xapakTepHuCTHKY O0IIeMy TOCTYIy K (aitnam;
- BpINoaHUTE HaCTPOMKY JocTyna K ¢aiiinam u nankam Ha [1K;
- Cpenate BbIBOJ 00 H3MEHEHHSIX BO3MOXHOCTH CETHU MpPH
CO3/IaHUU HOBBIX MOJIb30BATENIEH;
- 3adurcupoBath nHGOpMALHIO B (haiisie AJ1 OTIETA.
X0/ BbINOJIHEHHS:

YuyerHas 3anuch

[Ipu ycTaHOBKE ONEPAMOHHON CUCTEMBI Mbl YKa3bIBAEM UMSI KOMIIBIOTEPA, 3TO UM U
CTaHOBUTHCS HA3BAHUEM TJIABHOTO MOJIB30BATENS B CUCTEME, UMEIOIIET0 BCE ITPaBa, TO €CTh
npaBa aAMUHUCTPATOPA.

Ecnu 3a xoMmbroTepoM paboTaroT eile U Apyrue Jroad, U Bel He XoTuTe 4YTOOBI OH
UMEJH MOJIHBIX IIPaB aIMUHUCTPATOPA, TO OJTHOM yueTHOM 3anucu Bam Oyaer mano. HyxHo
OYIIeT 0/151 H0B020 NOIbL308aAMENs CO30AMb HOBYI0 YUEeMHYI0 3ANUCH.

3axoauMm B «Ilyck — IIaHeab ynpaBjieHUsD.

Bri6upaem By mpocMoTpa Bcex mapameTpoB Ha «Merkue 3Hauku». M B caMoM HU3Y
BBIOMPAEM MYHKT «YYeTHbIE 3aNMCH MOJIb30BaTeIeiD).

B cnenyroiiem okHe 3aX0QUM B «YNIpaBJeHHe APYroil YYeTHOM 3aIUCHI0».

3ateM xMeM «Co31aHue HOBOM YYETHOM 3alHCH.

Jlanee HaM HYXKHO BBECTH HOBOE UMSI MOJIb30BaTeNs U JaTh e «OOBIUHBIA JOCTYID
Wi «AJIMUHUCTPATOP» B TOM CiIydae €ClId XOTUM YTOOBI 3TOT MOJIb30BaTeNb 00saaal
TaKUMHU K€ TpaBaMH, KaKk U MbI, TO €CTh UMEJ BCE MpaBa. B OOJBIIMHCTBE CIydasix
PEKOMEHAYETCSl UMEHHO UCIOb30BaTh «OObIUHBIN A0CTyI». [locie Toro kak Bce roTOBO
HaxknumaeM «Co31aHue y4eTHOM 3anncuy.

W MBI OKa3piBaeMcs TaM, TJie 0TOOpaKaroTCsl BCE MOJIH30BATENIM U BUJIUM TaM TaKkKe
TOJIBKO YTO CO3/JaHHOTO IOJIb30BATEIIS.

MoxkeM KIWKHYTh TIO JTOMY TMOJb30BATEN0, YTOOBI BBHIMOJHUTH HEKOTOPHIC
HACTPOMKH. 371eCh €CTh BO3MOXHOCTh M3MEHHTh MMsI IOJIb30BATEIIS, CO3JaTh NIl HETO
1apoJib, CMEHUTh KapTUHKY, YAAIUTH 3aIKCh.

O6mwmit focryn

Bce xoMmmbroTepbl qomaniHeld ceTH JOJDKHBI HaXOAUTHCS B OJHOHN pabouei rpymie!
[IlenkHuTe mpaBoil KHOMKOW MbImM Ha 3Hauke Kommnbiorep (Moif koMmmbioTep) U B
nosiBuBIIEMcs cniucke Haxmute CBoiicTBa. [lepeiiaure Ha 3aknanky Ums komnbroTepa.
3/1eCh Bbl MOKETE MOCMOTPETH MOJIHOE UMS KOMITbIOTEpA M Ha3BaHUE pabouei rpymnbl. J{is
U3MEHEHHSI HACTpOoeK HaxkMmute KHonky W3meHuth nmapametrpsl (M3menuts). Ecnu y
BalllUX KOMIBIOTEPOB OJIHA paboyas rpymia, TO U3MEHITh HUYETO HE HYKHO.
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[TosiBuTcst okHO CBOMCTBA cHCTeMbl U Ha 3akiajike UMsi KOMIbIOTEPAa HAXKMUTE
kHonky W3MeHWTH i u3MEHEHUss HUMEHH pabouel rpymmbl. [lomaute, urto Bcee
KOMIIBIOTEPBI JOMAIIHEH CeTH J0JIKHbI HAXOAUTHCH B OJHOH padoueii rpynme!

CeoficTea cncTems! 3
Lononrensrio | 3awwtacuctemsl | Yaanesnwid gocryn |
MM# KoMPoTEDa Otopymosarne

=30 TCR ANR
LIERT 03 WK JOMEHE o

MoXHO KSMEHUTS HMMA ¥ NDHHBANEXHOCTE 3TOrD
KomrenTepa. Hamesenin MoryT NOBMMATE HA BOCTYT K

. rocTimol”
ceTeskiM pecypcam. [ogpofinocne oo bl o

A

Wma xomreoTepa

wsl

Monmoe e komnsoTepa: | Masrmiguracms. .
we B0 data ru

Lononsmensto

RenpeTch unaxos

AOMEHE

9 pafiousd roynbl

DATA

. e

[Ipy w©3MeHeHMH UWMEHU KOMIbIOTEpa WM paboyeil rpymnmel noTpedyercs
nepe3arpyska KommbloTepa. BrIonHHTE €e U 3aTeM MpOooKalNTe HACTPOUKY O0OIIero
J0CTyIa K Markam 1 Qainam.

[Tpumep coznanus obueit cereBoid nanku B OC Windows .

1. Coznaiite manky Ha gucke D:\, mIeJTKHUTE MO HEW MpaBOM KHOMKOW MBIIIU H
Haxxmute CBoiicTBAa.

_ Omveria |

pbiTE JoBasuts B Bubnuoteky ¥ OBwmii goctyn » 2 =~ [ @&
=
Wran aTa naMeHeHNA Tun Pazmep
| (BLuan ceTeEan nanka I 12032014 15:46 Manka c dainamn
| KPbITh
OTKpBITE B HOBOM OKHE
QBwwi goctyn 4
BoCCTaHOBMTE NPEKHION BEpCUID
&) Cranmpoeate OBLian ceTegan nanka
[JoBaeuTe B GuBanoTeky »
OTnpaeuTe 3
Bripesath
Kenupoeate
Co34aTe ApAbLIK
Yaanute
Mepenrenoeate
CeolicTea E

2. B nosBuBmiemcs oxkHe CBoMcTBA mneperaute Ha BKIAAKy Jloctym u Haxmure
KHONIKY OOIMM 10CTYII.

3. YkaxuTe y4eTHbIC 3alUCH T0JIb30BaTeNel, KOTOPHIM OYJIeT MPeI0CTaBICH JOCTYII.
MOXHO cO37aTh OTHACJIBHYIO YUETHYIO 3alMCh W KCIOJB30BaTh €€ WM KaK B HalleM
npuMepe MPEeIOCTaBUTh IMOJHBIA JTOCTyn (Ha YTEHHWE U 3alKch) K TIAllKe BCEM
M0JIK30BaTeIIIM jJoMalirHei cetu. B mone Jlo6aButh BeiOepute Bee, a B cT0o1011c YpoBeHb
pa3pemiennii ykaxxute UreHue M 3amUCh JIJIs MIPEIOCTABICHUS MOJHOTO AOCTYyNa. 3aTeM
HaXMUTE KHONKY OO1MH 10CTyI.
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U |23, OBwwii gocTyn k dainam

Bblﬁepl"lTE‘.‘ nonb30BaTenen, KOTOpbIM CheEAYET OTKPBITE 4OCTYN

Beeaute una w HaxamuTe kHonky "JoBasute” AnBo McnoaesyiTe CTPENKY ANA NOWCKE CNPEENEHHOND
NoAE3CEATENA,

- Hobasute

Wraa ¥poBEHB paspelernii

2 007 EnaﬁeneH
I (52 Bee YreHue 1 3anuce v H I

MpoBnemsl npu oTkpbiTun oBuiere gocryna

’ @'O@Lu,mﬁ ,u,OCTynL\‘L CrraeHa ]

4. Otkpoercst okHO ¢ coodmenneM [lamka oTKpbITa 1J1s1 0011€ero JocTyna. Haxxmure

kHONKY I'oTOBO.

5. Tenepp 3anaute B MeHto Ilyck > Ilanean ynpasiaenust > LleHTp ynpasiieHust
CeTAMHM M OOIIMM AOCTYIIOM WIHM WICJKHATE MO 3HAYKy CETEBOrO0 IOAKIIOYEHHS Ha
IManenu 3ama4y (HaXOOUTCSA B MPaBOM HIDKHEM yrily) u Haxxmurte LleHTp ympaB/ieHus

CeTAMM U OﬁlIII/IM AO0CTYIIOM.

TekyLme NogKAHHEHNA: +4

F== (Cerb 2
¥ Ooctyn k WHTepHeTy

Ll,EHTp YNP3asneHNA CETAMK K CE-LLI,HM A0CTYNo

o g 1040

EN . s

6. B otkpeiBiemcst okHe LleHTp ynpaBJ/ieHUs: ceTIMHM M 00IIIUM JOCTYIIOM 00paTute
BHMMAaHUE HA TO KaKasl aKTUBHAsl CETh UCIOJIb3YETCS Ha KOMIBIOTEPE (B HAILLIEM MpUMEpE
sTo OOImecTBeHHAsl ceThb) U 3aTeM cjeBa HaXMUTe Ha M3MeHMTH 0NOJHUTEIbHbIE

napaMeTpbl 0011ero J0CTyma.
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7. B tekymem mpodwmie (B Hamem npumepe 3To OO0mmMii mpoduiib) BBITIOJIHUTE
CJICIYIOLINE HACTPOUKHU:

- B paznene CereBoe oOHapy:keHHMe 1OocTaBbTe (iar B nosie Bkiao4MTh ceTreBoe
o0HapyKeHue

- B pasngene O0muii goctyn k ¢aiijiaM U NMpUHTEpaM TOCTaBbTe (uar B moJe
Bxiro4urs 001mii goctyn K gpaidaaM 1 NPpUHTEPaAM

- B paznene Jocryn k o0muM nmankam noctaBbre ¢uiar B rnosiie BkiaouynTs o0mmii
AOCTYII, YTOOBI CeTeBbIE M0JIb30BATEIM MOIJIM YUTATH M 3aNIMCHIBATH Qailyibl B 001IMX
NManKax 1 4yTh HIXKE

- B pazmene O0mmii 10ocTyn ¢ nmapoJibHOM 3alIUTONl TMOCTaBbTe ¢uiar B MOJIE
OTKJIIYNTH 00IIMIA JOCTYI ¢ NAPOJIbHON 3aIUTOM

3ateM HaxxMuTe KHONIKY COXpaHUTHh U3MEHEHUS

8. Ha aToM HacTpoiika oOmieit ceteBoit manku B OC Windows 7/8 3aBepiiieHa.

YtoOBl BOCHOJIB30BATHCS JTOM OOIICH ceTeBO mamkoi, oTkpolte KommbloTep,
HaXMHUTE Ha 3HA4O0K CeThb. BBl yBUIMTE KOMITBIOTEPHI B CBOEH TOMAIIIHEW JIOKAJIBHOW CETH.
[I{enkHUTE O MMEHH KOMIIBIOTEpPA, HAa KOTOPOM HaXOIWTCs cereBas mamka. [lamee
OTKPOIOTCS BCE OOLIME JOCTYIIHBIE MMANKU U MPUHTEPBl KOMIIBIOTEPA.

, . = [ =S
@-\:jvljﬁ » Cete » WSB0 » I v|¢,!

¥nopagounTte ¥ LlenTp ynpaenesna cetamm u obum goctynom ¥ BE» [ (2]

A VaBpannoe Users oBLyan ceTesan nanka
Jarpy: 06 = 06
& 3arpyskm . QBLyan narka OBLyan nanka

o

= Hepaenne mecta

Bl PaBouwii cTon

il BuBnnoTern
B Bugeo
| JokymenTsl
k| VzoBpaskenna

@' Mysbika

/M Komnetotep
éu NokaneHei guck (C:)
w Nokaneneii gnek (B}
w Nokaneneni guck (F:)

—w okaneHbii gnck (G:)

I &‘|_,| Cete I

ofLWan ceTeBan nanka (\Wss0)
OBwaa nanka

-~

Taxxe MoxxHO 3aiiTu B MeHIO Ilyck > Boeinmoanuthb (wu coueranue kiaBuil Win+R)
u B nnosie OTkpswITh BBECTH \\<ums uiam IP-aapec komnbrorepa>
dopma otyera: (daiin-oTyer.
IIpakTHuyeckoe 3anaTHe Ne3
Tema: Hactpoiika nporokonos TCP/IP B onepanimoHHBIX CUCTEMAX.
Heas: HacTtpouts [P agpec komneroTepa.
O0opynoBanme: nepcoHaNbHbIA KOMIIbIOTEP ¢ HEOOX0AUMBIM [10O

Meroanuyeckue - JlaTh XxapakTepHUCTUKY JIOKaJIbHOMY aJpeCy KOMIIbIOTEDA;
YKa3aHus: - BpINOTHUTE HACTPOIKY CETEBBIX aJpPECOB B CO3JaHHOM
KaJIbKYJISITOPE;
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- Cpenatp BbIBOJ 00 H3MEHEHUSX BO3MOXKHOCTH CETH TMPHU
Ha3HAYEHUU CETEBBIX aJIPECOB;
- CocraBuUTh OTYET O BBISABICHHBIX KOMIIOHEHTaX HACTPONKH
CETHU U OMUCATh MPOTOKOJBI, TpUMeHsieMble B JanHOM [1K.
Xo/ BbINOJIHEHUS
Kaxnpiii kommnbrotep B cetsix TCP/IP umeet aapeca tpex ypoBHew: ¢uzumdeckuit (MAC-
aznpec), cereBoit (IP-aapec) u cumBosbHBIN (DNS-1Ms1).

Duzuueckull, unu 10KAIbHLIL adpec Y31d, ONPEEIsIEMbI TEXHOIOTUEH, C TOMOIIbIO
KOTOPOM MOCTPOEHA CETh, B KOTOPYIO BXOAMT y3ei. JlJis y3/10B, BXOASIIMX B JIOKAJIbHbBIE
cetu — 370 MAC-anpec cereBoro ajganrtepa Wik NopTa MapuipyTu3aropa, Hamnpumep, 11-
A0-17-3D-BC-01. Ot agpeca Ha3HAYAIOTCS MPOU3BOIUTEISIMU 000PYIOBAHUS U SIBIISIOTCS
YHUKQJIbHBIMU  aJipecaMH, TaK KakK yOpaBisilOTCS —IeHTpanu3zoBaHo. [l  Bcex
CYIIECTBYIOIIUX TEXHOJOTH JIOKambHBIX ceTeit MAC — ampec umeer popmart 6 6alTOB:
crapmue 3 Oaiita - uaeHTUuUKaTop (GUPMBI MPOU3BOAWTENS, a Miammme 3 Oaifra
HA3HAYaOTCS YHUKAJIbLHBIM 00pa3oM CaMUM MPOU3BOIUTEIIEM.

Cemesoti, unu IP-adpec, coctosimuii u3 4 6aitt, narnpumep, 109.26.17.100. Dtot aapec
UCIIONb3YyeTCsl Ha ceTeBOM YypoBHe. OH Ha3Ha4aeTcsl aJAMUHUCTPATOPOM BO BpeMs
KOH(PUTYpUPOBaHUSI KOMIBIOTEPOB W MapuipyTuzaTopoB. IP-agpec cocTouT u3 JBYX
yacTel: HoMepa ceTu U Homepa y3i1a. Homep cetn MoKeT ObITh BEIOpaH aIMUHUCTPATOPOM
POU3BOJIBHO, JTMO0 HA3HAYEH MO PEKOMEHJAIUMU CIeUUaIbHOro nojapasaeneHus Internet
(NetworkInformationCenter, NIC), ecnu cerb momxHa paboTarh Kak COCTaBHas 4acTh
Internet. OObpIuHO TpoBaiizepbl yciyr Internet moiy4aroT [aUana3oHbl aJaPECOB Y
noapasneneHuit NIC, a 3aTeM pacnpenensioT ux Mexay cBouMu abonentamu. Homep y3na
B IpoTtokoJie [P Ha3HayaeTcs He3aBUCHMMO OT JIOKAJIBHOTO ajapeca y3na. Jlenenue [P-agpeca
Ha T0JIE HOMEpa CEeTU U HOMEpA y3ia - THOKOE, U TPaHUIla MEXKAY dTUMHU MOISIMUA MOXKET
YCTaHABJIMBATHCS MPOU3BOJIBHO. Y3€JI MOXET BXOJWUTh B HECKOJIbKO IP-cereii. B aTtom
Cy4dae y3ell JIOJDKEH UMETh HECKOIbKO [P-ampecoB, mo umuciy cereBbix cBszeul. [P-ampec
XapakTepu3yeT HE OTACNbHBIM KOMIBIOTED WM MapHIPyTU3aTOp, a OJIHO CETEBOE
COECIMHEHUE.

Hactpolika agpecoB mpou3BOAUTCA B OKHE CBOMCTBa 00bekTa «lloakimtoueHue 1o
JIOKaJBLHOU CETU», T/I€ MOXKHO HalWTH MHGOPMAIIHIO O PU3MUECKOM aJpece KOMITbIOTEpa.

Cozpaiite IP-kajabKyasiTOp B Ta0JHMYHOM mpoueccope AJds1 O0JierdeHus
(hopMHUpOBaAHUS MACKHU MOICETH.

1. OtkpoiiTe TaOJUUHBIA TIpoliecCOp M CPOPMHUPYHUTE TAONHILy IO CIEIYIOMIEMY

1abJIoHYy:
I A BICIDIEJFIGIA[ I JJTK[L[MINIOIPIAIRISITIU[VIW[x]Y]=]|aa[AB]AC[AD]AE] AF[AG]
1 1-it orrer 2-#t oKTET 3-i oxTET 4-fi oxTET
2 furme |—[e|a]|v|o|a[—~|o]cfelv]s|a]a]~|of-leln|s|ala]~|o]e]elun]|v]a]a[—~|o
3 ID-cetn ID-yama
4 | P-anpec |1 |1|0|0|0|0|o|ojo|o|o|o|o|lo|oflofo|lo|lo|lo|ofofof1a|af1|a1|[afafa]|a
5 |[flecarmrinan 192 0 1 255
FANFCE
g | Maexa gy gy oo afa ] rla]a]1]1]1]o]o]o
nmoaceTH
7 |Mecarirazan 255 255 255 248
3 ATMHCE

Hanee neobxooumo esecmu 6 sauetixu BS, J5, RS, Z5 ¢gopmyrvl ona nepesooa
060uuH020 npedcmasnenus IP-adpeca 6 moueunyio 0ecaAmuduHy0 HOMayuio no OKMemam.
2. Beaure B sueiikyBSdopmyny mis mpeoOpasoBanus 1-ro oxrtera [P-ampeca B
JECSITUYHYIO CHCTEMY CUUCIICHHS:
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=I[4*2*2+H4*2"H2+G4*2"G2+F4*2"F2+E4*2"E2+D4*2"D2+C4*2"C2+B4*2" B2
3. Ckommpyiite BBeJeHHYIO (OpMyJTy B OCTalbHbIC siueiiku (J5, RS, Z5).
4. CamocTtosTenbHo BBeauTe B siueiiku BS, J5, RS, Z5 dopmyinsl miis npeobpazoBaHus

MACKH MOJICETH U3 ABOUYHOTO ITPEICTABJIEHUS B TOYCYHYIO AECATUYHYIO HOTALUIO.

Ha koHuenTyanbHOM MOJIeNTM B3aUMOAEHCTBUS OTKPBITHIX cucTeM OSI OCHOBaH CcTeK
npotokosioB TCP/IP (TransmissionControlProtocol - npomokon ynpasnenus nepeoayeii /
InternetProtocol — Humepnuem-npomoxon), KOTOPbIA MPEIOCTABIAET PsiJl CTAHIAPTOB IS
CBSI3U KOMIIBIOTEPOB U CETEN.

Cmex npomokonoe TCP/IP— TnpOMBILUICHHBIA CTaHAAPT, KOTOPBIM ITO3BOJISIET
OpraHu30BaTh CETh MacilTada MPEeANPUATHS U CBA3BIBATH KOMIIBIOTEPHI, pabOTarOIINe 101
YIPaBJIECHUEM PA3TUYHBIX ONEPALMOHHBIX CUCTEM.

[Tpumenenue creka mpotokosioB TCP/IP maet crienyromue npenmyIecTna:

1. moamep)uBaeTCs MOYTH BCEMH OINEPALMOHHBIMU CHCTEMAaMU; MOYTH BCE OOJbIIME
cetn ocHoBaHbsl Ha TCP/IP;

2. TEXHOJIOTHS MO3BOJIET COCIUHUTH PA3HOPOIHBIE CUCTEMBI;

3. HajAexHas, pacuIupsieMas UHTErPUPOBaHHAs Cpella Ha OCHOBE MOJIEIU «KJIUEHT —
cepBep»;

4. momydeHue JocTyma K pecypcaM cetu HTepHeT.

Kaxnpiit yzen TCP/IP nieHTupuuupoBad cBOUM JiorndaeckuM [P-anpecom, KoTopblit
UACHTU(PULIUPYET MOJO0KEHNE KOMITBIOTEPA B CETH MIOUTU TAKUM K€ CIIOCOOOM, KaK HOMEP
J0OMa UJIEHTU(DHULIMPYET 10M Ha yIIULIE.

Peammzanus TCP/IP nozBossiet y3ny TCP/IP ucnions3oBaTh ctatnueckuil [P-anpec
wii  nonyuntb  [P-agpec  aBromatmuecku ¢ nomouiero  DHCP-cepgepa
(DynamicHostConfigurationProtocol- npomoxon ounamuyeckou KoHgueypayuu xocma,).

JIJist IPOCTBIX CETeBBIX KOH(UTyparuii, OCHOBAHHBIX Ha JIOKAIbHBIX ceTsAX (LAN,
LocalAreaNetwork), oH ojiep>)KuBaeT aBToMaTH4IecKoe Ha3HaueHue [P-anpecos.

[To ymom4yaHui0 KOMMBIOTEpPHI KIMEHTOB, paboTtaromiue mona ympasieHuem OC
Windows wiu Linux, nonyyaior uHopManuio o HacTpoiike mnpotokona TCP/IP
aBTOMaTU4ecKku ot ciyx0b1 DHCP.

Onnako naxe B TOM ciiydae, eciu B cetu noctyneH DHCP-cepeep, Heo0X01uMoO
Ha3HauuTh crtatmueckuii [P-ampec nns oTAENbHBIX KOMIIBIOTEPOB B ceTu. Hampumep,
KOMITBIOTEPHI € 3amyleHHo# ciyx00ii DHCP ne MoryT ObITh Kuentamu DHCP, nostomy
OHU JIOJKHBI UMETh cTatnueckuil [P-anpec.

Ecnu cnyxx6a DHCP uenoctynHa, MoxHO HacTpouth TCP/IP njisi uCtionb30BaHUs
craruueckoro IP-agpeca.

JI71st KaXK IO TUIAThI CETEBOTO aIanTePa B KOMIIbIOTEPE, KoTopas ucnoiyibzyet TCP/IP,
MOHO YCTaHOBUTH [P-afgpec, MacKy MOACETH M HUTI03 IO YMOJTYaHUIO.

Hwuxe onuncanbl napaMeTpbl, KOTOPBIE UCTIOIB3YIOTCA IPU HACTPOMKE CTAaTUUECKOTO
anpeca TCP/IP.
[TapameTp Onucanue
Jlornueckuii 32-OutHblil aapec, kotopeiit uaentudunupyer TCP/IP yzen.
Kaxmoil 1uiate ceTreBoro amantepa B KOMIIBIOTEPE C 3amylICHHBIM
IP-anpec npotokosiom TCP/IP wneoOxomum yHukaneHbiii [P-agpec, Takoii, kak
192.168.0.108. Kaxnpi anpec mmeer ase 4dactu: ID cetn, KoTOpBIN
UISHTH(PHUIIIPYET BCE y37Ibl B OJTHON (hm3ndeckoi cetr u ID y31a, KoTopsIi
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Macka
MOJICETHU

uneHtuuuupyet y3en B cetu. B atom npumepe ID cetu — 192.168.0, u ID
y3na — 108.

[logcetn pgensT OONBIIYIO CETh HAa MHOXKECTBO (DHM3MYECKUX CETeH,
COEIMHEHHBIX MapUIpyTHU3aTOpaMu. Macka NmOACETH 3aKpbhIBAECT 4acTh I[P-
anpeca Tak, 4roosl TCP/IP mor otmmuatre ID cetu ot ID yzma. Ilpu
coenunenuu y3noB TCP/IP, macka mojcetu ompeiensieT, Tie€ HaXOgUTCs
y3€J MOoJydaTelid: B JIOKAIBHOW WM YIAJIEHHOW ceTu. nsd cBs3u B
JOKAIBHOM CETH KOMIBIOTEPHl JOJDKHBI HMMETh OJMHAKOBYIO MACKY
MTOJCETH.

IIpoMeKyTOUHOE YyCTPOMCTBO B JIOKAJBbHOW CETH, HA KOTOPOM XPaHATCS
CETeBbIC UJICHTHU(UKATOPHI APYTUX ceTed npeanpustus win MHTepHera.

[nro3 o TCP/IP nmockutaeT nakeThl B YIAJICHHYIO CETh Yepe3 IUII03 M0 YMOTYaHUIO
YMOJIYaHUIO |(€CIM HHUKAKOM Jpyrol MapuipyT HE HACTpPOE€H), KOTOpbIA 3aTeMm

MNCPEChUIACT IMAKCThI APYTUM HIJII03aM, IIOKa IMAKET HC AOCTUTHCT IIJIKO34a,
CBA3AHHOI'O C YKa3aHHBIM aApCCaTOM.

Ecnu cepBep ¢ 3anymenHoi ciayx6oii DHCP nocTyneH B CETH, OH aBTOMAaTHYECKU

npenoctasisieT uHpopmaruio o mapamerpax TCP/IP knventam DHCP.

Hactpoiite crek mporokoaoB TCP/IP nasi Mcnosib30BaHusi cratudeckoro IP-

aJpeca.

1. Otkpoiite okHO CeteBble noakawuenusi (Ilyck/Ilanenv ynpaenenus/Cemegoie
NOOKNI0UeHUs).

2. BpI30BUTE CBOMCTBA MOJAKJIIOUYEHHSI MO JOKAJIbHOM ceTH. 11 3TOro MOXKHO
BOCITIOJIb30BaThCs KOHTEKCTHBIM MEHIO.

3. B mnosBuUBLIEMCSI IUAJIOTOBOM OKHE Ha BKJIagke (OQO0mme OTKpONTE CBOMCTBA
IIporoxkon Uurepuera TCP/IP.

4. Ulenkuure mnepexiaoyaTensb Hcnonvzosams caedyowuil IP-adpec M BBeauTe B
cooTBeTcTBYIOIME noJist nanHbie: IP_anpec; Macky moacern; OCHOBHOM 1ILIIO3;
Ipeanouutaembiiit DNS.

5. Tlpumenute napametpsl kHONKON OK.

6. 3akpoiiTe OKHO CBOWCTB mMOJKItOUeHUs KHONKoW OK(eciu motpedyercs, TO
COTJIACUTECHh Ha MEpe3arpy3Ky KOMIbIOTEPA).

7. TlpoBepbTe paboOTOCIIOCOOHOCTH CTeKa MpOoTOKOJI0BTCP/IP.

Hacrpoiite TCP/IP past aBromatudeckoro noaydenus IP-aapeca.

1. Otkporite okHO CeTeBble MOAKJIIOYCHUS.

2. BozoBute cBoiicTBa IloaAK/II0OYEeHHS 110 JIOKAJIBHOM CETH.

3. Ortkpoiite cBorictBa IIporokosn Uurepuera TCP/IP.

4. YcraHoBute nepekiatouarens [lonyyums IP-adpec asmomamuuecku.

5. 3akpoiite nuanoroBoe okHO CBoiicTBa: IIporokon Uurepuera TCP/IP kHonkoM
OK.

6. Ilpumenure napametpsl kHONKON OK.

7. IlpoBepbTe HACTPOIiKy cTeka nmpotokoiaos TCP/IP.

®opma otuera: (aila-oTyeT.

IIpakTHuyeckoe 3ansaTue Ne4

Tema: Pemenue npo6iem ¢ TCP/IP.
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Heab: 3aKkpenuTb TEOPETUUECKHE 3HAHUS MO TeMe 2.2, 3aKpENHUTh HABBIKUA MO IPOBEPKE
pabotocnocobnocTu aapeca TCP/IP cereBoro kommpioTepa.
O6GopynoBanme: nepcoHaNbHBIN KOMITbIOTEP ¢ HE00X0uMbIM 11O
Mertoauyeckue - OTKpBITh KOMaHIHYIO CTPOKY;
YKa3aHusA: - DBBbINOAHUTE JUAarHOCTUKY CTE€KAa MPOTOKOJOB C IMOMOUIBIO
KOMaH/Ibl ping;
- Cpenars BeiBoA 0 HazHauenuu TCP/IP;
- CocTtaBuUTh OTYET O BBISIBJICHHBIX ITPOOJIeMax MOIKIFOYEHUS 10
CETH.
Xo0/1 BBINNOJIHEHH S

1. B xoMaHIHOW CTPOKE BBEIUTE TAKyI0 KOMaHAY:

ipconfig /all

Ha »xpan Oyzaer BwiBenmenuss undopmanus o6 IP-agpece, macke moacetn wu
dusnueckom ajapece cereBoro agantepa. O0s3aTeIbHO MPOBEPHTE MPaBUILHOCTH [P-aapeca
Y MacKu MOJICETH.

2. Jlnst TecTUpOBaHUS afanTepa KOJIbIEBOr0 3aMbIKaHUS UCIIOIB3YETCS CTIeI[UaTbHbIN
[P-anpec 127.0.0.1. ITonpoOyiiTe OTOpaBUTh Ha 3TOT aAPEC TECTOBBIN MMAKET:

ping 127.0.0.1

Ha skpan 10mkHBI OBITH BBIBEACHBI UETHIPE CICAYIOIIUX CTPOKH:

OrseT or 127.0.0.1: umcygo Ganr=32 Bpemsa<lOmc TTL=128

Otnpaska 3anpoca Ha agpec 127.0.0.1 He npUBOAUT K MEpeayu MAKETOB JaHHBIX B
JOKaNbHYIO ceTh. Eci koMaH1a ping He BbIJAET MPUBEICHHOTO BhIIIE PE3ybTaTa, TO CTEK
nporokosioB TCP/IP ne Ob11 3arpyeH JOKHBIM 00pa3oM.

3. Tenepp mompoOyiiTe OTIPaBUTH 3alPOC Ha CBOM JIOKanbHBIN [P-angpec, uro Takxke
HE IPUBEJET K Nepeaye MakeToB JAHHBIX B JIOKAJIIbHYIO CETh M HEOOXOAUMO JIJIsl TPOBEPKHU
PaboTOCTIOCOOHOCTH MPOTPAMMHBIX CETEBBIX MOJYJIEH (aapec naeTcs Uil MpuMepa):

ping 192.168.100.40

B 5T0T pa3 Ha 3KpaH JOKHO OBITH BHIBEJCHO YEThIPE OTBETHBIX CTpOKU. Eciu 3ampoc
0 3TOMY aJpecy 3aBepllaeTcsi OUIMOKOM, a OTmpaBKa 3ampoca Ha ajpec HHTepdeiica
3aMblKaHUsl Tpoluia ycnemHo, To [P-agpec ckopee Bcero ObLI BBEIEH HEMPABUIIBHO.
[IpoBepbte npaBunbHOCTH HacTpoiiku TCP/IP.

4. OtnpaBbTe 3anpoc HUTI03Y JIOKATBHOM ceTH (aapec, ONsTh XKe, I IpUMepa):

ping 192.168.100.1

DTO MepBBIN 3aMpoc, MPUBOAIINN K OTIPABKE MAKETOB JAaHHBIX B JIOKAJILHYIO CETh.
[I[1r03 TOIKEH HAXOAMTHCS HEMOCPEICTBEHHO B JIOKAJIBbHOM TOJiceTH. Ecim oTmpaBka
3ampoca K IUTI03Y 3aBepIIMIach HeyAadei, He0OXO0IUMO MPOBEPUTH PabOTOCTIOCOOHOCTD
[UTI03a U TapaMeTPhl CETEBOTO COECUHEHHS.

5. OtmpaBbTe 3aMpoc Mo aJPeCy CUCTEMBI, PACIIOI0KEHHOM 3a IpeAeIaMu 1033, TO
€CTb HE B JIOKAJILHOU MOJCETH:

ping 155.236.28.48

Ecnu oTnipaBka 3ampoca 3aBepliaeTcs Heyauen, T0, CKOpee BCEro, HACTPOMKH ILIIII03a
HEKOPPEKTHHI.

6. Eciu Bce mpeablaylde OTIPaBKHU 3allpOCOB MPOLUIM YCIEIIHO, CIEeI0BATEIbHO,
1opa MPUCTYIATh K IPOBEPKE CITyKObI MpeodpazoBanust UMeH. J1Jist 3Toro ¢ KOMaH 10 ping
HEoOX0IMMO YKa3blBaTh HE 4HMCIOBOM [P-anpec, a cUMBOJIbHOE HMS, YTO MPUBENET K
obpamenuro k Qaiiny HOSTS wimm cepepy DNS. Ecnu xkommbroTepy NMPUCBOCHO HMS
businka, a nomeny — microsoft.com, monago0OurTcs komanaa ping businka.microsoft.com.
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Ecnu otnpaBka 3ampoca 3aBepiimiiach Heyaadeld, HEO0OXOAMMO TPOCMOTPEThH
conepxxumoe auanoroporo okna Network Settings > Protocols > TCP/IP na mpeamer
npaBWIbHOCTH UMEeHH JoMeHa. Kpome toro, mposepbte daitn HOSTS u xonduryparmmio
ciryx0b1 DNS.

7. 3aTreM MOXHO NOMNBITaThCA OTIPABUTh MAKET AAHHBIX HA HMSI KOMIIBIOTEpA,
PACIIOI0KEHHOT0 34 MPEeIeIaMt JIOKATBHOW CETH:

ping www.yandex.ru

Ecnm 3anpoc 3aBepmiwiicss Heyadel, MpOBEpPhTE MapamMeTphl CBA3U C MOCTABIIUKOM
ycayr Internet. Keratu ecnu HY>)KHO BBIICHUTBH JaHHBIE O CalTe, CIEAYET UCMIOJb30BATh
cepBuc whois. YOenuTech Takke B TOM, UYTO 3alpallliBaeMblii KOMIIBIOTEP MOACPKUBACT
paboty ¢ makeramu naHHbix ICMP. B mpotuBHOM ciydae KOMaHIy ping MCIOJIb30BaTh
0ECCMBICIIEHHO.
®opma otyera: (Baiin-oTueT (CKPUHIIOTH KOMaHJIHOW CTPOKHU C KOMaHIaMHM).

IIpakTuyeckoe 3ausitue Ne$
Tema: MonTax kabenbnbix cpen Ethernet.
Henb: 3akpenuTh TEOPETUUYECKUE 3HAHUA MO TeMe 2.5, IPOBECTH OO0KUM BUTOM Hapbl C
UCI0JIb30BAaHUEM CIIELUATBHBIX allllapaTHBIX CPEJCTB.
O6GopynoBanme: nepcoHaNbHBIN KOMITbIOTEP ¢ He0OX0auMbIM 11O
MeTtoanyeckue - IIpocMmotpers npe3eHTauIo o JaHHOU TEME;
YKa3aHus: - OO0xatp kabenpb TUNA BUTAA Mapa JAJIA CO3/IaHus MaTy-Kop/ia;
- Cpnenatb BBIBOJI O IIPOJICJIAaHHON paboTe;
- TlpoBeputh maTty-kOpA Ha pabOTOCIOCOOHOCTH C IMOMOIIBIO
TecTepa.

X0/ BLINIOJIHEHH A :
JI71s1 TOAKITIOUEHHSI KOMITBIOTEPA B KOMIIBIOTEPHYIO CE€Th HYXKEH MaT4 KOP/I.
[Tatu KOp/BI OBIBAIOT PA3HOM JITTMHBI, OT OJJHOTO METpa U 00Jiee OJTHOTO METpA.
JInvHa matd KopJia 3aBUCUT OTPACCTOSIHUSL MEXIY KOMIBIOTEPOM U KOMMYTATOPOM, WIIU
MEXy KOMITBIOTEPOM U KOMITBIOTEPOM.
PazymHas nyivHa maT4kopaa 10 MATH METPOB (0T KOMITbIOTEpA K po3eTke), U 10 90 MeTpoB
(OT KOMIIBIOTEPA K KOMMYTATOPY).
B 3aBuCcHUMOCTH OT TOTO YTO MBI COEIMUHSIEM, U3BMEHUTCSA CXeMa 00KMMa KOHIIOB BUTOU
naphl.
Burtas mapa, o6xkatasi ¢ IByX KOHIIOB U SIBJISICTCS TTaTY KOPJOM, BBITIOJIHSIOMUM (YHKITHIO
COCIMHEHHUS KOMIBIOTEPA ¢ KOMMYTATOPOM HJIM KOMIIBIOTEPA ¢ KOMIBIOTEPOM, WIIH JIBYX
KOMMYTAaTOpPOB, HE UMEIONIUX NepektoueHus uplink/normal.
CymiecTByeT JiBa criocoba o0xuma (pa3BoJIKH):

1. Korga mbl coeiHsieM KOMITBIOTEP — KOMIIBIOTEP (WK JBa KOMMYTaTOpa).

2. Korpma coenuHsieM KOMOBIOTEP — KOMMYTATOP.
[Topsimok oOkuma(pa3BOAKK) MPOBOJAOB BHUTOW Maphl B pazbeMax RJ-45 3aBucutr oT
Ha3HAYEHUsI COEIMHUTENIbHON JIMHUY, TEXHOJIOTUH U CTaHAapTa NepeIadn TaHHbIX.
JUIsi KaxJI0ro cTaHjaapTa WCIONb3YIOTCA CHEelualbHble CXeMbl OOXuMa Kabens,
UCIIOB3YIOTCSL pa3juyHble KaOenu, pas3iuyHble OrpaHWYEHUs [0 JJIMHE Kabeys u
KOJIMYECTBY COEAUHUTENEH U KOMMYTHUPYIOIINX MPUOOPOB.
s 10Base-TX u 100Base-TX ucnosib3yroTcsi OpaHKeBBIC U 3€JICHBIC TTaphl (KOHTAKTHI 1+2
u 3+6). CuHOI0 ObIBa€T UCMOJB3YIOT s TeleOHHBIX JUHUM (KOHTaKThl 4+5). Jlns
1000Base-TX

19


http://www.yandex.ru/

VICIIOJIB3YIOTCSI BCE YETHIPE Maphl KOHTAKTOB, TAKXKE JIyUYIIE UCIIOJIb30BATh IKPAHUPOBAHYIO
BUTYIO I1apy.
1. Ilpsimoii mopsiAok 00kK1Ma BUTON naphl (KOMIIBIOTEP — KOMMYTATOD):

1 [ Geno-opaHxesblii 5Bn0-0pEIH)K9EibIIFI; [

2 [ |opaHxeBbiH opakkesbif| ] 2
3 [ |Geno-aenéHsiA Geno—aenéHuﬁ; [ . 3
4 R |CHHWA CuikVit | 4
5 [0 18 Geno-cuHKiA Beno-cunvid| [Tl 5§
6 [ [senéHbi senéubil | 1 §
7 I W 6eno-Kopu4YHeBbIi Beno-kopuyHessii | I Il 7
8 EEEE Kopy4HeBbIA kopvyHess!i | NN §

2. TlepexpecTHblii MOPSAOK OOKKMMa BUTOM mapbl (KOMMyTaTop — KoMMmyTaTop (0e3

¢ynkunu nepekiaoyenus uplink/normal), KoMObIOTEp — KOMIIBIOTED).
Mensiem Mectamu aBe napsl: 1-2 Ha 3-6.

1 [ Geno-opaHxesblii 6en0—3ené|—|b|f1: [ 1]
2 [ opaHxeBbli aenéHeiit | ] 2
3 [ Beno-aenéHsin Geno-opaHwessld | 1 3
4 IS | crHWK Cuikvit | 4
5 [0 18 Geno-cuHKi Beno-cuHwiA | [Tl 5
6 T zenéHbin opaH¥eBbll | 1 6
7 Il W 6eno-KopuyHeBbIi Beno-kopuyHessii | I Il 7
8 N «opy4HeBbIA kopvyHess!i | N §

HyxHo 06kumaTh, coOMI0/1ast CBOIO PACKIAAKy MO IBeTaM. [ TaBHOE HE CITyTaTh MOPSIOK.
Jlns o0)kumMa B KOHHEKTOpE (pazbeme) RJ-45, ucnonbiyercs cenuanbHbli K04, XOpoIIo
MOATOTOBBTE U BBIPOBHAMTE Mapbl MPOBOJOB, IMJIOTHO BBEIUTE MYyYOK MPOBOJHUKOB B
KOHHEKTOP M 3aT€M BCE BMECTE€ B COOTBETCTBYIOIEE THE3/0 KIIOYa. 3aKMHUTE KITIOY,
oOxxuMamTe 70 yropa, 4To0bl KOHTaKT B RJ-450b11 Ha1e)KHBIM.
dopmMa oTyeTa: MaTy-Kop.
IIpakTHuyeckoe 3anaTHE N26
Tema: IlocTpoenue 0JHOPaHIrOBOM CETH
Ieab: ocBOEHHE YMEHHMH IO MOCTPOCHUIO OJHOPAHIOBOW JIOKAJBbHOW BBIYMCIIUTEIBHOU
CeTH.
OGopyaoBaHme: IepCOHATBHBIN KOMITbIOTEP ¢ He0O0X0oauMbIM 110
MeTtoanyeckue - Co3marb  OIHOPAaHrOBYIO  C€Thb  C  HCIOJb30BaHUEM

YKa3aHusA: KOMMYTAaTopa;

- TlomyuuTs nOCTYI K TEKCTOBOMY (haiiily, pacrtoiOKECHHOMY Ha

COCEIHEM KOMITbIOTEPE;

- OTBeThTE HA KOHTPOJILHBIE BOIIPOCHI;

- 3adukcupoBath uHpOpMaIUIo B (aiiie A1l oTueTa.
Xo/1 BbIINOJIHEHUA:
1. IMoakmrouute 1K1 u [1K2 k kommyTtaTopy npsimeiM Ethernet-kabenem B cOOTBETCTBUU
CO CXEMOM, MPEJICTaBICHHON Ha PUCYHKE.
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Iopr 8

W =

N
2. Onpenenure [P-anpeca 1K1 u I1K2.
3. IIpoBepbTe NOCTYNMHOCTh coeauHeHus Mexay komnerotepamu [IK1 u [1K2 ¢ nomomnisro
KOMaH/Ibl ping.
4. Cozpnaiite Ha pabouux ctannusax [1K1 u [1K2 manku a5 0611ero AocTymna 1mno ceTu:
a) co3jaiTe marnky, Kotopas OyJeT TpUMEHSThCs il oOMeHa nH(opMalueit mo ceTu;
0) BBI30BUTE KOHTEKCTHOE MEHIO CO3/IaHHOM Manku U BeIOEpUTe MyHKT « OOt JoCcTyn
1 6€30MacHOCTbY;
B) Bo BKkianke «Jloctym» — «CereBoil oOmMiA TOCTYynm M O€30MAaCHOCTH» BBIOEpUTE
«OTKpBITH 00IIHIA TOCTYID» K 3TOM manke u «Pa3pemmts usmenenue (haiiaoB 1o ceTny;
') HAXXMUTE KHONKY «IIpuMeHUTHY;
1) B JAHHOM CETEBOM MarkKe CO3/JAaiTe MyCTOM TEKCTOBBIA JOKYMEHT.
5. Ha paboueii cranuuu [1K1 npoBepbTe 10CTyM K ToKyMeHTaM Ha padoueit cranuuu [1K2,
BHECUTE U3MEHEHHUS U COXPAHUTE:
a) B aJipecHoi ctpoke manku «Moit komnbrorep» BBeauTte \ \[PIIK2 u naxxmute «Enter»;
0) HalIMTE CO3JaHHYIO MAMNKY COCEAHET0 KOMIBIOTEPA C OTKPBITHIM OOIIUM JOCTYIIOM;
B) BHECHUTE B MPEJICTABICHHBIN TEKCTOBBIN (Dailyi CBOM JTUYHBIC IAHHBIC U COXPAHUTE €TO0.
KonTposbHbIE BOTPOCH
1. Kakast ceTb Ha3bpIBa€TCsl OTHOPAHTOBO?
2. Kakue Tonosiorui MOTyT UCIOJIb30BaThCA 7151 IOCTPOCHUSI OJHOTAaHTOBOM ceTh?
3. Kakyro ceTeByro yTUIUTY HEOOXOIMMO UCTIOIh30BaTh, YTOOBI MOTYYUTh HHPOPMAIIUIO O
KOH(UTYpaluK CEeTeBOro ajnanrepa?
4. Kak M0>xHO npoBeputh Hannune coenuneHus: Mexay 1K1 u TTK27?
5. Uem oTimuaeTcs Marka, Jijisi KOTOpOH HAaCTpOeH OOIUi JOCTY, OT OOBIYHOMN MAIKH?
6. Uto HE0OX0MMMO clenaTh, YTOOBI MOTYYUTh JTOCTYN K OTKPBITBIM pPECypcaM JAPyToro
KOMIbIOTEpa?
dopma oTyeTa: oTUYETHAsA padboTa
IIpakTuyeckoe 3ausitue Ne7
Tema: HacTpolika y1ajieHHOro 10CcTyna K KOMIIbIOTEPY.
Ieab: HAYYUTHCS YCTaHABIMBATH yaaléHHOE coenuHenue ¢ [IK npu momoiu crangapTHOU
nporpammbl Windows u niporpammbl TeamViewer

Metoanuyeckue - BxumounTe yaaneHHb padbouuii ctos Ha Bamewm [1K;
YKa3aHUA: - Ortkpotite yrunuty «llogkitouenre K yaaleHHOMY pabouemy
CTOIY»;

- YcranoBure nporpammy TeamViewer W BBITOJHUTE IIAard
COTJIACHO X0y paOOTHI;
- OTBeThTE HA KOHTPOJILHBIE BOIIPOCHIL;
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- 3Baduxcupyiite undpopmanuo B ¢aine g OTYETa B BUIL
CKPUHUIIOTOB BBIITOJIHEHHBIX 3aJaHUM.

Xo/1 BbINOJTHEHUS
1. Boioepure «Ilyck > Ilapamerprl > Cuctema > Y naneHHblid pabo4yuil CTOM» U BKIIFOUHUTE
napamerp «BKIOYNTH yaaneHHbI pabouuii cTom». 3alOMHHUTE MMsI KOMIIBIOTEpA B
pasnene «Kak nogkmounthes k atomy [1K». OHO moHamoOuTes mo3ixe.
Ilpumeuanue. [lapameTp akTUBEH, eciii y Bac yctaHoBiaeHa Windows 10 Pro. UToOs! 310
npoBepuTh, nepeaute Ha «llyck > Ilapamerpst > Cuctema > O cucrteme» U HaUIUTE
«BrImyck».
2. Ha nokanbHOM KOMIIBIOTEpE 10 yipasienrneM Windows 10 B mosie nmovcka Ha MmaHenu
3amau BBeauTe «llomkirodyeHwe K ynaJeHHOMY palOodeMy CTOJIy» U BbIOepuTe
«Ilogkmouenue K yaaieHHOMY pabodeMy ctoiny». B okue "[logkimtouenne K yJaleHHOMY
pabouemMy cToiy" BBEIUTE UM KOMITBIOTEPA, K KOTOPOMY HEOOXOIMMO TOIKIIFOUUTHCS (13
mara 1), a 3aremM HaxxMuTe KHONKY «I[oAKII0OUnTBCS.
3. Uucramnupyiite mporpamMmmy TeamViewer Ha KOMIIBIOTEPHI.
4. 3anyctute TeamViewer Ha KOMIIbIOTEPE, K KOTOPOMY BbI OYIUTE TOJIKIFOUUTHCS.
5. 3anuuuTe AaHHbIE, KOTOPbIE MOABATCSA B OkHE TeamViewer Ha y1aleHHOM KOMIIBIOTEPE

B nnoysx «Bam ID» u «ITapons»

Moakntouenne  [onoavutensHo  Cnpaeka ‘ O6partHan censb ‘ EDGEIVNEIIELY  +* [MoaxnounThes v

BecnnatHas avLeHsws (TONbKO HEKOMMEPUECKOE NCnoab3osakme) - Darya CHipishtanova

n Bxoa B cuctemy Pa3peLLIl/ITb yrnpasiaeHune yl'lpaEﬂﬂTb KOMMNBLHOTEPOM
Y Bac elle HeT y4eTHOM 3a...
Baw ID ID naptHépa
«* YaanenHoe ynpaenexue 1 627 632 067 v
e Mapone
)

L) fepciablanaostoent |(3 87](9 © Yaanénroe ynpasnenue

iij T Mepeaava dainos

!‘ Yar [lnfi HacTPOMKKM @BTOHOMHOTO AOCTyna

HeoBXOMMO CHaUaNa YCTaHOBUTL
q:, TeamViewer.
JlononxeHHas peanbHocTs (AR)

TeamViewer N
loTOB K NoakntoueHuio (BesonacHoe coeanHeHmne)

6. AktuBupyiite TeamViewer Ha CBOEM KOMIIbIOTEPE.

7. B none ID mapTHepa BBeIUTE TOT KOJI, KOTOPbIA oToOpaxkayicst B mosie «Bam ID» Ha
yAAJIEHHOM

[1K. ITpu sTOM TOJ>KHA OBITH aKTUBHA KHOTIKA « Y JAJICHHOE YIPABIICHUEY.

8. Haxxmute kHOTIKY «[I0gKIIFOUUTBCSA K TApTHEPY».

9. B oTKkphIBIIEMCS OKHE BBEAUTE Mapojib C YAAIEHHOTO KOMIbIOTEpa (MaHHBIA KOJ
otobpaxancs B mosie «I[laponsy» Ha yJaleHHOM yCTPOHCTBE).

10. TTocne BBOJA yKa3aHHOTO 3HAYEHHUS B €IMHCTBEHHOE IOJI€ OKOIIKA HAXKMUTE KHOIKY
«Bxon B

cucremy». «Pabouuit cTom» yaaneHHOTO KOMITbIOTEpa OTOOPA3UTCS B OT/ACIIBHOM OKOIIKE
Ha magHoM I1IK.

11. Ha paGouem ctoiie yaan€HHoro kommnetotepa Haxxmute «Ilyck»— «KommbroTepy.

12. leuncramnupyiite nporpammy TeamViewer Ha KOMIIbIOTEPAX.

22



KoHTpoJibHBIE BOIIPOCHI
1. [Iporpamma TeamViewer: Ha3HaueHUE, BO3ZMOKHOCTH.
2. Kak B TeamViewer oprann3oBaHa rnepejaya U KonupoBaHue (aidaoB U Nanok?
3. Oxapakrepm3yiite TeamViewer Web Connector.
®opma otvera: (aiia-oTyeT
IIpakTHuyeckoe 3anaTHE Ne§
Tema: OOecrnieuenue 6€30MaCHOCTH JIOKaIbHOU cetu. HacTpolika mapameTpoB
Opanamayspa Ha [1K.
Heab: 3aKkpenuTh TEOPETUUECKHE 3HAHUA MO TeMe 3.2, MPOBECTHU HACTPOMKY MapaMeTpOB
Opanamayspa Ha [1K.
OOopynoBaHue: epCOHANBHBIA KOMITBIOTEP ¢ HE0OX0oAUMBIM [10
MeTtoaunyeckue - 3arpy3utb OC Ha BUPTYaJIbHOW MallIMHE;

YKa3aHUA: - BpINOJHUTE 3aMEHY YUYETHOM 3alMCH AIMUHHUCTPATOPA;

- YOpaTh OKHO-TIpUBETCTBUE;

- BpINOTHUTE CKaHUPOBAHHE NOPTOB HA BBISABICHUE CIAOBIX

MECT;
- Hactpouts napametpsl BctpoernHoro B OC Opanamayapa;
- Hactpouts napamerpsl Opanamayspa 000l aHTUBUPYCHOM
MPOTPaMMBbI;

- 3adukcupoBaTh nHpOpMaIHIO B (aiie A1 oTuera.
Xo/1 BbIINOJIHEHUA
IIar 1. Mensiem y4eTHYy10 3anich aaMunuucrparopa (Iloab3oBarenb AIMUHUCTPATOP
¢ ILYCTHIM IIAP0JIeM - ITO YA3BUMOCTD)
Yacto mnpu ycraHoBke Windows naponb anMUHHCTpATOpa IYCTOH W OTUM MOXKET
BOCIIOJIb30BAaThCSl  370yMbluiienHuk. VIHaue rToBOps, nHpu YycTraHoBke Windows B
ABTOMATHYECKOM pPEXUME C HACTPOMKaAMHU IO YMOJYAHUIO MBI MMEEM MOJIb30BaTENs
AJIMHHHCTPATOP C TIyCTHIM TaposieM u 6ol User moxxet BoiTu B Takoi [1K ¢ mpaBammu
aaMUHUCTpaTtopa. YToObl pemuThs mpoOaeMy BBIIIOJIHUM KOMaHay KommbloTep-Ilanens
ynpaspJjieHHe - AJIMUHUCTPMPOBaHUE - YIpaBJ/ieHHe KOMNbHOTepoM - JlokajbHbIe
noJb3oBatesu - [loab3oBaTenu(puc. 1).

Q ¥NPAENEHHE KOMMEKITEROM (NOKaNE | 1ima MONHOE HMS
= m CnywebHeIE NporpaMtel

3aa8aTe Naponk..,
+ % Ofime nankK ‘%rncm A, P

MoKansHEIE NONBI0BATENM
3] NonkzoEaTenH
(3 rpynne ¥ AAMHTE

El -
AMEMETYED YCTPOFCTE MepEHHEHOBATE
= @ FANOMMHEHIWLME YCTPOHETES

g ¥NPaBneHne AHCKaMH CeoHCTBa
+ @ CrywBel M NPHAOKEHNA

Bice 3ana4M 4

Chpagka

Puc.1.0xHO YnpaBieHrne KOMIBIOTEPOM

3/€Ch MO MIETYKY NPaBOM KHOIMKON MBI HA AAMHUHUCTPATOPbI 3318 IUM
aIMUHHCTPATOPY 1apo.ib, Hanpumep, 12345. Do mnoxou naposiv, HO Aydllle, YEM HAYETO.
Tenepp B OkHE AAMUHHUCTPUPOBaHHUe 3aii/iecM B JIOKAJbHYIO OJUTUKY 0€30IIACHOCTH.
Hanee uaem no Betkam aepesa: JlokajabHble moautuku-Ilapamerpsl 0e3onacHocTu-
YderHble 3anucu: [lepenmeHnoBaHue y4eTHOM 3anucu AAMUHUCTpPATOP(pHcC.2).
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@ NapameTpel Des0nacHacTH MonKTHES MapaueTp Bez0na
+- [ MonThi yueTHeD: sank CETesoﬁ AOCTYN! HE paspewaTe ... BrardeH
= (& Noxanersie nomTHi CETesoﬁ AOCTYN! HE PA3pEWaTE ... OTKNHYeH
£ @ Nonnrica ayana CETesoﬁ AOCTYN! HE PAspeWaTE ... OTKNMYEH
: % II.EE‘.I CETesolj AOCTYN: NYTH B peecTp...  SwstemiCurrentCol
CETEBDH ACCTYR! paspewaTes ad.,,  COMMAR, COMMOC

+-[27 MOAMTHIEK 0TKPEITORD KAH : .
= D MOMHTHKH OFPaHHHEHHOIC CETEBDH ADCTYN PAspeWwaTes aH..,  COMCFG,DFSE

= 'g MOMHTHEH BES0NACHOCTH - CETesoﬁ AOCTYM: PASPEWATE NP...  OTKAKYEH
CHCTEMHARA KpHATorpadka: Wona,.,  OTKIKYeH
CHCTBMHbIB OAbBEKTH BNAAENEL ... (C03AaTENL OOBEK
CHCTE‘.‘MHbIB OBLEKTEL WCHAMTE P, BrAueH
CHCTEMHbIE oA BEKTEI WUHTEIEAT... BKAKYEH

}-’chDHCTBa: 3aNPETHTE NONB30E. .. OTHIHYEH
E-’CTpc-ﬁcma: MOEEAEHHE MPH YCT...  ¥CMEWHSA YCOTaHoE
}-’CTpDECTBa: PASPELATE OTCTEIK, ., BEAHYEH
}-’chDHCTBa: paspElEHD hopMaT...  AAMMHHCTPATOPE!
E-’CTpc-ﬁcma: PASPELLMTE ADCTYM ... OTKAKYEH
}-’CTpDECTBa: PASPELMTE ADCTYM ... OTKAKYEH

}-'quHble ZAMMCH: OFPAHKYMTE ME...  BRNHYeH
!-"ueTHble 3aMHCH: NepeMMEHOESH. .. AAMHHHCTPATOR
Ly %

Puc. 2.Haxoaum B CHCTEMHOM peecTpe 3anuch llepenMenoBanre y4eTHOM 3a1cu
AZIMUHHCTpPATOP
3n1ech moJib30BatTelis AIMUHUCTPATOP 3aMeHUM Ha Admin(puc. 3).

CEOWCTBA: YUETHBIE 3anwcH: NepevreHoEaHHE ?HETHDH 3aMNKCH... il

[NaparmeTp nokaneHoR S30NacHOCTH |

YHyeTHele 3anKcu: [epeHMEHOBAHHE YYETHOM SanHoH
A0 UHHCTPATOPE

|Admin

Ok I OTtreHa | I'IpumeHuTbl

Puc. 3.11onb30BaTento AIMUHUCTPATOP MPUCBAUBAEM HOBOE UM

[Tepeszarpyxaem OC. [locne Hamux AEMCTBUM y HAC MOTYyYUIach yueTHas 3anuco Admin ¢
napoisiem 12345 u npaBamu agmMuHucTparopa (puc. 4).

Bce, Teneps Mbl MeeM MOJIB30BaTENST AAMUHHUCTPATOP C [TApOJIEM, OJTHA U3
YSA3BUMOCTEW CUCTEMbI YCTPAHEHA.

IIpumeyanue

Ornepanuio 1Mo U3MEHEHHUIO UMEHH TMOJI30BaTENS U 3aIaHUIO0 MAPOJIsi MbI TAK)KE MOTJIN OBl
BBITIOJIHUTH 0€3 UCIIOJIb30BAaHUS CUCTEMHOI'O PEECTPA, UCIIOIH30BAB OKHO Y YeTHbIE
3allMCH MOJIb30BaTeJIeil, YTo ropazao npoiie (puc.d).
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:# YueTHbIE 3aNKCH NONb30BaTENER =i
"\Q Hazag "\J g*_% Pl ez}

=% VY4eTHbIe 3anvcH NoNb3o0BaTe.
OyueHme

Q] Y¥UETHBIE 3aMHCH

E) THMEI YHETHBLX 3ENHCEA

NoNE30BATENEH B bl 6e p UTEe 3ana HHe...

|3] MepeknHdeHHe
= nonkzoEaTENER

* M3MEHEHHE YHETHOH 3arHcK
*  CosAaHHE YHETHOM 3aMMcH

*  MsMeHEHHE BX0A3 NONEZ0EATENSN B CHOTEMY

WAK BblGepUTe U3MEHAEMYIO YUETHYIO
3anucb

~ Admin foet lNocTe
AAMHHHCTPATOP KOMNEHOTERS ¥4ETHERA 3aMMCE MOCTA
N JawmTa naponem OTKHIYEHS

Puc. 5.0xHO Y4eTHbIE 3aIIMCH MOJIb30BaTENEH

IIpumeuyanue

VYyernas 3anuck ['octh no3Bossietr Bxoauth B I1IK u paboTtaTe Ha HEM (Hanpumep, B
NurepHeT) 0€3 UCTOIb30BaHUs CIEIIMAIBHO CO3JaHHOM y4eTHOU 3anucH. 3anuck ['ocTh
He TpeOyeT BBOJA MapoJis U M0 YMOJTYAHHUIO OJIOKUpPOBaHa. [ '0CTh HE MOXKET
YCTaHABIIMBATh WU yAAISATh TPOrPaMMbl. DTy YUETHYIO 3alIUCh MOYKHO OTKJIFOUHUTh, HO
HENb3s yAAINTb.

Ilar 2. /le1aeM OKHO PUBETCTBUS MYCTHIM (YOMpaem ysi3BUMOCTbD 2)

VY Hac OKHO BXOJa B CUCTEMY COAEPKUT MOACKa3Ky Admin, aBaiiTe ee yoepem, clienas
OKHO IyCThIM. /{711 HayaJla B OKHE Y4eTHbIe 3aIMCH M0JIb30BaTe/Ieil )KMEM Ha KHOIIKY
H3meHenne Bxoaa nosb3oBaresieii B cucremy u yoepem ¢uaxoxk Ucnosb3oBaTh
CTPAaHHUILY NpUBeTCTBUS (puc. bupuc. 7).

e R ——

1} YYETHBLIE 3ANWCK NONL30BATENER

J Hasag J Sj Anmok

- ? YYETHBIE 3ANKCK NONb30BATE!
v 1
£l TN yueTHSIx 3aNHCEA

nons sopaTenes BblﬁepHTe 3apaHue...

_?] MNepekam~esme
NaNs 30BATEAEA
® [A3MEHEHME YHETHOM 3EMHOH

*  CozaaHHe yHeTHON 2anMck

’ ~
[ * MsMeHERWE BX0AE NONB30BATENEA B CHOTEMY ]

WAU BblGepuTe H3MEHAEMYIO YUETHYHO
3anucb

Admin focTe
AAMHHACTDATOD KOMNEKTEpS VUBTHAR 38NMCE FOCTA
awnTa naponem OTEAMHEHS

Puc. 6.0xH0 Y4deTHBIE 3aIIMCH MOJIH30BATEJIEH
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Q Hasaa () BE Aowod

POACTEEHHDIE 3818494

¥NpasneHes yHeTHEIMA
ZEAMHCAMA

DEyyeH-e

I:l MNapameTpel EX0Aa B
CHCTEHY

Bbibop napameTpoE BX0Aa W BbIX0Aa U3

CHUCTEMDI

[ Acnoms3osars, crpanayy npusercTema)

CicHo NPHEBETCTEMA NOIBOMAST BRMONHHTE BX04 B CHCTEMY NPOCTRIM WENKOM Ha BaweH

~iolx

‘,“-E‘THDFI 3AMHCH. ﬂ..ﬂﬂ NoEEIWEHHA BE30MacHOCTH MOWHD OTEMMIMHTE TAEYHD BOZMOMHOCTE W
HEMONB30EATE KNAOCHYECKHA BX0A B CHCTEMY, KDTC{II:.FI TDEE‘,'ET 0T NONE30EITENER BEOAS
HMEHH Y2 THOR 33MHCH H NAP0E,

l_ HMcnons3osaTs tll.-ll.'TFl'.'.lE‘ nNepexnrnYeHEe NOoAL30BATENER

BEICTDOR NEPEKIFOSEHHE NONE30BATENSA NOJBONAST BEIN0AHHTE NEDEK AR HYHD
33MMCE APYIOrD NOAL30BATENA, HE 3AKPREsA paAb0TaH0WHY Nporpan, 3a3Tew, Koraa apyrod
NOME30EETENL JAKOHIHT PABoTY, Bbl CHOMETE BbICTPO BEPHY THCA K CEOER YUETHIA ZaNHCH

| WIHL‘J'EH‘IE-‘ NApaMeTpOE OTHEHS I

Puc. 7.YOupaem ¢naxok Mcnonb3oBaTh CTpaHUIly TPUBETCTBUS

HO, 9TO TOJIBKO ITOJIOBHHA JCJIA. Tenepb ITIOBBICUM 0€30nACHOCHb CETH CUIC HAa OAHY

YCIOBHYIO CTYIICHB, CJACJIaB 00a 1oJIs OKHa IMPUBCTCTBUA ITYCTBIMMU.

Brimmonnum komanny Ilanesas ynpasiieHusi-AIMUHUCTPUPOBaHue — JIoKaabHbIE
NOJMTHKH Oe3onacHocTH- JIokanbHbIe moauTuku-Ilapamerpsl 0e3onacHocTH-
NHTepakTHBHBINA BX0/A: HE 0TO0OpPaKATh MOCJIEHEI0 MMEHH I0JIb30BaTes. OTY

3anucb HEOOXOANUMO BKIIIOUUTH (puc. §).

Koscone  JedcTese Baa  Cnpasxa

o B X R

@ MNapameTpel Be30NacHOCTH
= j TIORATHEN YHETHBIX 3AMHE

—-_8 NMoxansHele nonuTHER

8 MNommTHia ayanTa
-8 Hasnauerse npas nor
_& NapareTpe: fezonac
] MaMTHEY 0TEPRITOMD KAF
+ D MMATHIEH OF PAHH-EHHON
+ S MamTrER Be30nacHocTH |

Nonumeeca ¢

BE|OCOM: Orpasbenia
L;EUDCON: OrparsieHia
[R5 avant: ayant aocyr
L:_'-l:ﬂ.ﬂ.yu.nr: Ay AHT NPAB H.
lE'ﬁ:In‘y'ﬂHT: HEMEANEHHDE
%] ocTyn K ceth: Pazpe
lE'p:IBaBepLuerw-e paboTe:
L:_E']Baucpmcnm paboTE:
lE';jl‘HrepaK'rv&ihﬁ Bx08
[:_l_:i:lihrcpammnbﬁ Sl
lE'p:II‘HTEpaKTI—EHhﬁ B0
Iil'gtll"HTGDﬂﬁTm-ibﬁ Bxaa
lE';f]l‘HrepaKTv&ihﬁ B0
lﬂlmrcpmmn” Bx0d
@I‘Hrepakmhﬁ EX04
lﬂ]lrhrcl:luﬁ THEHEF BX0d
@I‘HTEPBKTPEHI:I:! B0
li_ﬂlfhrcpuﬁ THEHBIA BX00

CooRcToo: MHTEpaK THOHBIA BROA B CHETEMY: HE

MapareTp nokansHoi Ge30NacHoCTI | DffeacHe nw]

HHTEpakT e 5200 B CHCTERY. HE OTOORSHATE NOCNBIHEND
WvEH NONES0BATENA

il

i+ Braowme

" Oremoams

Puc. 8.AxtuBnpyem nepexitouarens BriIrounTh
Tenepsp mocie 3aBepIICHNS CEAHCA 1101b3068aMeNb TOMKEH YraJlaTh HE TOJIBKO napo.ib, HO
U UM5 NOJIb308aMes.
BoisiBiieHHE ceTeBbIX YA3BUMOCTe ckaHnupoBanueM nopros 11K
3110yMBIIUIEHHUKHU UCTIOJIb3YIOT ckaHnupoBanue noptoB [1K st Toro, utoObt

BOCHoJib30BaThCs pecypcamu uyxoro I1K B Cetu. [Ipu sTtom HeoOxonumo ykazats IP
aodpec 11K u oTKpBITHIN port, k mpumepy,195.34.34.30:23. [1ocie 3TOro npoucxoauT

coeauHenue ¢ yaaineHHsiM 1K ¢ HekoTopo# BeposTHOCThIO BXxoa B 3TOT 11K,
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o TCP/IP port — 3T0 azipec onpeaeneHHoro ceppuca (IporpamMmmsl), 3aIMyIeHHOTO Ha
JaHHOM KoMIbtoTepe B Internet. Kaxkapiii OTKPBITHINA OPT — NOTEHIMAJIbHAS
na3erika 1y B3oMuukoB cereid u I1K. Hanpumep, SMTP (otnpaBka moutsr) — 25
nopt, WWW — 80 nopt, FTP —21 nopr.

o Xakepsl CKAHUPYIOT MOPTHI 711 TOTO, YTOOBI HAUTH ABIPKY (6ar) B oneparroHHOMI
cucteme. [Ipumep ommOKu, eciim aAMUHUCTPATOP WK MosIb30oBaTeNb [1IK oTKpbLI
MOJIHBIN IOCTYM K CETEBBIM pecypcam JiJisl BCeX WJIM OCTaBUJI IyCTOM NapoJjb Ha
BXOJl K KOMIIBIOTED.

Opna u3 GyHKIMM aIMUHUCTPATOpPa CETU (CUCaJIMUHA) - BBIIBUTh HEJIOCTAaTKU B
(GYHKIMOHUPOBAHUM CETH U YCTPAHUTH UX. JJI1 3TOT0 HY>KHO POCKAHUPOBAThCEMbH
3aKpBITH (OJIOKHPOBATH) BCE HEOOsA3aTENbHBIC (OTKPBITHIE 0€3 HEOOXOIMMOCTH) CETEBbIS
noptel. Hrke, 11t mpumepa, npeactaBieHsl ciryx0b17CP/IP, KOTOpbie MOKHO
OTKJIFOYUTh:

« finger- mony4yenue nHGOPMAIINK O TIOJIH30BATEIIX

o talk- BO3MOXHOCTh OOMEHA JAaHHBIMH 10 CETH MEXKY MOJIb30BATEIISIMU

« bootp- npenocTraBieHne KIMeHTaM HHPOPMALIMK O CETU

o systat- nosydeHue HHPOpPMAIIMHU O CUCTEME

o netstat- momydyeHue HHGOPMAILIMK O CETH, TAKON KaK TEKYIIUE COCTUHECHUS

 rusersd- nogydeHue HH(MOPMAILIUU O MOJIB30BATENAX, 3aPETUCTPUPOBAHHBIX B
JTAaHHBIM MOMEHT

Bpanamayasp («mexcereBoii s3xpan», farewall) — cpecTBO 3alUThI; TPU3BaH OTPAHUYHTD
oOMeH AaHHBIX ¢ MHTEepHETOM NPEUMYIIECTBEHHO I CTPAaXOBKH OT HEIMPOIIEHHBIX
TOCTEH.
OHu MoryT OBITH BBIMOJHEHBI B BHUJE AallllapaTHOrO, TaK MPOrPaMMHOTO KOMILIEKCA,
3aMMCAaHHOTO B KOMMYTHUPYIOILEE YCTPONUCTBO WK CEPBEP AOCTyNa (LLUTK03, XOCT U Ap).
Bpanamaysp — «monynpoHunaemas MeMOpaHa», pacroiaraercs MeXAy 3alldIaeMbIM
BHYTPEHHHM CETMEHTOM CETH M BHEILIHEN CEThIO MJIN IPYTUMH CerMeHTamu cetu MlHTepHer
¥ KOHTPOJIUPYET BCe MH(DOPMAIIMOHHBIE TOTOKU BO BHYTPEHHUN CETMEHT U U3 HETO.
# nomynspasle 6panamayspsl: Net screen 100(¢pupma Net screen Technologies) u Cyber
Guard Firewall (pupma Cyber Guard Corp).
BpanaMaysp BBITIOIHSIET HEKOTOPBIE (PYHKIUU:
dusnyeckoe OTAECICHUE BHYTPEHHEN CETU U BHEITHUX KaHAJIOB;
MHuoroa3tanHas HAeHTU(UKALNS 3aPOCOB, TOCTYHAIOIINX B CETh;
KonTpons nenoctaoctu 110 n nanubIx;
DKOHOMHS aJIPECHOTO MPOCTPAHCTBA CETH;
[IpoBepka moOTHOMOUMII M TIpaB JAOCTyNIa K BHYTPEHHHM pecypcaM CETH
MOJIb30BaTEIICH;

e Perucrpanus 3anpocoB K KOMIIOHEHTaM BHYTPEHHEH IMOJCETH U3BHE.
bpanamaysp cocrout us:

v’ 2 MapmpyTusaropa;

v OuIbTpyIONINe MaKeThl;

v' 111103 NPHUKIAIHOIO YPOBHSL.

B HOBBII MeKCeTeBOM IKpaH BCTPOMIIN KypHAJl 0€30MaCHOCTH, KOTOPBIM cOOMpall JaHHbIE
no [P-anpecamM U coequHEHUSIM 1O CETSIM JOMAIIHUM, CITY>KeOHBbIM, a Takke B IHTepHeTe.
DTOT CepBUC MPAKTUYECKU HE OOHOBISJICS C MOMEHTa Bbixoja. [loaTomMy Bce HacTpoiiku
KaKuX-TM00 MapameTpoB MOAXOMIT KakK JJIS CTapbIX OMEPAIMOHHBIX CHCTEM, TaK W IS
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HOBBIX Bepcuil. Ceifuac HACTpOWKH OpaHaMay’pa MOXKHO ocymecTBisaTh B «lleHTpe
oOecnieueHus 0€30MacCHOCTHY, TOCKOJIBKY 3TOT (paiipBOII ABJISETCS €TI0 YaCThIO.
BkJiroueHue/oTKIIIOYEHHE
UT0oOBl NPOU3BOIUTH HACTPOMKH J0CTyNa OpaHIMayd3pa, HYy’KHO TOHUMATh, KaK BKJIOYaTh
WIM OTKIIOYaTh ero. KOHEYHO, OTKIIYaTh €ro HE PEKOMEHAYETCs, MOCKOJIBKY 3TO
MIOCTABUT MO BOIIPOC 6e30macHOCTh cucTteMbl. Ho MHOTIa OTKIIIOUeHHE HEOOXOAUMO s
TOTO, YTOOBI aKTUBUPOBATH pabOTy aHTUBHUpYCA
BonpmMHCTBO MOAOOHBIX MpPOrpaMM HMMEIOT BCTPOEHHBIN (daiipBon. UToObl M30exaTh
KOH(QIMKTOB C COBMECTHMOCTBIO, BCTPOEHHBIM OpaHamayl’p oTkiao4aroT. Ecnm ke
CKayMBaeMblli aHTUBHPYC HE UMeET (aiipBoia, TOr/a BEPCUI0O MOKHO U OCTaBUTh. UTOOBI
HayaTh pabOTy C 3TUM IPOrPaMMHO-ANIAPATHBIM 3JIeMEHTOM CeTH HY>KHO OTKPBITH €rO.
Kak 00bpI4HO, €CTh HECKOJBKO CIOCO00B. MOXHO MPOCTO BBECTH €0 HAa3BaHHE B CTPOKY
IOUCKa CHCTeMbl. Y Bac OyAeT CIHCOK W3 HECKOJbKUX BapuaHTOB. Jlydiie BbIOpaTh
«bpanamaysp Windowsy.
Ilepen Bamu MOSIBUTCS COUCOK, B KOTOPOM HaxoAuTcsi pupMeHHBIN (aiipBos. OTKpoeTcs
HOBOE OKHO, I'/IE U MOXHO OCYILIECTBJISATh HACTPOMKH OpaHaMay’pa. B yeBoM cTonOuke
Oynet cTpoka « OTKIIOUYHUTh WM BKIIOYUTE OpanaMaysp». Meercsa BbIOOp 1 JOMAILIHEN
ceTd W oOmecTBeHHOM. TyT ke Jerko OTKIIYaTh YBEIOMJIEHHS O OJOKHPOBKE
npuwiokeHus. HyxHo o0s3aTeNnbHO NOCTaBUTH TajoyKy, 4YTOOBI Mporpamma TYT K€
OMOBECTUJIA BAC O BPETOHOCHOMN YTHIIHTE.
baoxkupoBka gocryna
Hekotopeie mpobOnembl ¢ goctynoM Kk CeTu CBSI3aHHbIE HMMEHHO C OpaHIMay3pOM.
Bo3MoxHO BBl HE pazoOpanuch ¢ pabOTON aHTUBUpYCa M 3alpeTHiId JOCTYI K ceTh. B
HacTpoiikax OpaHaMay3pa MOXKHO €ro BOCCTaHOBUTH. CHOBA B JIEBOM CTOJIOMKE, IEPEXOIUM
IO CTPOKE «Pa3peIInTh 3aIlyCK MPOrpaMMBbl HJIM KOMIIOHEHTA uepe3 OpaHaMaysp».
Ilepen BaMu OTKpOETCS HOBOE€ OKHO. B Hem OyJeT CHUCOK mnporpamm, KOTOPBIM
3a0JIOKMPOBaH WM OTKPHIT AocTyn K Cetu. Hy»HO MpOCTO MOCTaBUTH TaJOUKH TaM, Te
3T0 HeobOxoaumo. K mpumepy, 31ech MOKHO HailTh Opay3ep, KOTOPBIM HE MEPEeXOAUT Ha
CalThl M JaTh €My pa3pelleHUE Ha 3T0. Ecim BaMm HyXHO paspemnTts noctyn k Cetn B
HacTpolkax OpaHamayspa Imporpamme, KOTOPOHl HET B CIHCKE, CAENaTh 3TO HETPYIHO.
JlocTaTo4yHO Mo TAOIMYKOM, B KOTOPOH €CTh YTHUIIMTBI, HAWTH KHONKY «Pa3pemuTs Apyryro
nporpaMmmy». [lociie 4ero nosiBUTCS NOMOJHUTEIBHBINA CIIUCOK MPUIIOKEHUM, U3 KOTOPBIX
MOKHO JO0OaBUTH JIpyroil Opaysep 1nbo codT, KOTOpbIN Hy)kaaeTcs B Joctyne kK CeTH.
[TomHuTe, 4TO YeM OoJible B (alipBoJie MOJOOHBIX PA3PEIICHHBIX MPOrpaMM, TEM MEHEe
Oe3omacHoil craHoBHUTCS Bama padorta. [lopThl, KOTOpbBIE OTKpBIBAIOTCS, MEPECTAOT
KOHTPOJUPOBATHCS CUCTEMOU U MOT'YT IIPOITYCTUTh BPEAOHOCHBIE YTUIUTHI.
dopma otyera: (daiin-oTyer.
IIpakTuyeckoe 3ausitue Ne9
Tema: TectupoBanue cetu TCP/IP ¢ ucnonb3oBaHneM TUArHOCTHYECKUX YTHUIIHT.
Lean: 3aKkpenuTh TEOPETUUECKUE 3HAHUSA MO TeMe 3.2, MPOBECTU TECTHUPOBAHUE CETH C
NIOMOIIBIO CIIEIUATIBHBIX YTUIUT KOMaHAHOM CTPOKH.
OO6opynoBaHue: IEPCOHAIBHBIN KOMIIBIOTEP ¢ HE0OX0oAUMBIM 10
MeTtoanyeckue - N3yuuts MeToanyeckue ykazanus,
yYKa3aHUs: - IIporectupoBaTte pPabOTOCHOCOOHOCT CETH € IMOMOLIBIO
YTUJIUTHI ping;
- IIporectupoBaTte pPabOTOCHOCOOHOCTH CETH € IMOMOLIBIO
YTHJIUTHI tracert;
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- Hactpouts mapametpsl Opanamayspa Jr000i aHTHBUPYCHON
POrpaMMBbl;
- 3adukcupoBaTh uHpOpMaLIHIO B (aiiie Al OTYeTA.
Xo/ BbINOJTHEHUS

HawnGoinee 6bICTpBIM cTTOCOOOM TTPOBEPKH pabOTOCIIOCOOHOCTH JIOKAJILHON MOKHO Ha3BaTh
cucteMHyto komanay PING, koTopas MocbUIaeT CEeTEeBOM 3anpoc Ha 3ajaHHblil [P-adpec
KOMIIBIOTEpPA, MOJIy4aeT OTBET WM BBIBOAUT OTYET Ha 3KpaH. Eciam mocnaHHbIN 3anpoc
MOJIyueH o0paTHO -c6s3b (PU3WUYECKH CYIIECTBYET, TO Ballla cemdb HACTpOEHA W paboTaeT
KOppekTHO. Ecnu e Ha 3kpaHe Bbl YBUAWTE Haanuch "lIpeBblllieH unmepsan 0XUAaHUS
3anpoc" - BBl JONYCTWIM OWMOKY JuOO B HACTpoilkax, JuOO B MOAKIOYECHUU
KoMIbloTepoB. [lepen 3amyckom KomaHzbl Ping HEOOXOIUMO MOCMOTPETHh IOCTYIHbBIC
KOMITBIOTEPHI B ceTh. 3axoauM B Komnblotep u Buanm, ckonbko [1K moctymHbl B paboueii
rpymnme B pa3aene Cerb

JIJist TOrO 4TOOBI BOCIIOJIB30BATHCS KOMAHJOM ping, OTKPOWTE OKHO KOMAaHIHOW CTPOKH
komannou Ilyck-Bee mporpammbi—Cranaaprabie-KomaHnaHasi cTpoka U BBEIUTE TaM
KOMaHZy ping, yKaxxute ums win [P-adpec yaaneHHOro kommnbiotrepa (wiu ero UMA"/>)
(puc.l).llo ymonuanuo ymuauma ping OTHpPaBISET 4 MaKeTa U OKUJAET KaXIbli OTBET B
TEUEHUE YEThIpEeX CEeKyHHA. [lo yMOJlYaHUI0 KomanOa TockulaeT naker 32 Oaifta. 3a
pa3MepoM TECTOBOI'O aKeTa 0TOOpakaeTcs BpeMs OTKJIMKA YIaJ€HHOU CUCTEMBI (B HALLIEM
ciyyae — MeHblIe | MUJUTMCeKyHABI'"/>).

[+ Komangwan cTpoka -0 x|
Microsoft Windows [Version 6.1.76011
¢c>» Kopnopauwna Makkpocoer (Microsoft Corp.>. 2009. Bce npasa SauMuUeHH. [l

C:sUsepsPC—-1>ping PC_1

naketami ¢ PC_1 [1?2.168.73.1331 ¢ 32 sadTarW RaHHBK:
ot 192.168.73.133: uucao eadT=32 epera=luc TTL=128
or 192 .168.73.133: uumcao €ant=32 pperma<inc TTL=128

or 192 .168.73.133: uumcao €ant=32 pperma<inc TTL=128
or 192 _168.73.133: uumcao 6adT=32 Bperma<inmc TTL=128

Craructuka Ping nan 192_168.73.133:
Naketos: oTrnpagaedHo = 4. noayueHo = 4. notepavo = 0
(¥ noTepb?
MNpHEAMIHTEABHOE BPEMA MPHEMa MNEepenadM MG =
MuHHMaALHOE = Ducek. MakKcumMaabHoe 1 mcew,. CpepHee = 0 mcek

4 4 v
Puc. 1.Ilunrosanne mammuel PC 1 ¢ IP-agpecom 192.168.73.133
[Ipy HEOOXOOAUMOCTH Il 3TOM KOMAaHAbl BBl MOXETE MCHOJIb30BaTh CIEAYIOIINE
napaMeTpehl:
— -t. JlaHHBIA napamemp yKa3bIBaeT Ha TO, YTO TPOU3BOAMUTCS MPOBEPKa CBSI3U C
yKa3aHHBIM Y3JIOM JI0 PEKPAIEeHUsI BPYUHYIO;
— -n. Texymuii napamemp onpenensieT KOIU4IecTBO oTnpasisieMbix Echo-3ampocos;
— -f. DToT napamemp ycranaBnuBaet oum "He pparmMeHTHUpOBaTh" Ha ping-nakete. [1o
YMOJYaHUI0 (pparMeHTanus paspeniaercs;
— -w. Jla"HBI# napamemp TO3BOJSET HACTPOWTH TalM-ayT A KaKIOTO TMakeTa B
MUJUTUCEKYHIaX (1o yMOTYaHUIo ycTaHoBIeHO3HaueHue4000"/>);
— -a. Texymwmit napamemp onpenensieT UMEHa y3JI0B 10 aipecam;
— -l. Ilpu momomm 3TOr0 MapameTpa Bbl MOXKETE yKazaTh pazmep Oydepa oTIpaBKu;
— -1. Ucnonb3oBaHue JaHHOTO TapaMeTpa MO3BOJISET BaM 3a/1aTh CPOK KU3HU TMAKETa;
— -v. OTOT napamemp 3anaet tun ciayx0bl 1 IPv4 u ve Bnusier nHa nore TOS B IP-
3aroJjloBKE;
— -r. Texymmii napamemp 3anuChIBaCT Mapupym g yKa3aHHOTO YKCIa MPBIKKOB;
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— -s. JlaHHbIN napamemp MoO3BOISET OTMEUATh BPEMsI JUIsl YKa3aHHOTO YUCJIa MPBIKKOB;
— -j. Ucnionb3ys 3TOT napamemp, Bbl MOXKETE yKa3aTh CBOOOIHBIN BBIOOP MapUIpyTa 1o
CIIUCKY Y3JIOB;
— -k. Ilpn momomm MaHHOTO TMapaMeTpa BbI MOXXETE OMPENEIUTh >KECTKHI BBHIOOP
MapIIpyTa 70 CIHCKY Y3JIOB;
— -R. Texymmuit napamemp 1mo3BONSET UCIIOJIB30BATH 3ar0JI0BOK IS IPOBEPKH TAKKE
¥ 00paTHOro MapupyTa ToJIbko s [Pvo;
— -S. JlanHblil napamemp yKa3bIBaeT UCIOIB3YEMbIH adpec UCTOUHUKA,
— -4. [lapamemp onpenensieT MPUHYAUTEILHOE UCIIOJIb30BAaHUE MPOTOKOJA /P Bepcuun
4;
— -6. I[lapamemp onpenensieT NPUHYAUTEIBHOE UCIIONIb30BaHUE MPOTOKOJA /P Bepcuun
6.
Urak, Bbillie OBLIO MOKa3aHO, 4yTO ymuauma Ping ucnoib3yeTcs B TOM cCilyyae, Korna
HEOOXOJMMO TMPOBEPUTH, MOXKET JU KoMHuvlomep NOAKIIOUUThCA K cetu TCP/IP wnu
ceTeBbIM pecypcaM. Haue TOBOps, Mbl NMUHTYEM IS TOrO, YTOOBI MPOBEPUTH, UTO
OTHpaBisieMble MakeThl goxonar jao noaydatens. [IK-ormpaButens otnpasiser Echo-
3anpoc, a [1IK-nony4aTens, B OTBET J0JbKEH OTHpaButh /CMP-coobiienne ¢ oTBeToM. Eciu
yAAJICHHBIN KoMmnvlomep pearupyer Ha 3anpoc ping, TO TOJKIIOYEHHUE K YAAJICHHOMY
KOMITIbIOTEpY pabortaer. Takxke, ymuiuma ping BeEeT CTaTUCTUKY, U3 KOTOPOH IMOHSITHO,
CKOJIBKO MTAKETOB TMOJIYYeHO, a CKOJIbKO noTtepsiHo. Ho, 3To ere He Bce.
IIpumenenune komanabl Ping nis ananusza kadecrBa cesasu IIK B ceTn
JIns  TecTUpOBaHMsS  KadyecTBa  CBSI3M  3amycture  Ping cO  CIEAYIOIIUMU
napamerpamu:ping.exe -1 16384 -w 500 -n 100 192.168.73.133. D10 0oOecneunut OTIPaBKy
100 3ampocoB (n) makeramunol6xunobaum(l) Ha 3amansblii [P adpecc WHTEpPBAIOM
oxkumanust oteera B 0,5 cexkynnbl (w). To ecTb:
L— pa3mep Oydepa oTmpaBKH.
N— 4ucy0 OTIPaBIISIEMBIX 3aIIPOCOB,
W—epemsa ooxrcudanusi OTBETa HA 3anpPoc B MUJUTUCEKYHIAX,
[Tonoxnute, moka npoayT Bce 100 makeToB. OTBET MOJDKEH OYyAET OBITH MPUOIU3UTEIIHLHO
Takoi ( puc.2).
=101 x|

BpeMA
cAD Bp
YHCAD &ad : Bp

canT=16384 spernn
cauT=16384 spema
au =16384

OreeT
OTeeT

-13
.13
.13
13
133

Bpe
192.168_.73.
= 1808, noTtepaso = 0

MpUEAHIHTEABHOE BPEMA NpMEMA—NEpPEeRadM B MC:
MHunHHaibHOE Dricerx ., MakcvMasbHoe 17 mcex, Cpepnee

Puc. 2 OtBeT Ha KOMaHAy ping.exe ¢ KIFYaMHU
[Ipoananu3upyeM pe3ysbTaT BHITOJIHEHHUS] KOMaH/bL:
o 0% moTeps — ceTh paboOTaET OTIIMYHO.
o Ecnu norepu unpopmanuu cocraBmiiu He 6osee 3%, To ceTh pabOTaeT XOPOLIO.
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o Ilpu motepsix 3-10% pmonwn He BCE MAaKEThl, HO CETh, OJlaromaps aaropuTMam
KOPPEKIIMM OMMOOK, padoTaeT YJOBICTBOPUTENIbHO. M3-3a HEOOXOIUMOCTH
MOBTOPHOM TOCTaBKH MOTEPSIHHON MH(pOpMaIny CHIKaeTcst 3P PEeKTUBHAS CKOPOCTH
pabOThI CETH — CETh TOPMO3HT.

o Ecnu yucno norepsaHHbIX nakeToB npesbimaer 10-15%, To HEOOXOAMMO TPHUHATH
MepBbI 10 ycTpaHeHuto HencnpaBHocTu. KadectBo cBsizu [1K Hey1oBiIeTBOpUTETBHOE.

Jlanee: kak BUIUM, BpeMs OTKJIMKA YAAJIEHHOM CUCTEMBI cpeJiHee 2 MCEK, a MAKCUMAJIbHOE
17 Mcex. AHanU3UPYsl OTKJIUK 70 MUJUIMCEKYHJaM, HaJl0 UMETh BBUAY clienywouiee. /o
CTaHJapTy, HOpMaJIbHOE BpeMsl OTKJIMKa 16-kuiobaitHoro makera mis 100-meraOuTHOM
cetu - 3-8 mc. Jlns 10-meradutnoi - 30-80 mc. Tlomydaercs, 4To y Hac cems paboTaeT Ha
ckopocTu nopsiika 100 MOuT/cex.

HUcnoab3zoBanue yruiutsl PathPing

Pathping sto ymunuma, koTopas mo3BOJISIET OOHAPYKUTh MOTEPH MAKETOB HA MapIIPyTe
MEK/ly BalllUM KOMIIBIOTEPOM M 3aJaHHbIM aapecom [P. Ilotepu makeToB MOryT CUJIBHO
NOBJUATh Ha pabOTy CETH, HAIPUMEpP, KOT/a Bbl UTpaeTe B Buacourpy. MHade rosops,
ymunuma PathPing otnpaBinsier MHOrounciieHHble coobmeHus: ¢ Echo-3anpocom kaxaomy
MapUIpyTU3aTOPY, KOTOPBIA HAXOAUTCA MEXKAY MCXOJHBIM IMYHKTOM H IYHKTOM
HA3HAYEHHUA, IOCJIE€ Yero, Ha OCHOBAHWM I1AKETOB, MOJYYEHHBIX OT KaXJOr0 M3 HUX,
BBIUMCIIIET MPOLIEHTHOE COOTHOIIEHHE MaKETOB, BO3BPALIAEMBIX B KaXXIOM MPBIKKE.
[Tockonbky ymunuma PathPing moka3biBaeT CTeNneHb NOTEPH TMAKETOB Ha KaXJIOM
MaplIpyTH3aTOpe WM Yy3Jie, TO C €€ IOMOIIbI0 BBl MOXETE€ TOYHO OIpPEACIIUTh
MapIIpyTH3aTOPbl W Y3JIbl, Ha KOTOPBIX BO3HUKAIOT cemegvle npobaemvl. Ilpumep
UCIIOJIb30BaHUs JAHHOW KOMaHbl PUBEAEH Ha pHUC. 3.

':"E_If[ Corp.2>, 2009. Bce npapa 3amMueHM.

k MARIA [192.168.1.2]
M npexKos 30:

Anpec

"PC_0 [19:
1 2mec 9/ 100 0 MARIA [192.168

TpaccupoBka sasepueHa.

4 4 4
Puc. 3.[1ouck noreps nakeros Ha mapuipyte oT [IK PC_0 no ITIK MAIRIA
Urak, B ctpoke noucka Habepem CMD, 4yToObI BBI3BaTh KOMAaHIHYIO CTPOKY (pHC. 4).

Mporpammel (1)

- D3HEKOMWTBEA C APYTMMK PESYNbTATaMA

Iu:mu:l 3  3ssepwetme paboTel |r|

Puc. 4.01uH 13 cnoco6oB Bei30Ba komaHHOM cTpoku B OC Windows
Jlanee mpou3BeAeT TpacCHpOBKY MapiipyTa ot Hamrero I1K 1o monckoBoro cepepa SIHmekc

(puc. 5).
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[ G\Windows\system32\cmd.exe

3 2mMc
13.148.163.811

4
B1.8.3

5

?
212.48.198.2461

g8 — 100/ 100 =100 # 100 ¢ asl3238-vandex.gateway.nutele
u [212.48.214.1021

TpaccuwpoBKa 3aBpepueHa.

oBKa mapupyra k vandex.ru [213.180.204.111
Haak YHCAOM npexkos 30:

” !
ime 0/ 100 % [/ 1010 % ATSI-TGEL-8-TTS-TGEL-4.natm.r

Ine 0/ 100 ” 7 100 GWay-TCED-2 _natm.ru [78.81.0.

PC-1>pathping vandex.ru

HqupLﬂnuli ysea
Yrep./0tnp. x

0/ 100
0/ 100 % [ i 3 lofD-atbb—2.natm.ru [213.148.1

0/ 10@ % A atbb—atsbb-Li-giga—core.natm.

]
i
0/ 100 % o ge—0-1-0-v1988-10g.M320-1-NOU
2.48.214.53

100 i H
100 4 A 100 % ael-30g.HE960-1-MHT .nwte lecomn|

/ 100 v

Puc. 5.I1pumep ucnons3oBanus yTuiauTsl Pathping
[Ipoananu3upyeM pe3yJbTar:

[lepBbrit G0k HHpOpMAMKM TPEACTABIsAET COOOW TpaccupoBKy. Bbl Moxerte
IPOIYCTUTh €r0 M MEPEUTH KO BTOPOMY OJIOKY HH(pOpMAIMHU, B KOTOPOM OyjaeT
YKa3aHO IIPOLICHTHOE OTHOILLIEHHE MOTEPh ITAKETOB.

Ecnu nmakeTsl He TepsUIMCh Ha JTAaHHOM MapuIpyTe MOJKIIOYEHHUs], TO Bbl yBuaute 0%
notepb naketoB. Eciau Bel yBUIMTE 3HaUeHUs, oTiinyaromuecs ot 0%, 3To o3Havaer,
YTO Ha MyTH K HAILIUM cepBepaM ObUIn noTepu nakeToB. [lorepu Boie 1% HaunHas
C NEpBOro Iara, MOTYT YKa3blBaTh Ha HEKOPPEKTHYIO palOTy y3JO0B CETH WIIU
MapupyTu3aTopoB. Eciau 3TH ycTpoiicTBa BaM JOCTYIIHBI, TO HY’HO MONPOoOOBaTh
OOHOBUTH UX MPOTrPaMMHOE OOECIeYeHHe WM MOJTHOCThIO 3aMEeHUTh uX. MHaue, o
NOTEPSX, BO3ZHUKIIKX II0CIE MEPBOrO Iara U JO0 TMOCIEIHEro Iuara, CIeayeT
coobmmTh Bamemy MHTepHET poBaitnepy.

IIpumeyanue

Ecnu nocnennue crtpoku ykazeiBatroT Ha 100% motepb, TO 3TO HE SIBIAETCS MOKa3aTeIeM
po0IeMbl, a MPOUCXOIUT MMOTOMY, UTO CEpBEpa 3aIIUIIECHBI OT HEXKENAaTeIbHOT0 Tpaduka
U aTax.

C naHHOM KOMaHJI0# BBl MOKETE UCIIOIb30BaTh CIEAYIONIUE TapaMEeTPhI:

-g. JlaHHBIA napamemp omnpenensieT WCHOJIb30BAHME IapaMeTpa CBOOOAHOU
MapIIpyTU3aluu B /P-3arooBKe ¢ HAOOPOM MPOMEKYTOUHBIX MECT Ha3HAUCHUS AJIs
coobuienuii ¢ Echo-3anpocom, KOTOpBIN yKa3bIBaeTCsl B CIIUCKE KOMIIBIOTEPOB.

-h. JlanHblil napamemp 3anaeT MaKCUMalIbHOE KOJIMUYECTBO MEPEXO0B HA MYTH MPHU
MOUCKE KOHEYHOr0 00BEKTa;

-1. OTOT napamemp yxasbiBaet IP-adpec UCTOYHUKA,;

-n. Texymwmili napamemp nUpenoTBpaIlaeT MOIMBITKA CONOCTaBIeHUs [P-aapecoB
POMEXKYTOUHBIX MapIIpyTU3aTOPOB C WX MMEHAMH, YTO CYIIECTBEHHO YCKOpSET
661600 PE3YIbTATOB;
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-p. Mcnons3yst naHHBIA napamemp, Bbl MOXKETE 3a1aTb 6pEMA ONCUOAHUL MEXKIY
[OCJIEOBATENbHBIMA IPOBEPKAMU CBSI3U, IJI€ 3HAYEHHEM 1O YMOJIYAaHHUIO YKa3aHO
250 MUJIITUCEKYHT,

-q. [Ipu momormu Tekyuiero napaMmeTpa Bbl MOXKETE yKa3aTh KOJIMYECTBO COOOIIEHUI
¢ Echo-3anpocom, oTnpaBiaeHHbIX KaXI0My MaplIpyTU3aTOpPy MyTH (70 YMOITYaHUIO
- 100);

-w. JlanHbIll napamemp onpenenser gpems odxcuoanus 17 noxydenus Echo-orseTos
nporokona [CMP wiu ICMP-cooOenuii 00 nCTe4eHUU BpEMEHH B MHJIJTUCEKYHAX,
KOTOpBIE COOTBETCTBYIOT JaHHOMYy cooOmenuto Echo-3ampoca. 3nauenue no
YMOJIYAaHHIO 4 CEKYHIBI;

-4. [lapamemp onpeneiser NPUHYAUTEIBHOE HCII0Ib30BaHNE NPOTOKOIIA /P Bepcun
4

-6. [lapamemp onpenenser NPUHYAUTEIBHOE UCIIONIb30BaHNE MPOTOKOJIA /P Bepcun
6

Komanpalpconfig
Komanoa TPCONFIG wucnonb3yercs ais OTOOpakeHUs TEKYIIMX HACTPOEK MPOTOKOIa
TCP/IP v nyist OOHOBIIEHHSI HEKOTOPBIX IMAPaMETPOB, 3a/1aBAa€MbIX MPU aBTOMATUYECKOM
KOH()UTypUPOBAaHUU CETEBBIX HMHTEP(PEHCOB MpU HUCHOJb30BaHUU mnpoTokona DHCP.
rép_ennonomHM, 4TO y HAC MMeeTCscent, n300pakeHHas Ha-puc. 6.

e

L)

opaaoere ¥

‘g
|

- Cem - = B [ o com )

Liteth st otimar i ofisim ST ON  VETasemna fpnectipd [0t Gecrpomsince petpiices - (7]

o < A

04
BN |n -
o B

Puc. 6.HeGoJpmas jokaibHas CeTh

Boimonanm komanay komannoit Ipconfig na PC 2 (puc. 7).

roso0ft Windows [Versic 0N}
Kopnopauwa Madkpocodt ¢ oft Corp.>, 2009. Boce npaBa 3aUMUEHH.

Hactpovka npotokoaa IP pan Windows

TynHeabned ampantep lNookaAmyeHwe MO AOKAABHOM CETH:

—loi x|

SUladimivsipeconf ig

adapter lonkawdeHWe NO ADKAALBHOW CETH:

v :e226:283ex1l

AHHE Cpeas. H '::l.l'_‘j.l-.l nepeavyd HeEQOCTYNMa .
YPOUKC NOAKANuEe : localde i

c 7:299d:3F57:h67a
wd IPub-appec wamana . . . FeBO: :: hé7ax1d

Puc. 70To0paxenue napamerpoB TCP/IP-niporokona komanaoi Ipconfig
W3 oTuera Mbl BUIUM TaKyr0 HHPOPMAIIHIO:

DNS-cydduke nogkmroueHus - localdomain (13 HaCTpOEK CETEBOTO MOAKIIOUCHMS)
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Jlokaneubiii [Pv6-anpec kanana - nokanbHbll [Pv6 agpec, eciu ucnonb3yercs
anpecanus [Pvo

[Pv4-anpec - ucnonp3yemslii 11t faHHoro aganrtepa [Pv4 — anpec

Macka nmoaceru - 255.255.225.0

OcHoBHOM 103 - [P-aapec mapumpyTusaropa, UCIOIb3YEMOr0 B Ka4€CTBE LUIIO3a
0 YMOJTYAHUIO.

IIpumeyanue
TynnenbHblll agantep isatap.localdomain 3to smynsuus IPV6 B cersix [IPV4. ISATAP
(Intra-SiteAutomaticTunnel AddressingProtocol) — IIpoTokon aBTOMaTH4eCKOl BHYTpU

CalTOBOM ajJipecaliuy TyHHEJEH, MO3BOJSIONIMN nepeaaBaTh Mexay ceTamu [Pv6 makersl
yepes cetu [Pv4
Karouun koMaHabI:

/all Omobpasicenue nonnoit nHGOpPMaILIMK 70 BCEM afanTepam.

/release [amantep] Omnpaexka coobwenuss DHCPRELEASE cepsepy DHCP nis
ocBoOOXkAeHUs Tekylerd koHpurypauun DHCP u ypanenus koHpurypauuu [P-
aJIpECoB IS BCEX aIanTepoB (€CIM adanmep HE 3aJlaH) WX IJI 3aJJaHHOTO0 ajanTepa.
DTOT KAtouw OTKIOYaeT mnpotokon ICP/IP nis ajmantepoB, HACTPOCHHBIX IS
aBTOMATUYECKOTO ToJTydeHust /P-aapecos.

/renew [amantep] OOHOBIeHUE [P-aapeca i oMpeeEHHOTO ajanTepa Uiu eCiu
aoanmep He 3alaH, TO i BceX. JlOCTymHO TOJNIBKO MpU HACTPOCHHOM
ABTOMATHUYECKOM IOJy4YeHUU [P-aapecoB.

/flushdns Ouunmenue DNS kamia.

/registerdns OOHOBIEHHME BCeX 3ape3epBUpPOBaHHBIX aapecoB DHCP wu
nepepeructpanus umeH DNS.

/displaydns Omo6pasicenue conepxumoro xama DNS.

/showclassid adanmep Omobpasicenue xona winacca DHCP pyisi yka3aHHOTO
agantepa. JloCTylmHO TOJIBKO MPU HACTPOCHHOM aBTOMATUYECKUM MOJydyeHuem /P-
aZpecoB.

/setclassid agantep [kon_kinacca] U3menenue kona kinacca DHCP. JIocTynmHO TOJIBKO
IIPY HACTPOCHHOM aBTOMAaTHUYECKUM IOJy4YeHUEM [P-apecoB.

/? CnpaBka. TCP/IP: 3nauenust [P aapeca, MacKu | ILTIO3A.

Komanpaa BbIBOIa CIHCKA KOMIIBIOTEPOB padoueil rpynnsbl Netview
B komaHIHON CTpoKe BBeAUTE KOMaHAy netview, U Bbl YBUAMTE CHUCOK KOMIIbIOTEPOB
cBoel paboueit rpynisl (puc. 8).

[F] C\Windows\system32\cmd.exe B ]
Microzoft Windows [Wersion 6.1.76011
(c? Kopnopauua Makkpocoor {(Microsoft Corp.), 2009. Bce npaBa sawMweHo . [

C:wUsers~PC—1>net view

KoManpa BwWNoAHEeHA YCMNEeWHD .

C:wUzsers~PC—1>_

JameTru

PC_D
Uladimir

Puc. 8.B paboueii rpynmne nmeerca 4 11K
TpaccupoBka
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Tracert— »5T0 ciy)eOHasi KOMIIBIOTEPHAs npocpamMma, TpelHa3HAYCHHAS A
OTpeJIeICHUs] MapIIpyTOB cienoBanusi naHHbIX B cetsax TCP/IP. Ilpoepamma tracert
BBITIOJTHSIET OTHPAaBKYy JAHHBIX YKA3aHHOMY Y3JIy CETH, IIPU ATOM OTOOpaxas CBEIACHUS O
BCEX MPOMEKYTOUHBIX MapIIPyTU3AaTOpax, Yepe3 KOTOphIE MPOIUIA JaHHBIE HA MYyTH K
HejaeBoMy y3iy. B cioydae mpoOiiem mnpu JOCTaBKE JaHHBIX JO KaKOro-aumbo yi3ia
npozpamma no3BOJISET ONPENIETUTh, HA KAKOM UMEHHO YYacTKE CETH BOZHUKIIM HEIOJIAIKH.
3anyck mporpaMMbl IPOU3BOUTCS U3 KOMAHIHON CTPOKU. JIJIst TOTO BBI OJKHBI BOWUTH B
Heé. Jlyist onepanoHHOW cucteMbl Windows CylliecTByeT HECKOJBKO CIIOCOOOB 3amycka
KOMAaH/JHOM CTPOKH:

1. Coueranue kinaBum Win (kHomka ¢ jororunoM Windows) + R (momkHBI OBITH

HakaThl 0THOBpeMeHHO) — B rpade "OtkpbiTs" Hanucats "cmd" u Haxats OK.

2. Ilyck — Bce nporpammbei— Cranaaptabsie — KoMaHaHas cTpoka.
B oTkpsiBIeMCs OKHE MBI HanuieMm tracert ya.ru. [IpyHuun n1eicTBus 3TOW IPOrpaMMBbl
CXO C MPUHIMIIOM JEUCTBUSI MpOrpamMMel ping. Komanoa oTHpaBisieT Ha cepeep aHHbIE
U TIpU 3TOM (QUKCUPYET BCE MPOMEKYTOUHBIE MAPUIPYTU3ATOPHI, YEPE3 KOTOPHIE TPOXOIST
ATHU JIaHHBIEC HA MYTHU K cepBepy (1iesieBoMy y31y). Ecnu npu 1ocTtaBke TaHHBIX 10 OJJHOTO
U3 y3J0B MPOUCXOAUT MpobieMa, npocpamma ONPEEIsIeT y4acTOK CETH, Ha KOTOPOM
BO3HUKJIM HEMOJIAJKU. Bpemsi OTKIMKA MOKa3bIBAET 3arpy’KEHHOCTh KaHajda. A BOT €Cliu
BMECTO BPEMEHHU OTKJIMKA Bbl BUAUTE HAaAMUCh "[IpeBblllieH MHTEPBAJ OKUIAHUS IS
3ampoca'’, 5T0 3HAYUT, YTO HA JJAHHOM Y3JI€ CBSI3M ITPOUCXOIUT MOTEPS JaHHBIX, a 3HAUUT,

IpaccupoBKa mMapu a K wa.ru [B7.250.250.31
C MAKCHMAABHBM YHCAOM 3L

<1 nc <1 mc

4 ms 1 ms s o -2

4 ms 2 ns 2 ms ath 3 [213.148.163.811]
R.81.0.37]

telecom.ru [212

1
2
3
4
5
b
-48.
?

TpaccupoBKka 3aBepuena.

C:\Users\PC—1>
Puc. 9.1Tpumep TpaccupoBKu JOMEHA ya.ru
[Tapamerpsl kOMaHbI tracert:
— -d He onpenenATh JOMEHHBIE UMEHA MapLUIPyTH3aTOPOB
— -h <smauenue-> ycTaHOBUTH MaKCUMAIbHOE KOJIMYECTBO MEPEXOI0B
— -W <SHaueHue> YCTAaHOBUTb MAaKCHUMAJIbHOE 6peMs odcuoanus oTBeTa (B
MUJUTUCEKYH/IAX )
Wrak, TpaccupoBKa MapuipyTa MOMOTraeT ONpeaeauTh NpoOieMHblid y3en. Ecnu naHHbie
OPOXOAAT HOPMAJbHO M '"CTOMOPSTCS" HAa CaMOM NYHKTE Ha3HAyeHUs, TO MpodiieMa
JNENUCTBUTEIBHO € caTOM. Eciin TpaccupoBKa MapIipyTa NPEKpaLIacTCs Ha CEPENUHE Iy TH,
TO IpoOsieMa B OJHOM H3 IPOMEKYTOUHBIX MaplIpyTHU3aTopoB. Ecium npoxoxiaeHue
[AKETOB MpEeKpalllaeTcs B IMpeenax CeTH Ballero NpoBaigepa — TO U NpodIeMy HYKHO
pemarh "Ha MecTHOM ypoBHe". [lomyTHO XOoueTcs OTMETHTh, UTO npocpamma padboTaeT
TOJILKO B HalpaBJICHUH OT UCTOYHMKA ITAKETOB U SBJISIETCSI BECbMa IPyObIM HHCTPYMEHTOM
JUISI BBISIBJICHUS HETIOJIAZIOK B CETH.
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JUCT U3BMEHEHUM Y TONMOJITHEHUI, BHECEHHBIX B
METOINYECKHUE YKA3AHUSA

Ne u3MeHeHHUs1, 1aTA BHeCEHUsA, N CTPaHMIbI ¢ K3MEHEHHEeM

Bbriuio Craao

OcHoBanue:

HOIIHI/ICL JIUIa, BHECIIECI0O N3MCHCHUA
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