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1.IHOACHUTEJIBHASA 3AIINCKA

MeTtonnuecke ykazaHus MO BBINOJTHEHUIO MPAKTUYECKUX (J1a0OpaTOPHBIX) padboT
no yudeOHoil auciuiuinHe «KoMmnbloTepHble ceTW» NpeIHA3HAUYEHBI ISl CTYICHTOB
cnenuasibHocTH  09.02.07 UWnHdopManuoHHBIE CcHCTEMbI W NPOrpaMMHpOBaHHE
COCTaBJICHbl B COOTBETCTBHM C paboueil mporpammoil nucuuiinHbel «KomMnbloTepHbIe
CeTH» U HaIlpPaBJICHbI HA TIOCTHXKEHHE CIECAYIOMIMX LEeH:

- dopMupoBaHre y 0OyYaromMXcsi MPEACTABICHUN O POJIU KOMITBIOTEPHBIX
ceTeil B uH(OpMAaTHKE;

- dbopMmupoBaHre y OOydYarOUUXCsl YMEHUW OCYHIECTBISTh TOWUCK H
UCIOJIb30BaHUE HHPOpMalMK, Heooxoaumol st  d(PQPEKTUBHOTO  BBIMOIHEHUS
npodeccruoHanbHbIX 3a/1a4, TPO(HECCHOHATBLHOTO U JIMYHOCTHOTO Pa3BUTHS;

- pa3BUTHE y 00yUaIOUINXCS MO3HABATEIBHBIX HHTEPECOB, MHTEIUICKTYaIbHBIX
¥ TBOPYECKUX CITOCOOHOCTEH MpY U3YUYCHUU AUCIUILINHBI;

- npuoOpeTeHrue OO0YyYaAIOIUMHUCA TPAKTUYECKUX HABBIKOB HCIOJB30BAHMUS
BO3MOKHOCTE KOMIIBIOTEPHBIX CETE€W B MPOPECCUOHAIBHON NEATEIBHOCTH.

MeTtoauueckue yka3zaHus SIBISIOTCS 4YaCThbIO YYEOHO-METOJUUECKOI0 KOMILIEKCA 110
mucuumiiuHe KommnbloTepHble ceTH M cOAepXaT 3aJaHusl, YKa3aHUs TEOPETHUYECKOIO
MUHHUMYMa, TaOJuIbl, cXeMmbl. [lepen BBITTOJIHEHHEM MPAKTHUYECKOW pabOThl KaxKIbIii
CTYIEHT 00s513aH MMOKa3aTh CBOIO FTOTOBHOCTb K BBIIOJIHEHUIO PAOOTHL: MPOUTH UHCTPYKTAXK
no Th npu pabote 3a IIK, orBeruths Ha Bompochl. Ilo okoHYaHHIO pPabOTHI CTYIEHT
odopmIsieT (hala-oTYET, 3aUIIAET PadboTy.

B pe3ynbrare BHIIOIHEHUS MOJHOTO 00beMa NPAKTUUECKUX PadOT CTYACHT J0JKEH
yMeThb:

- OpPraHM30BBIBATH U KOHPUTYPHPOBATH KOMITHBIOTEPHBIEC CETH;
- CTPOUTH M aHATU3UPOBATH MOJIEIH KOMITBIOTEPHBIX CETEH;
- 3¢ ¢eKTUBHO HCIONB30BAaTh  amnmapaTHble ¥ NPOTPaMMHBIE  KOMIIOHEHTHI

KOMITBIOTEPHBIX CETEH MPU PEIICHUH Pa3INIHbIX 3a/1a4;

- BBITIOJHATH CXEMBbI M YEPTEKH IO CIEIUATHHOCTH C UCTIOIB30BaHUEM MPUKIIAIHBIX

IPOrPAMMHBIX CPEJICTB;

- paboTaTh C MPOTOKOJAMH pa3HbIX YpOBHEH (Ha IpHUMeEpe KOHKPETHOIO CTEeKa
npotokoso: TCP/IP, IPX/SPX);

- yCTaHaBJIMBATh U HACTpPaWBaTh MapaMeTPbl TPOTOKOJIOB;

- TIPOBEPSTH MPABWIBHOCTD MEPEAadn JAHHBIX;

- 00HapyXMBaTh U YCTPAHATH OIITMOKHU TIPH Mepeave TaHHbIX.

[Ipu mpoBefeHUN MPAKTUYECKUX PAOOT MPUMEHSIIOTCS CICAYIOIIUE TEXHOJIOTUU U
METO/IbI OOYUYECHUS:

1. POOIEMHO-TIOMCKOBBIX TEXHOJIOT I
2. TECTOBBIE TEXHOJIOTUN
3. MH(OPMAITMOHHO-KOMMYHHUKAI[MOHHbIE TEXHOJIOTUU

IIpaBusa BbINOJHEHHS MPAKTHYECKUX PadoT:

1. BHUMaTENBHO MPOCTYIIAWTEe NHCTPYKTAXK O TEXHUKE 0€30MaCHOCTH, MPaBHIIa
MOBEJICHUS B KabnHeTe NHPOPMATHKH.

2. 3anmoMHUTE MOPSIOK MPOBEICHUS MPAKTHUECKUX padoT, IpaBmiIa uX 0hOpMIICHUS.

3. M3yuute TeopeTuyecKue acmeKThl MPAKTHUYECKOU paboThI



4. BsinosHUTE 337aHUSI IPAKTUYECKONW PabOTHI.
5. Odopmure oTyeT B BUjie (aiina.
®aiin - NOMMEHOBaHHas COBOKYNHOCTb OJHOTUIIHBIX JAHHBIX, XpaHALIMXCA Ha
BHEIIHEM HOCHUTEJIE 110l OJTHUM UMEHEM.
Crpykrypa u odpopmiieHune
1. TuTynbHBIN JTHUCT;
2. JIMCTUHT MpOTrpaMMbl, CKPHHILIOTHI 9KpaHa, ONKCcaHue AelcTBui (ams ¢aiina);
3. IlepeueHb OCHOBHBIX HACTPOEK.
4. 3axmioyeHue (TOJBOAATCA UTOTH, U AaeTcsa 0000IEHHBINA BBIBOJ XOAY peaan3aluu
MIPOrPaMMBI, JAIOTCS PEKOMEHIAIIHH ).

TpeboBanus kK padoyemy MecTy:

1. KommuectBo IIDBM, HEOOXOAMMBIX Il OCHaIIeHHs yaboparopuu «lIporpaMMHOTO
oOecIieueHUsT M COIPOBOXKICHUS KOMIIBIOTEPHBIX CHCTEM», pacCUMTaHa Ha KaxKJIOTro
o0yyJaroIerocs.

2. B cocraB nabopaTopuy BKJIFOYCHA OJTHA MAIIMHA JIUIS IIPEIO0IaBaTelIsi ¢ COOTBETCTBYIOIIUM
nepudepuitHBIM 000PYT0BaAHHEM, MYJIbTUMEIUHHBIM IIPOSKTOPOM U SKPAHOM.

Kpurepum ouenku:
Ouenku «5» (OTJIIMYHO) 3aCITy’KMBAET CTYAEHT, OOHAPYKUBIIWK NPU BBHINOJHEHUU
3a/laHUil BCECTOPOHHEE, CUCTEMAaTUYECKOE U TIIyOOKOE 3HaHHE Yy4eOHO-IPOTPaMMHOIO
Marepuana, ydeHus: CBOOOIHO BBIIOJIHATH NPO(eCCHOHAIbHBIE 33]a4H C BCECTOPOHHUM
TBOPYECKUM MOJAXO0/I0M, OOHApYKUBIIHMIA IMO3HAHUS C HMCHOJB30BAHMEM OCHOBHOW WU
JNOIOJIHUTEIIBHOW ~ JIUTEpaTypbl, PEKOMEHIOBAHHOW  IPOrPaMMON,  YCBOUBILMHI
B3aMMOCBSI3b U3yYaeMbIX U U3YUYEHHBIX JUCLMILIMH B UX 3HAUEHUU AJIs IPHUOOpeTaeMoit
CHELHATbHOCTH, MPOSIBUBLIMM TBOPUECKUE CIIOCOOHOCTH B MOHUMAHUH, U3JI0KEHUU U
UCIIOJIb30BaHUU  YYEOHO-IPOTPAaMMHOTO  Marepuana,  MPOSIBUBLIMK  BBICOKUH
npodecCUOHAIN3M, HHJIWBUIYaJbHOCTh B PELICHUM IOCTaBICHHON mepen coloif
3a/1a44, POSBUBIINN HEOPAUHAPHOCTH IIPU BBIITOJTHEHUHN ITPAKTUYECKUX 3aJaHUN.
Ouenku «4» (XOpoLIO) 3aCIy’KUBAET CTYACHT, OOHAPYKMBIIMI TMpU BBIIOJHEHUU
3a/laHUi TOJHOE 3HAHUE y4eOHO-MPOTPaMMHOI0 MaTepuaia, YCIEUHO BBIMOIHSIIOMNN
NpOo(QECCHOHANIBHYIO 3aJlayy WM MpOOJEMHYI0 CHUTYallUl0, YCBOMBIIMN OCHOBHYIO
JUTEPATypy, PEKOMEHIOBAaHHYIO B IpOrpamMMme, IIOKa3aBIIMH CHCTEMATUYECKUI
XapakTep 3HAaHWUW, YMEHWW W HABBIKOB IIPU BBINOJHEHWH TEOPETUYECKUX H
MPAKTUYECKUX 3aJaHui TT0 AucuuIuIinHe « KoMIbroTepHbIe CETH.
Ouenku «3» (YA0BJIETBOPUTEJIbHO) 3aCiyKMBAa€T CTYICHT, OOHApYXUBLIUN MpuU
BBIMOJIHEHUH MPAKTUUECKUX M TEOPETUUYECKUX 3aJaHUil 3HaHMSI OCHOBHOIO Y4eOHO-
MPOTrpaMMHOTO MaTepuasa B oObeMe, HEOOXOIWMOM I JallbHEeWIIed ydeOHOW u
PO eCCHOHAIBHOM ~ JICATCIIPHOCTH, CHPABJISIONMIMIACSA C BBIOJHCHUEM 3aJaHUMH,
IIPENYCMOTPEHHBIX ITPOTPAMMOMN, JOMYCTUBIINN MOIPEIIHOCTA B OTBETE MPHU 3AIIUTE U
BBIMIOJJHEHUH TEOPETHYECKMX MW  MPAKTUYECKUX 3aJaHui, HO  oOjajaroiui
HEOOXOJUMBIMU 3HAHUSMHU JJI MX YCTpaHEHHs IMOJ PYKOBOACTBOM IIperojaBaTers,
NPOSIBUBIIMM  KAaKylO-TO JOJI TBOPYECTBA M HWHAUBUIYAIbHOCTh B PELICHUH
MIOCTABJICHHBIX 33/1a4.
OueHkn «2» (HeyIOBJIETBOPHUTEJIbHO) 3aCIyKUBAET CTYACHT, OOHApYXUBLIUN Mpu
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BBIIIOJIHCHHUN IIPAKTHUYCCKUX W TCOPECTHYCCKHUX 3a,HaHHﬁ HpO6JI€MI>I B 3HAaHUAX
OCHOBHOTO y‘{C6HOFO MaTrcpualia, I[OHyCTI/IBH.II/Iﬁ OCHOBHBIC IIPUHOHUIIHAJIBHBIC OIINOKH
B BBIIIOJTHEHWH 3aJaHUA UJIN CHTyaTHBHOﬁ 3aa491, KOTOPYIO OH JKCJIaJI OBI PCUIUTDb UIIHU
MPpCAJIOKUTL BapHUaHTbl PCIICHMHA, KOTOpBIﬁ HC IIPOABHII TBOPYCCKOI'O II0AXOHO4,
HHAWBUAYAJIIBHOCTH.

B cooTBeTcTBHM € y4eOHBIM MJIAHOM MPOTPAMMbI MOATOTOBKH CIEIIMATUCTOB CPEIHETO
3seHa no crnernuanbHoctu 09.02.07 UndopmanuonHbie cucTeMbl H NPOrPaMMHPOBaHHE
u pabouell mporpaMmoil Ha mTpakTHUeckue (mabopatopHbie) padbOTHl TO JUCIHUILIAHE
«KomnbroTepHble ceTw» oTBoauTCs 18 yacos.



2.INIEPEYEHb [IPAKTUYECKUX PABOT

o Ne Kosmuec
n/ | pa3jaena Ha3BaHue npakTH4ecKoil padoThl TBO
n | /TemMbl 4acoB.
1 2.1 [TocTpoeHue cxemMbl KOMIIBIOTEPHOU CETH 2
5 21 CozmaHue y4YeTHOW 3amuCH B OINEPAIIMOHHOW CHCTEME. 9

Opranu3aiys o0Iero 1ocTyna K daiiam
3 2.2 Hactpoiika npotokosnoB TCP/IP B onepaiimoHHBIX CHCTEMaXx 2
4 2.2 Pemrenne npo6nem ¢ TCP/IP 2
5 2.3 MonTax kabenpHbIX cpen Ethernet 2
6 2.3 [TocTpoeHne 0THOPAHTOBOM CETH 2
7 3.1 Hactpoiika yJ1aJeHHOro 10cTyna K KOMIbIOTEPY 2
8 39 Ob6ecneuenne 0e30MaCHOCTH JOKaIbHOU ceTu. HacTpolika 9

napameTpoB Opanamayspa Ha [1K
9 39 Tectuposanue cetu TCP/IP ¢ ucnonb3oBaHreM 5

JTMArHOCTUYECKUX YTUIIUT

Bcero: 18




3.COAEP KAHUE NIPAKTUYECKUX PABOT

IIpakTnueckas padora Nel
ITocTpoenue cxeMbl KOMIIBIOTEPHOM CETH.

Leab padoThl: 3aKpenuTh TEOPETUIECKUE 3HAHMS 110 TeMe 2.1, MPUMEHUTh Ha MPAKTUKE YMEHHS
10 CO3aHUIO CXEM JIOKAJIBHBIX CETEH C MOMOIIbIO MPUKIIAHOTO IPOrPAMMHOT0 00€CIIEYEeHHUS.
3ananmue: - N3yuuts TeopeTnueckuii MmaTepual;
- Jarp XapaKTEPUCTUKY IporpaMMam JUISL M3Y4YEHUS
KOMITBIOTEPHBIX CETEM;
- YCTaHOBUTH U HACTPOUTH nporpaMMyI «10-Crpaiik. Cxema cetn»
u Netemul;
- Cpnenatp BBIBOJ] O MPOJCIAHHON paboTe;
- 3adukcupoBaTh HH(GOPMAIMIO B BUJE CKPUHILOTOB B (hailne amus
OTYeTa.
Xo1 BbINOJHEHHSA PadoThI.
1. 3amycture mporpammy 10-Strike (SNMP  nomkeH ObITh BKIIOYEH HAa KOMMYTAaTOpax.
[Iporpamma nosmkHa OBITH paspelieHa B OpaHAMayspe Ui yCIemHOW paboThl MO MPOTOKOTY
SNMP).
2. I3yunte ocHOBHBIC BO3MOKHOCTH mporpammbl  10-Strike. 3adukcupyiite B oTuéTe.
3. 3ammyctute «Mactep Co3manus Kapter Cetn»: «Daitmy— «MacTep co3maHusi KapThi».
4. B oTkpbIBIIEMCSl OKHE BbIOepUTE MyHKT «CkaHupoBaHMe quana3oHa |P-agpecosy

Buicepash e, s e ace eapeeras ey S e

) Toacenposia

Plomcmer nocrpeues camsy comomesafs2cret s bawnet

c@; [ Cal T ey [

demondt | nonsez

5. Bribepute ckaHMpoBaHHE CeTH MO Auana3oHy |P-agpecoB. Ykaxure auamna3oHbl COTJIACHO
nHpopmarmu 00 IP-agpecax or mpemomaBartens. YctpoiictBa ¢ SNMP momkHBI HaXxOTUTHCS
BHYTPH YKa3aHHBIX JHAMa30HOB.
L i

I Mowcx yerpoicrs ¢ SNMP (xewmeyraTopes, poyrepss, Wii)

s SNMPV3




7. Haxxmute kHOTIKY «Jlameey.

Lar 3 u3 4. Mouck » 0TOOp KOMNLIOTEPOS AR NOMELLEHNS Ha KapTy

IP-agpec MAC-aapec MponsscauTens agantepa DNS-uma Tun ycrpoiictsa  Mpm... . Haiige...
192.168.205.1 T74-4D-28-D2-...  [Routerbeard.com] PoyTep ICMP
192.168.205.2 B4-2E-99-94-F.. [GIGA-BYTETECHMOLOGY C...  203-TEACH.edu.cheremgtkru  Kemnetotep ICMP
192.168.205.6 B4-2E-99-94-F.. [GIGA-BYTE TECHMOLOGY C...  203-15.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.10 B4-2E-99-94-F..  [GIGA-BYTE TECHNOLOGY C... 203-10.edu.cheremgtk.ru KomnsroTep ICMP
182.168.205.13 B4-2E-99-96-F..  [GIGA-BYTE TECHMOLOGY C..  203-13.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.14 B4-2E-99-94-3.. [GIGA-BYTE TECHMOLOGY C...  203-14.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.15 B4-2E-99-96-E.. [GIGA-BYTETECHMOLOGY C...  203-13.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.20 B4-2E-99-96-1.. [GIGA-BYTE TECHMOLOGY C...  203-20.edu.cheremgtk.ru Komnerotep ICMP
192168.205.254  B4-2E-99-96-1.. [GIGA-BYTE TECHMOLOGY C...  203-TEACH.edu.cheremgtkru  Komnewotep ICMP
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8. CosmaiiTe WUIIOCTpaLMIO: CKONHMPYHTE coaepkuMoe »HKpaHa B Oydep HaxxkaTHeM Ha
K1aBuarype knasuim Print Screen. ITomectute B OTUET.

BeImnosiarTe UMIOPT cXeMbl B iporpammy Visio

9. [Ipoananu3upyite MOTy4eHHYIO cXeMmy ceTd. OnuimunTe B 0TYETE (PU3UUECKYIO U JIOTUYECKYIO
TOTIOJIOTUU CETH.

10. IloBTOpHTE mHpoLEAypYy MOJYYEHHUS CXEMbI JIOKAIbHOM CETH C MOMOIIBI0 IYHKTa MEHIO
MacTepa co3aHusl KapTel ceTH «IMIOPT U3 CeTEeBOro OKPYKEHUSD.

Padora B mporpamme Netemul
Jlns Havana yctaHoBuM mporpammy Netemul, samyctum u pycuduiupyeM ee KOMaHJIOM
Cepsuc-Hacrpoiikn (puc. 1).
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Pycudunupyem narepdeiic nporpaMmMbl
B riiaBHOM OKHE TIpOrpaMMBbl BCE JIEMEHTHI pa3MeIarTces Ha paboueii oonactu (Ha Cuene). Ha
Bcell cBOOOIHOM 00JacCTH CIIEHBI, Pa3MEUEHHOM CETKOW MOXXHO CTaBUTh YCTPOMCTBA, MPHU 3TOM
OHM HE JOJDKHBI mepecekarbcs. Ha Ilaneam ycTpoiicTB pasmenieHbl BCe HEOOXOJIMMBIC IS
MOCTPOCHHSI ~ CEeTH  MHCTPYMEHTBI, a TakKe KHOIMKA  OTHpaBKA  COOOLIEHUH U
3anyctutb/OctanoButb. Ha IlaHenu mapamMeTpoB pacrojiOK€HBI CBOWCTBa OOBEKTOB. J[is
BBIJICJICHHOTO 00BEKTa MOSBIAIOTCS TOJBKO TE CBOWCTBA, KOTOPBIC XapaKTEpHBI s Hero (puc.

2).
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Oaiin Mpasxa Bua O6bext Cepsuc Cxpuntor Momows

e QMO 130830
| @ Y R DK
Naxens ﬂ

napamerpos
-

c E"‘l/> Jﬁ @ Ceoiicrea Ctrl+Alt+9 l
- Cuera —m—

R Tabmwa mapwpyTisawm  Cirl+T |

| ] Wrrepdeiion

¥ rporparenst cul+p =
| | W@ Arp Tabnua Crrl+t L’_l
Pe, i &l Nox: xypHan 00:00:58

) 06 ycrpoiicree Cul+F1

Q Yaanums cul+D

?m P ity v Coet - Lt Pt
SRoiddnaec ‘3 Y a - «'—Cc-:u:larb Nonk30BATENLCKMI NaxKeT

i'buaaaih HYpHE vcrmﬂﬂa
Arp Tabnuua

| | Tabrwuya mpumm%aum
YcraHoaneHHble npofpamMms 5
: ‘P:mﬂ_mnpoadﬂua MHTEpGhelca
i (L:BUQ{;:.TEI_E‘ i1
OCTaHOBUTE CHMYIALMIO
OrhpasvTe ,EI,EIH HEslE
_}. || BoGasunte. qumpymaavm;__ !
.-3'355‘5‘“7'9 KoMmmyrarap | ;- L L1
DoBasure K@HHE!H‘I‘;‘D: Top.
Oota BUTH KGMT‘EI:-'I-DTE[}
Co3gaTte coenn Hanua:
‘E'CTa.E!v“ Tb TDKCT.I‘.JE :,"I-'D HaﬂnHCb :
'ﬂéﬁé‘ﬁ&éuie'ﬁwé'bﬁhéﬁbs; e e

Hutepdeiic mporpamMmbl Netemul
IIpumep 1. Ctpoum cerb u3 aByx IIK u kommyTatopa
JIns HayanpHOrO 3HAKOMCTBA C MPOTPAMMON TABAaWTE MOCTPOUM MPOCTEUIIYIO JOKAJIBHYIO cemb
U TIOCMOTpPHM, Kak oHa pabotaet. Jyis 3Toro BeimosHute komauay Paiin-HoBwlil 1 Hapucyiite
CXEeMy CEeTH KakK Ha puc. 3.
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Cxema u3 aByx IIK u koHuleHTpaTopa

[Tocne pucoBanus aByx 1K u KoHIIeHTpaTOpa co3aaauM ux coeauHeHue (puc. 4).

01303

‘ |':I:I3.|'J.EITI:- EDEﬂHHEHHEi

B npouecce prcoBaHus CBs3el MEXIy yCTpoiiCTBaMH BaM MOTpeOyeTcs BHIOpATh COCTMHSIEMBIC
uHTepdelce U HaxaTh Ha KHONKY CoequHuTh(puc. Su 6).

Il ViaMuTe HaUanbHEBIE HACTPORKK ?| X|

BrifepHTe coeaHHACHEIE HHTEpdEACE!:

| D CoeaHHHTE I Q) OTHeHa

Bb160p HauanbHBIX HACTPOEK COETMHEHUS

4l

By

CoennHeHME YCTPONCTB IPOU3BENECHO
Teneps HacTpoum unmepgetic (cereByio kapty) Ha Hamux [1K ee —puc. 6 u puc. 7.

(3!

L-\.‘-g

JloGainisieM uHTepdeiic
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|
Beoaum IP anpec u macky cetu
IIpumeyanue
OOparuTe BHUMaHME: TMoclie Toro, kKak Bbel Hammmere 192.168.0.1 wmacka mosBiseTcs
apromatuyecku. llocne naxartus Ha kHOnku IIpumenutsr w OK-— nosBisgeTcs aHumanus
JBUKYIIUXCS 110 CETH MaKETOB HMHPOPMAIUH.
Bce -cemw cosnana u HacTpoeHa. Otpasnsiem nanubie no nporokony TCP (puc. 8 u puc. 9).

[ (=7
1
!

G

A
V] sthl | ~
i Wiz aaanTepa; [sho
TﬁT Mac-aapec: [01:B4:E5:74:15:37 r
Ip-aapec: we s o | |
Macka: E N R R |

Monyuenn kaapos: 0
Monyqeno nakeTos; 0
CTnpasneno Kagpos: 0
Grnpasneno naketos: 0

™ | Monyqare HacTpofi: ABToMATHEc0

J AofapnTs | @ YaanuTs | T} Cﬁpur_ms(ram:mkyl

ermmm,| For ‘ xo-r-eual

Knonka OTnpaBuTh 1aHHBIE

OTNPAEMTE AaHHLIE
[ I I

Br16op npoTtokona
Ecnu BbI T1e-TO OIIMOIUCH, TO OSABUTHCS COOTBETCTBYIOILIEE COOOIIEHHE, a €CIIH BCE BEPHO — TO
NPOM30MCT aHuMayus ABWKYIIHUXCS no cetu makeros (puc. 10).

BriBbepHTE NpoTOKON:

= upp

&+ TP

Pazmep & kHAoDanTax

e
o fanes ) OTreHa |

JIBU>KE€HUE MaKeTOB MO CETH
N eme onuH mMomeHT./loymonuanuto kaxablii [IK mmeer onHy ceTreByro KapTy, HO UX MOXET
ObITh U HecKoNbKo. J{mst Toro, utoOsl noGaButh mis [IKadanmepHyXHO MIENKHYTH Ha HEM
NpaBoil KHOMKOW MbIKM U BeIOpatbnynkmmenioUHTepdeiicsl. B pesynabrate OTKpoeTcs
creayromeeduanocosoe okno(puc. 11).
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olin
“ A

| Korientparop a

JluanoroBoe okKHO paboTHI ¢ ceTeBbIM HHTEepdeticom TTK
Haxxumaem Ha kHONKy/[00aBUTH, BHIOMpaeM TUIT HOBOTO ajantepa, HaxxkumaeM OK, u y Hac ecTh
emte oauH unmepetic. B xauectBe nmpumepa Ha puc. 12 nzodpaxen [1K, umeronuii Tpu ceTeBbIxX
KapThl.

[0 etho 1

WmA apganTepa: [etho ]

Mac-agpec: [01:24;12:0?;82:13 ]
Ip-anpec: 0 - |o - o - o
Macka: 0 -lo -lo - o

Mony4yeHo kagpos: 0
Mony4eHo nakeTos: 0
OTnpaeneHo Kagpoe: 0
OTnpaeneHo nakeTtos: 0

[ J ,qoﬁaB]{n,} | JYﬂaﬂMTb | ‘ \a CEBpOCUTE CTAaTUCTUKY |
Iy

‘ r;ﬁ? MPUMEHWUT b || ok | ‘ ‘%OTMEHB |

B stom I1K ycranosieHs! anantepsl ethO-eth3

IIpumeyanue
Kaxnpiii cereBoit mHTEepdeiic (ceTeBoil anantep) MMeeT CBOM COOCTBEHHBIM Mac-aapec. B
nporpamme Netemul B ctpoke "Mac-anpec" MOXHO 3a7aTh HOBBIN aIpec, HO 10 YMOJTYaHHIO, TTPH
CO3/1aHUM MHTepdeiica, eMy aBTOMAaTHUYECKU TPUCBAUBAETCS ATOT YHUKAIBHBII HOMED.
Heo0xoaumo camocTosiTeIbHO MOCTPOUTH ceTh u3 ABYX IIK m cBuT4a, M3y4yurs Tadaumy
KOMMYTalHH
B npuBeneHHo# B 3TOM IpuMepe cXeMe 3aMEHHUTE Xab Ha CBUTY U IIOCMOTPHUTE y HETrO TabJIUIly
kommyTaruu (puc. 13).

]

O o |Q et D eth2 |

WmA aganTepa: |emz

Mac-anpec: IDI:GS:SG:CS:AS:BI

Ip-agpec: ID . ID . ID . ID

Macrka: ID . ID . ID . ID
Mony4eHo kagpos: 0
Mony4eHo nakeTtos: 0

OTnpasneHo kaapos: 0
OTnpasneHo naxkeTos: 0

I_ Nonyyate H&CTDG“NII dBETOMaTHHECKH

& OofasuTs | i@ YaanuTs | (3 CBpocuTs CraTmchKyl

fl'lpuneHMTbl JOK_ | X OTmena |

Cxema ceTH 10 TOIOJIOTMH 3B€3/1a TOCTPOEHa
Ha pucynke:
e KpacHbIM MHAMKATOP O3HAYAET, YTO YCTPOMCTBO HE MOAKIIIOUYEHO;
e JKEITBIN - YCTPOUCTBO NOAKIKOYEHO, HO HE HACTPOCHO;
e 3€JEHBIN - 3HAaK TOT0, YTO YCTPOMCTBO MOJKIIIOYEHO, HACTPOEHO U TOTOBO K padore.
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Hror padorsl: daiin-oTuer.

IIpakTHyeckas padora Ne2
Co3nanue yuyeTHOM 3alucH B OIIEpallMOHHON cucteme. Opranu3zanus ooIero AocTymna K gainam

Leab padoThl: 3aKkpenuTh TeOpeTUYeCKre 3HaHud 1o teme 2.1, co3aarh yuetrHyro 3anuch B OC
Windows.
3ananmue: - N3yuuTh TeopeTHUeCcKnil MaTepuUa;
- JlaTh XapaKTEpPUCTUKY YYETHBIM 3aIIUCSM I10JIb30BATEIIS;
- BBINOJHUTE CO3/TaHNE U HACTPOWKY YUYETHOM 3aIlHCH;
- JlaTh xapakTepucTuky oluiemMy noctymny K dainam;
- BpimoaHuThs HaCcTPOIKY nocTymna K Qaitnam n nankam Ha [1K;
- Cpenatb BbIBOJ 00 U3BMEHEHUSX BO3MOXHOCTU CETHU MPH CO3/IaHUU
HOBBIX I10JIb30BATEIIEH;
- 3adukcupoars uHbopMaIuio B daise Ajsg oTyeTa.

Teopernyeckni MaTepuall.

YuerHas 3anuch

[Ipu ycTaHOBKE OMNEPAIMOHHOW CHCTEMBI MBI YKa3bIBA€M HMMsI KOMIIBIOTEpA, 3TO UMS U
CTAHOBUTBHCSI HA3BAHHMEM TJIABHOT'O IIOJIB30BATENII B CHCTEME, MMEIOLIEr0 BCE IpaBa, TO €CTh
IpaBa aIMUHUCTPATOPA.

Ecnu 3a koMrbproTepoM paboTaroT ele U Ipyrue Jioau, 1 Bel He XOTuTe 4TOOBI OH UMENH
MOJIHBIX MIPaB aJIMUHUCTPATOPa, TO OJAHOM yueTHoW 3anucu Bam Oyner mano. HyxHo Oyznet dzs
HO8020 NOJIb308aMeNs CO30anb HOBYIO YUemHyI0 3anich.

3axoauM B «Ilyck — IlaHesb ynpaBiaeHus».

Bribupaem BuJ mpocMOTpa Bcex mapaMeTpoB Ha «Menkue 3Hauku». M B camMoMm HH3Y
BBIOMpPAEM NYHKT «Y4eTHbIe 3allUCH M0JIb30BaTeJ1eiD.

B cnenyroniem OkHe 3aX01MM B « YIIpaBJIeHHe APYIroil YYeTHOM 3alIMChIO».

3ateM xxmeM «Co3naHne HOBOM Y4ETHO 3alIUCH.

Jlaniee HaM HYKHO BBECTH HOBOE UMS IMOJb30BaTeNs U JaTh € «OOBIYHBIN JOCTYI» WIH
«AJIMUHUCTpaTOp» B TOM CiIy4ae €CJIM XOTHM YTOOBI 3TOT MOJIB30BATENIb 00Ja/al TaKUMH e
MpaBaMU, KaK U MBI, TO €CTh UMEJ BCe MpaBa. B OONBIIMHCTBE CiTydasX PeKOMEHIYETCS UMEHHO
ucrnonb3oBath «OObIYHBIN gocTym». llocme Toro kak Bce roroBo HaxkumaeM «Co3nanue
YUYETHOM 3a1MCH.

W MBI OKa3bIBaeMCsl TaM, TJie OTOOPaKAIOTCs BCE MOJIb30BATENN U BUJIUM TaM TaK>Ke€ TOJIBKO
YTO CO3/JaHHOTO I10JIb30BATEIS.

MosxeM KIMKHYTh [0 3TOMY IOJb30BaTENI0, YTOOBI BBIIOJHUTH HEKOTOPbIE HACTPOUKH.
3/1eCh €CTh BO3MOXKHOCTh M3MEHHUTHh HMsl IOJb30BATENA, CO3JaTh JJIsI HETO IapoJib, CMEHHUTh
KapTUHKY, YJAIUTh 3alKCh.

OO0uwmii 1ocTyin

Bce xommbroTephl JOMamiHEdl CeTH JOJDKHBI HAXOIUThCS B OJHON pabodeit rpymme!
HlenkHuTe mnpaBoil KHONKOW MblIM Ha 3Hauke Kommbroorep (Moil koMmbloTep) U B
nosiBuBLIeEMCsl ciucke HaxxmuTe CBoiicTBa. [lepelinute Ha 3akianky Ums komnbrorepa. 31ech
BbI MOKETE MTOCMOTPETH MOJTHOE UMsI KOMIIbIOTEpa M HazBaHue paboueil rpynmnsl. i u3MeHeHUs
HacTpoek HaxxmutTe KHonky M3menuts mapamerpsl (M3menuts). Ecniu y Bammx KOMIIBIOTEPOB
oJlHa pabouas rpyIrmna, TO U3BMEHITh HUYETro He HY>KHO.
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[TosiBuTcs okHO CBOMCTBA CHCTEMBI U Ha 3aKianke UM KOMIBIOTEpPa HAXMUTE KHOIIKY
N3mennTs i1 u3MeHeHUs] WMEHU paboueil rpynmsl. [lomHuTe, uro Bee kKoMmnblOTepbI
JAOMAIIHEH CeTH J0JIKHbI HAXOAUTHCA B OJJHOM padoyei rpymnme!

CaoiicTea cncTemsi 23

Oononmatenono | 3awmtacuctemsl | Yaanewsid goctyn
Mg koMo TEpa OGopyaosare
— S310TCA AR
W wMeHn D3 MAN AOMENS @ "
MOXHO HSMEHUTS MR 1 NPHHBANEXHOCTL 3TOMO
KOMMSI0TEpa. MsMeriernin MOryT NOBMMATS HA SOCTYT K. v a coissiion i
ceTesim pecypcam. [ogpofisocTe o PBFICHN, -
Vms xomreoTepa
ws80
MNonmoe ums KomnsoTERa [ [T VSR—————
ws80.data ru
Dononmrensto
) [ Vswersms.. |
Asnretcr unewom
fovEna
© patoued royrns!
DATA
0K \ Omvena
| Omnvesa

[Ipn “3MeHEeHMM MMEHHM KOMIIbIOTepa WM pabodeil rpynmnbl moTpedyercs mnepesarpyska
KOMIIbIOTEpa. BBIMOIHUTE €e U 3aTeM MpoJoJDKaiTe HACTPOMKY OOIero JocTyna K mamkaMm U
(atimam.

[Tpumep coznanus obmieit cereBoii manku B OC Windows .

1. Co3paiite manky Ha aucke D:\, menkaure mo Hel mpaBoi KHOMKON MBI U HaXKMHUTE
CsoilicTBa.

pbiTh Aobaeuts B Gubnnoteky ¥ O6wwii goctyn v » =+ [ @Z

-
ms Jata namenenns Tun Pasmep

[ Ofuwan ceTegas nanka 12.03.2014 15:46 Manka ¢ dainamu

UTkpbiTh

oprblTb E HOEOM OKHE

OBwwmit goctyn »
Boccranoeute NPEXKHIO BEPCUIO
&) Ckanuposate OBLyas ceTesas nanka

[JoBaeute B Gubanotexy »
Otnpasute »

Boipesate

Kenupoeate

Cosaate apnbik
Ypanute

I'IepeumeHosa'rb

Ceoiictea N

AY

2. B nossuBmiemcs okue CBoiicTBa nepeiaute Ha BKIAAKy JlocTynm M HaXMUTE KHOIKY
OO0mmii focrym.

3. YkaxuTe ydeTHbIE 3amHCH MOJb30BaTeNeil, KOTOPHIM OyIeT MpemoCTaBieH TOCTYII.
MOoXHO €03/1aTh OTACJIBHYIO YYETHYIO 3allMCh M MCIOJIb30BaTh €€ WIM KakK B HalleM IpuMepe
MPEeIOCTaBUTh MOJHBIM JAOCTYMN (HAa YTEHHE M 3alUCh) K MANKe BCEM MOJb30BaTEIsAM JOMaIlHEH
ceru. B mone Jlo6aButh Bribepute Bee, a B cronbiie YpoBeHs pa3pemenuii ykaxure UreHue u
3ammMch I IPEIOCTaBICHMSI OJHOTO JOCTYIA. 3aTeM HaXMUTE KHONKY OO01uii 10cTyII.
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Q 23 OBwwit goctyn k daiinam

Bbx6epme nonb30BaTenen, KOTOPbIM CAEAYET OTKPbITb AOCTYN

Beeaute umsa n Haxxmute kHonky "JoBasute” Anbo ncnonesyiite CTPENKy Ana NOWCKa ONPEAENEHHOMC

NoNb30BATENSA.
v Hotaeuts
s ¥YpoeeHb paspelueHnii
2 007 Bnaaene
: 52 Bee YreHune u sannce ¥

MpoBnembt npu oTkpbiTHK oBuierc goctyna

Otmena ]

[ @OQmMﬁ Aoctyn ﬂ

4. Otkpoercsa okHO ¢ cooOmenueMm I[lamka oTkpbiTa Mjs obmero aocryna. Haxmure

KHOIIKYy I'oToBO.

5. Teneps 3aiinute B merio Ilyck > Ilanens ynpasienus > LleHTp ynpaBJ/ieHusi ceTaMu
A O0IIMM JOCTYNOM WWIHM IIEIKHUTE IO 3HAaYKy ceTeBoro noikitoueHus Ha Ilanenu 3amau
(HaxoauTCA B MPaBOM HUXKHEM yriy) u HaxmuTe LleHTp ynpaBjeHusi cersiMm M 00IIHM

JOCTYIOM.

Tekywe NoAKAKYEHHA: +y

F== (Cetb 2
Joctyn & MHTepHery

Ll,EHTp YNPaeneHWA CETAMK 1 CE-LLI,HM AOCTYNo

EM . |m & lﬂ:ilﬂ

6. B orkpeiBmiemcsi okHe LleHTp ynmpaBiieHusl ceTIMH M OOIIMM JOCTYHOM oOpaTute
BHUMAaHHE Ha TO Kakas aKTHBHAsl CE€Th MCIOJb3YETCsS Ha KOMIIbIOTEpE (B HAllEM NpPUMEpE 3TO
OOurecTBeHHAasl CeTh) U 3aTeM CJieBa HaXXMUTE Ha MI3MEHHTDH JOMOJHHUTEIbHbIE TApaMeTPhI

o0wiero gocrymna.

(o) * Bee sremsemmi namena yopsanern » LeeTp ypannern ceramas o clupms 40CTyNOM

Tn accryne Poregmer
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7. B Texymem npodusie (B HameM npuMepe 310 O0uuii npoduis) BEITIOTHUTE CIEIYIOIINE
HaCTPOMKH:

- B pasgene CereBoe oOHapy:keHHMe IOCTaBbTe (nar B mosie Bkiaw4uTh cereBoe
o0Hapy:xeHHe

- B paznene O0muii goctyn k ¢gaiiiaMm 1 npuHTEPaM nocTaBbTe ¢uiar B mosic BRIounTh
o0mmii nocTyn K ¢aiiaaM 1 NpuHTEPaM

- B pasgene Jloctynm K o0muM mamkaM TocTaBbTe (iar B mosie BriI4YuTh 001IMid
AOCTYI, 4YTOOBI ceTeBble MOJIBL30BATEJN MOIJIM YUTATH W 3aMHUCHIBATh (ailjabl B 00mIUX
NanKax v 4yTh HUXKE

- B pazgene O0muii 1ocTyn ¢ napoJbHoil 3aiuTol nocraBpTe Quiar B rnojie OTKIYNTH
001U TOCTYII ¢ MAPOJIbHOM 321U TOMN

3aTeM HaxMuTe KHONKY COXpaHUTH M3MEHEHUS

8. Ha stom Hactpoiika o6meii cereBoit marku B OC Windows 7/8 3aBepiiena.

UToOBI BOCIIOIB30BATHCS 3TOM OOIIEH ceTeBoi mamkoi, oTkpoiTe KommnbroTep, HaxxMuTe
Ha 3Ha4oK CeTb. BBl yBUANTE KOMIIBIOTEPHI B CBOEH JOMAIIHEW JIOKanbHOU ceTu. Illenknure mo
MMEHH KOMIIBIOTEpa, Ha KOTOPOM HaXOAMTCSl ceTeBas marka. Jlamee OTKporoTcs Bce oOIIme
JOCTYIIHBIE TIAIKU U IPUHTEPHI KOMIIBIOTEPA.

@Qvijﬁ » Cets » WSS0 » i v |45 ]

¥nopsagouute ¥ LleHTp ynpasnenua cetamm u obLum goctynom > v [l @

{ WsBpannoe Users oBLyan ceTeBan nanka

& 3arpyzkun O6wias nanka g O6uwyas nanka

-

=l HeaasHune mecta

Ml PaBounii cton

4 bubanotekn
B Bugeo
=] JokyMeHTbI
b= Vz06pakenus

@' Mysbika

1% Komnetotep
g,, NokaneHbin guck (C:)
@ Nokanexeni guck (E:)
= Jlokanebii guck (F:)

ca Jlokanexbiid guck (G:)

I ﬁ_l Cetb |

o6Lan ceTeean nanka (\\Wss0)

OBwyas nanka

Taxxe MoxHO 3aiiTi B MeHIo Ilyck > Beimoanuts (wu coueranue knasuim Win+R) u B
nosie OTkpoITh BBecTH \\<ums uiu |P-aapec komnboTepa>

Hror padorsl: daiin-oTyer.

IIpakTuyeckas padora Ne3
Hactpoiika nporokosioB TCP/IP B onepaliiOHHBIX CHCTEMaX.

Heabs pabGorhl: 3aKkpenuTh TeOpEeTHUECKHE 3HaHUsA Mo Teme 2.2, HactpouTh |IP azapec
KOMIIBIOTEpA.
3ananmue: - N3yuuts TeopeTnueckuii MmaTepua;

- JlaTh XapaKTepuCTHKY JIOKaJIbHOMY aJpecy KOMIBbIOTEPa;
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- DBbIMOAHUTH HACTPOWKY CETEBBIX aJPECOB B  CO3JaHHOM
KaIIbKYJISITOPE,;

- Cpenate BbIBOA 00 W3MEHEHHUSX BO3MOXXHOCTH CETH TIPH
Ha3HAYCHUH CETEBBIX a/IPECOB;

- CocTaBUTh OTUET O BBHISIBJICHHBIX KOMIIOHEHTAaX HACTPOUKH CETH U
OnucaTh NPOTOKOJIBI, MpUMEHsAeMbIE B TaHHOM [1K.

Teopernyeckuii MaTepuas.

Kaxnaprii kommeiorep B cetsx TCP/IP umeer agpeca tpex yposueii: ¢usnyeckuii (MAC-
anpec), cereBoit (IP-anpec) u cumBosbHbIH (DNS-ums).

Qu3uueckutl, UIU JOKATbHBIL adpec V3i1d, ONPENETseMbId TEXHOJOTHUEH, C IOMOIIbIO
KOTOpO# MOCTPOEHA CETh, B KOTOPYIO BXOJUT y3el. J[Jisl y3J10B, BXOIAIIUX B JIOKAJIbHBIE CETH —
sto MAC-aapec ceTeBoro ajganrtepa Wid opTa MapiipyTuszatopa, Hanpumep, 11-A0-17-3D-BC-
01. Dt ampeca Ha3HAYAIOTCS MPOW3BOAUTEIISIMA OOOPYIOBAaHUS M SIBISIOTCS YHUKAJIBHBIMU
aJpecaMu, TaK Kak YIOpPAaBIAIOTCS IMEHTpanu3oBaHo. JlJis BceX CYHIECTBYIOMIMX TEXHOJIOTHM
nokanpHbIX ceTeil MAC — aapec umeeT dopmat 6 6aifToB: ctapmme 3 OalTa - UISHTH(PUKATOP
bupmMbl mpomsBomMTENA, a Miuammue 3 OalfTa HA3HAYAIOTCS YHHUKAJIBHBIM 00pa3oM CcaMHUM
MIPOU3BOIUTEIICM.

Cemesoti, unu |P-adpec, cocrosmmii u3 4 6aiir, Hanpumep, 109.26.17.100. Dtot ampec
UCIIONIb3yeTcss Ha cereBoM ypoBHe. OH Ha3HayaeTcs aJMHHHCTPATOPOM BO  Bpems
KOH(UTYpUPOBAHUS KOMIIBIOTEPOB M MapuipyTu3atopoB. |P-aapec cocrouT u3 aByx wacteil:
HOMEpa ceTu U HoMepa y3na. Homep cetu MoxkeT ObITh BBIOpaH aIMUHUCTPATOPOM MPOU3BOJIHHO,
60 Ha3Ha4YeH o pEKOMEHIAIINH CHEIUAIBHOTO M0JIpa3/IeICHUS Internet
(NetworkInformationCenter, NIC), ecnu ceth momkHa paboTaTh Kak cocTaBHas dacTh Internet.
OO6braHO TIpoBaiAeps! ycryr Internet momydaror nuana3onsl agpecoB y noapasnenenuit NIC, a
3aTeM pacIpeielisiioT X MeX1y cBouMu aboHeHTamu. Homep y3na B mportokosie |P HazHauaeTcs
HE3aBHCHMO OT JIOKaJbHOTO aapeca y3na. [enenue |P-ampeca Ha mone HoMmepa ceTd U HOMepa
y31a - THOKOe, ¥ TPaHWIIa MEXAY dTHMHU IMOJISIMA MOXKET YCTaHABIMBATHCS MPOU3BOIBHO. Y3e
MOXET BXOJUTh B Heckosibko IP-cereil. B 3ToM ciyuae y3en J0MKeH MMETh HECKOIbKO |P-
aJIpecoB, MO YHCIY CEeTEeBBIX cBsizel. |IP-ampec xapakrepusyeT He OTAENBHBIN KOMIBIOTED WU
MapIIpyTH3aTOP, & OJJHO CETEBOE COCIMHEHUE.

Hactpoiika aapecoB mnpou3BOAWTCS B OKHE CBoicTBa o00bekTa «llogkmouenune 1o
JIOKQJIbHOW CETH», TJIe MO’KHO HalTH HHQpOpMAIKIO 0 GU3MUECKOM aJpece KOMIbIoTepa.

Co3naiite  IP-kanabkyasitop B Ta0JAMYHOM  mpoueccope s o0JeryeHusi
(¢hopMupoBaHNS MACKH MOJCETH.

1. OTKpOI/ITC TaOIMYHBIN mporieccop U chopMupyiTe TabIUILy MO CIEIyIOIIeMy MTabIoHY:

| Bl]CIDIE|FlGH[IJJ[K[L[M|[N[OJP|o|RISs][T U]V w][=]|v]|=Z]|ass[ae[ac|aD]aE]AF[AG]
1 1-fi oxreT 2-fi oxTET 3-f1 oxTeT 4-fi oxTET
2 [ omm Jololal=lalallol=lelal=lm]al=lol=lelal<alxl~lo]=Tlolal= =]~ ]~ 1=
3 ID-ceTn ID-y=na
4 | IP-anpec 1|1 |0|O|(O|O|0|OJOfO|O|jO|O|O|O|OfJO|O0fOo|OojO0|O|jO|(T1d1|1|1|1|1p2}L]|1
g [Mecarirazan 192 0 1 255
JANMMCE
5 Macka 1|1|1|1’1|1‘1|11|1|1|1|1|1|1’11111111111111000
nmogceTH
7 |fhecaTranan 255 255 255 248
JANMMCE

Jlanee neobxooumo esecmu 6 auetiku B5, J5, RS, Z5 ¢popmynvr ona nepesooa osouunozo
npeocmasnenus |P-aopeca 6 moueunyro oecamuunyro Homayuio no okmemanm.
2. Beenute B stueiikyB5¢opmyny mis npeobpazoBanus 1-ro okrera IP-agpeca B gecATHUHYIO
CHCTEMY CUUCIICHUS:
=147 2N 2+HA*2NH2+ GA*2NG 2+ FA*2NF2+E4*2NE2+D4*2ND2+C4*2~C2+B4*2"B2
3. CkomumpyiiTe BBeJCHHYIO (hopMyiy B ocTanbHbIe stueiiku (J5, R5, Z5).
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4. CamocrtosaTenbHO BBeauTe B sueiiku BS, J5, RS, Z5 dopmynsl mis npeobGpa3zoBaHus
MAcCKH TMOJCETH U3 IBOUYHOTO MPEACTABICHUS B TOYCUHYIO ACCITHIHYIO HOTAIIHIO.

Teopernyeckuii MaTepuas.

Ha koHmenTtyaapHOW MOJETH B3aMMOACHUCTBUS OTKPBITHIX cucteM OS| ocHOBaH cTek
npotokoiioB TCP/IP (TransmissionControlProtocol - npomoxon ynpaenenus nepeoauen |
InternetProtocol — Aumepnem-npomoxon), KOTOPBINA NPEIOCTABISICT PSII CTAaHAAPTOB IS CBS3H
KOMITBIOTEPOB H CETEH.

Cmexk npomokxonoe TCP/IP— [OpOMBIINIJICHHBI CTaHAApT, KOTOPBIH ITO3BOJIIET
OpraHW30BaTh CETh MacIliTaba TPEINPHUATHS W CBA3BIBATH KOMITBIOTEPHI, PAOOTAIOMIME TIOJ
YIIPaBJICHUEM Pa3JIMYHBIX OTIEPAIIHOHHBIX CUCTEM.

[Tpumenenue crexa mpoTokosaoB TCP/IP maer cienyromnue npeuMyIecTBa:

1. momnep>KUBaeTCs MOYTH BCEMH ONEPAMOHHBIMH CHUCTEMAaMU; TIOYTH BCE OONBIIHME CETH
ocHoBaubl Ha TCP/IP;
TEXHOJIOTHS TIO3BOJISIET COSAMHUTE Pa3HOPOIHBIE CHCTEMBIL;
3. HaJeXKHas, paclupseMas HWHTCTPUPOBaHHAs cpela Ha OCHOBE MOJCIU «KIUCHT —
cepBep»;
4. moyryueHue IOCTyNa K pecypcam cetu MHTepHer.

Kaxnpnii y3en TCP/IP upentudunumpoBan cBoMM JOrHdeckuMm IP-agpecoM, KOTOpPBIH
UIACHTH(PUITUPYET MOJIOKEHUE KOMITBIOTEpA B CETH TMOYTH TAKUM K€ CITOCOOOM, Kak HOMEp JioMa
UACHTU(PUIUPYET AOM Ha yJIUIE.

Peanuzatnus TCP/IP mo3Bonser y3ny TCP/IP ucnonb3oBarhk cratuueckuit IP-aapec wnn
MOJTYYUTh IP-anpec aBTOMAaTHYECKHU c TTOMOIIIBIO DHCP-cepsepa
(DynamicHostConfigurationProtocol- npomokon ounamuueckoii konghueypayuu xocma,).

JUIs TpOCTHIX CETEBHIX KOH(MUTYpaluidi, OCHOBaHHBIX Ha JOoKaibHBIX ceTsax (LAN,
LocalAreaNetwork), on mognepxuBaeT aBToMaTHueckoe HazHaueHue |P-ampecos.

[To ymo9aHUIO KOMIIBIOTEPHI KIMEHTOB, paboraromue noj ymnpaeieanem OC Windows
wim Linux, monyyaroT uHpOpManuio o Hactpoiike mpotokona TCP/IP aBromaTtwuecku oOT
ciryx061 DHCP.

Opnako naxke B ToM ciydae, ecnu B cetn jgoctyneH DHCP-cepsep, neobxommmo
Ha3HAYUThL craTtudeckuii IP-agpec I  OTAETBHBIX KOMITBIOTEPOB B ceTd. Hampumep,
KOMIIBIOTEPHI ¢ 3amnyiieHHoi ciyx00it DHCP ne moryt 6wt knmuentamu DHCP, moatomy oHu
JOJDKHBI UMETh cTaTudeckuit IP-anpec.

Ecmu cayx6a DHCP nemocrymua, moxHO Hactpouth TCP/IP mias ucnonb3oBaHus
cratudeckoro IP-anpeca.

JIis KakJoW TUIaThl CETEBOTO ajanTepa B KOMIbIOTEpe, kotopas ucmonbdyer 1CP/IP,
MOKHO ycTaHOBUTH |IP-aipec, Macky mojceTs v nutr03 Mo yMOJITYAHUIO.

Huxe ommcaHbsl mapaMeTpbl, KOTOPBIC HCIOIB3YIOTCS TPH HACTPOHKE CTaTHYECKOTO
anpeca TCP/IP.

[Tapametp Ornucanue

no

Jlornueckuit 32-0utHbIi aapec, kotopsiid uneHTHuupyer TCP/IP y3en. Kaxmoi
[UIaTe CETEBOr0 ajanTtepa B KOMIIbIOTEpPE C 3amylleHHbIM mnpotokoiom TCP/IP
HeoOxonuM yHHKanbHBINA IP-aapec, Ttakoit, kak 192.168.0.108. Kaxnawiii agpec

IP-anpec . . o
umeer naBe uvactu: ID cerm, xoTophiii uaeHTHQHUUIUPYET BCE Y3IbI B OIHOM
¢busudeckoit cetu u ID y3nma, koTopelii uaeHTUGUIUPYET y3ed B ceTu. B aToM
npumepe ID cetn — 192.168.0, u ID y31a — 108.

Macka [loncetn aenat OGOJBIIYIO CETh HA MHOXECTBO (PU3UYECKUX CETEH, COeIMHEHHBIX

HoaceTH MapiipyTuzaTopamu. Macka mojiceTH 3akpbiBaeT 4acTh |P-ampeca Tak, 4TOOBI

TCP/IP mor otimyats ID cetn ot ID y3na. [Ipu coequnenun y3mos TCP/IP, macka
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o3

YMOJIYaHHIO

MOJCETH OMNPEACISIET, T[AE HAXOAUTCS Yy3€JI MOJy4yaTels: B JIOKAUIBHOM WA
yaajneHHOW ceTu. JUIsi CBSI3M B JIOKAJbHOW CETH KOMIBIOTEPHI JOJKHBI UMETh
OJIMHAKOBYIO MAacKy IOJICETH.

[TpomMexxyTOYHOE YCTPOWCTBO B JIOKAIBHOW CETH, HA KOTOPOM XPAHSATCS CETEBBIC

o uaeHTUGUKATOPBI ApYyrux cetert npeanpustus win Murepuera. TCP/IP mockutaet
MaKeThl B yJAJICHHYIO CETh Yepe3 IUII03 10 YMOJYAHUIO (€CITM HUKAKOH Ipyrou
MapIipyT HE HACTPOCH), KOTOPHIM 3aTeM IMEPEChUIACT MAKEThI APYTHM IUTFO3aM,
MIOKa MaKeT He JOCTUTHET LT3, CBA3aHHOTO C YKa3aHHBIM aJIpecaToM.

Ecimu cepBep ¢ 3amymennoit cimyx6oii DHCP nmoctymen B cetw, OH aBTOMAaTHYECKU

npegocranisieT napopmaiuio o napamerpax T CP/IP knmuenram DHCP.

Hactpoiite crexk nporokosioB TCP/IP njist ucnoJib3oBanus cratudeckoro |P-aapeca.

o o

7.

Otkpoiite oxkHo CereBble mnoakaw4venusi (Ilyck/Ilanens ynpasnenus/Cemesvie
NOOKIIOYEHU).

BrzoBuTe cBoOMCTBAa MNOAKJIIOYEHHST MO JIOKAJbHOH ceTH. /[l 53TOro MOXHO
BOCITIOJI30BaThCSI KOHTEKCTHBIM MEHIO.

B mosiBuBImIEMCSl 1ManmoroBOoM OKHe Ha Bkiaake OQOmiue otkpoiTe coiicTBa IIpoTokona
HNurepuera TCP/IP.

[enkaute mnepekmovarens Hcenonvzosams credyrowuii |P-adpec u BBenute B
cooTBeTcTBytomMe mnois naHHeie: IP_aapec; Macky moacern; OCHOBHOM IILIIO3;
IIpeanmouutaemslii DNS.

[Ipumennte mapamerpsl kHONKOU OK.

3aKpoiiTe OKHO CBOMCTB MOJAKIIOUEHUsI KHOMKONH OK(ecau moTpedyercs, TO COTIaCUTECh
Ha Tiepe3arpys3Kky KOMIbIOTEpa).

[TpoBepbTe paboTocmocoOHOCTh cTeka mpoTokooB T CP/IP.

Hacrpoiite TCP/IP nns aBTromaTudeckoro moay4denus |P-aapeca.

No ko

Otkpoiite okHO CeTeBble MOAKJIIOYEHHUS.

Brizosute cBorictBa Iloak/I0YeHH 10 JIOKAJIbHOMN CeTH.

Ortkpoiite cBoiictBa [lporokon Unurepuera TCP/IP.

YcranoBure nepexntovarens [lonyyums |P-adpec asmomamuuecku.

3akpoiite quanoroBoe okHO CBoiicTBa: [IpoTokoa UuTepuera TCP/IP knonkoit OK.
[Ipumenute napametpsl kHOTKOU OK.

[TpoBepbTe HACTpOIKY cTeka mpoTtokosioB TCP/IP.

Hror padoTsl: daiin-oTuer.

IIpakTuyeckas padora Ne4
Pemenue nmpodaem ¢ TCP/IP.

Ieab paboThI: 3aKpEUTh TCOPETHUCCKHE 3HAHUS 110 TeMe 2.2, 3aKPETHUTh HaBBIKU 10 MPOBEPKE
pabotocnocoonoctu aapeca TCP/IP ceTeBoro KoMIbroTEpA.
3ananmue: - OTKpBITH KOMaH/IHYIO CTPOKY;

- DBBbINONHUTE JUAarHOCTUKY CT€Ka MPOTOKOJIOB C TOMOIIbIO
KOMaH/IbI Ping;

- Cpenars BeiBoJI 0 HasHaueHuu 1 CP/IP;

- CocTaBUTh OTYET O BBISBICHHBIX MPOOJIEMax MOIKIIOYCHHUS TIO
CETH.

Xox padoThlI.
1. B KOMaHAHOW CTPOKE BBEAUTE TAKYI0 KOMAHY:
ipconfig /all

19



Ha skpan Oyner BwiBeaeHus: undopmanus o6 |IP-aapece, macke mojceTd U QpuU3NUECKOM
aznpece ceteBoro aganrtepa. O0s13aTeNIbHO MPOBEPHTE MPaBMIbHOCTD |P-anpeca n macku moacery.
2. Jlis TecTupoBaHUS afanTepa KOJBIEBOTO 3aMbIKAHUS MCTIOIB3YETCs CreruanbHbId IP-

aapec 127.0.0.1. ITonpoOyiiTe OTpaBUTh HA ATOT aJpeC TECTOBBIM MAKET:
ping 127.0.0.1

Ha 9KpPaH OOJIZKHBI OBITH BBIBCJICHBI UCTBIPC CICAYIOIUX CTPOKHU:
Orser or 127.0.0.1: umcyio 6anr=32 Bpemsa<lOmc TTL=128

OtmpaBka 3ampoca Ha aapec 127.0.0.1 He mpuUBOAUT K Tepenadyd MaKeTOB JaHHBIX B
JIOKabHYI0 ceTh. Ecin komaHIa PiNg He BbIIACT MPHUBEACHHOIO BBINIC PE3ysibTaTa, TO CTEK
npoTokosi0B TCP/IP He ObLI 3arpyskeH JTOJKHBIM 00pa3oM.

3. Temepsr mompoOyiiTe OTIPABHUTH 3alpPOC Ha CBOW JIOKAIBHBIN |P-ampec, 4To Takxke He
NpUBEAET K IMepelaye MaKeTOB JAHHBIX B JIOKAJBHYIO CETh W HEOOXOJUMO ISl TPOBEPKHU
paboTOCTIOCOOHOCTH MPOrPAMMHBIX CETEBBIX MOAYJIEH (aapec naeTcs A MpUMepa):

ping 192.168.100.40

B sT0T pa3 Ha sKkpaH NOKHO OBITH BBIBEJCHO YETHIPE OTBETHBIX CTpoku. Ecim 3ampoc mo
3TOMY aJpecy 3aBepIaeTcsl OMMOKOH, a OTHpaBKa 3ampoca Ha aapec mHTepdeiica 3aMbIKaHHS
mpoma ycnemHo, To |IP-aagpec ckopee Bcero ObUI BBeIEH HemnpaBwibHO. [IpoBepbTe
mpaBUIbHOCTD HacTpoiiku TCP/IP.

4. OtmpaBbTe 3aMpocC MUTIO3Y JOKATBEHOU CETH (aAPEC, OTATH XKe, ISl IPUMEpPa):

ping 192.168.100.1

3TO0 MEpPBBI 3arpoc, MPUBOIAIIMKA K OTIPABKE MAaKETOB JaHHBIX B JIOKAJIbHYIO ceTh. 11103
JOJDKEH HAXOAMTHCS HEMOCPEACTBEHHO B JIOKATBHOU mojceTH. Eciau oTmpaBka 3ampoca K IUTI03y
3aBeplIwiach Heynadeil, HeoOXOIUMO MPOBEPUTH PAabOTOCIIOCOOHOCTh ILII03a U IMapaMeTphbl
CETEeBOT0 COCMHEHUSI.

5. OtmpaBbTe 3ampoc MO aapecy CHCTEMBI, PACTIOJI0KEHHOH 3a MpeaesaMu IIITI03a, TO €CTh

HE B JIOKAJIbHOM NOJICETH:

ping 155.236.28.48

Ecam ormpaBka 3ampoca 3aBepmiaeTcs HEyJayei, TO, CKOpEe BCEro, HaCTPOMKH IIIH03a
HEKOPPEKTHBI.

6. Ecnm Bce mpenpinyiine OTIPaBKH 3alpOCOB MPOILIH YCIEIIHO, CIEA0BATEeIbHO, TOpa
NPUCTYMaTh K MPOBEPKE CIAyXObI mpeoOpa3zoBaHuss WMeEH. Jlisg 3TOoro ¢ Komauaod ping
HE0OXO0UMO yKa3bIBaTh HE YyuCI0BOM |P-anpec, a cMMBOJIBHOE MM, UYTO MPUBEAET K OOpAIICHUIO
K (aiimny HOSTS wu cepepy DNS. Eciu kommberotepy npucBoeHo ums businka, a momeny —
microsoft.com, monago6utcst komanaa ping businka.microsoft.com.

Ecnu oTnpaBka 3ampoca 3aBepiimiack HeyAadeil, HEOOXOAMMO TMPOCMOTPETh COJIEPKUMOE
muanoroBoro okHa Network Settings > Protocols > TCP/IP na npeamer mpaBUIBHOCTH UMEHH
nomena. Kpome toro, nposepste daitn HOSTS u kondurypamuro ciyx061 DNS.

7. 3areM MOXXHO TIONBITAThCS OTIPABUTh TMAKET JIAHHBIX Ha WMS KOMITBIOTEpa,

PACIIOJIOKEHHOTO 32 MpeiesiaMU JIOKaTbHOW CeTH:

ping www.yandex.ru

Ecau 3anpoc 3aBeprimics Heyaadel, IpoBepbhTe MapaMeTphl CBSA3H C MOCTABIIMKOM YCIYT
Internet. Kctatu eciiv Hy»XHO BBISICHUTH JIaHHBIC O CaiiTe, CIICAYET MCIOJIb30BaTh cepBUc WhOIS.
Y6enurech Takke B TOM, UTO 3allpallliBACMblli KOMITBIOTEP TOJACPKUBAET pabOTy C MaKeTaMu
nanabix ICMP. B mpotuBHOM ciiydae KOMaHAy PiNg UCIOIB30BaTh O€CCMBICIIEHHO.

Hror padorsl: daiiin-oTueT (CKpUHIIOTH KOMAaHIHOW CTPOKU C KOMaHIaMH).

IIpakTuyeckas padora Ne5
MoHnTax kabenbHbIX cpen Ethernet.
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Leab padoThI: 3aKpenUTh TEOPETUUECKUE 3HAHUS IO TeMe 2.5, MpOBeCTH 00KMM BHUTOH IMaphI C
WCIIOJIb30BAHUEM CIICIIHAIILHBIX allllapaTHBIX CPEJCTB.
3ananue: - M3yuuTh TeopeTHUyeCcKui MaTepua;

- ITlpocmoTpeTs npe3eHTaluo o JaHHOU TeMe;

- OO0xatp kaOenb TUIA BUTAs Tapa AJis CO3/IaHusl MaT4-Kop/a,

- Cpenatb BBIBOJ O MPOJIEIaHHOM paboTe;

- TlpoBeputrh maty-kOpJi Ha pabOTOCHOCOOHOCTH € MOMOUIBIO

Tecrepa.
TeopeTnyecKkM MaTepHuaJl.
JUJis TOAKITIOYEHHSI KOMITBIOTEPA B KOMITBIOTEPHYIO CETh HYKEH MaT4 KOP/.
[TaT4 xKopaBl OBIBAIOT pa3HON JUIMHBI, OT OJJHOTO METpa U Oosiee OJHOTO METpa.
JllMHa TaT9 KOp/Aa 3aBUCHUT OTPACCTOSHUS MEXKITY KOMIIBIOTEPOM U KOMMYTATOPOM, HIIA MEXTY
KOMITBIOTEPOM M KOMITHIOTEPOM.
Pa3ymHas mnHa matykopaa 0 MSTH METpoB (0T KoMIbioTepa K po3erke), u 10 90 meTpoB (OT
KOMIThIOTEpPA K KOMMYTaTOpPY).
B 3aBHCHMOCTH OT TOT'O YTO MBI COSAMHIEM, M3MEHUTCS CXeMa 00’KMMa KOHIIOB BUTOH TIapFhI.
Buras mapa, oGkaras ¢ JIByX KOHIIOB U SIBIIIETCS MAaT4 KOPJOM, BBITIOJHSIOMUM (DYHKIIHIO
COCIMHEHUS KOMITbIOTEpa C KOMMYTAaTOPOM WJIM KOMITBIOTEPA C KOMITBIOTEPOM, WM JIBYX
KOMMYTATOpOB, He UMeroImux nepexitroueHus Uplink/normal.
CymectByer ABa criocoba o0kuma (pa3BoaKu):
1. Korna MbI coefiHsIeEM KOMIIBIOTEP — KOMIIBIOTEP (MU 1B KOMMYTATOpa).
2. Korpga coequHsieM KOMITBIOTEp — KOMMYTATOP.

[Topsigox oOxkuma(pa3BOAKK) MTPOBOJIOB BUTOM Maphl B pazbeMax RJ-45 3aBUCHUT OT Ha3HAUYCHUS
COCJTMHUTENBHON JTMHUH, TEXHOJIOTUU U CTaHIapTa Mepeaadyn JaHHBIX.
JIJIs KaXJ0ro CTaHgapTa MCIOJIB3YIOTCS CIEeIHAlbHbIE CXEeMbl 00KMMa Kalessi, UCIONIb3YITCS
pasznuuHble KaOenu, pa3audyHble OTPaHUYCHUS M0 JUIMHE KaOess W KOJWYECTBY COSAUHUTENEH U
KOMMYTHPYIOITUX TPUOOPOB.
s 10Base-TX u 100Base-TX ucronb3yroTcsi OpaH>KeBbIEe U 3€JI€HbIE Maphbl (KOHTAKThl 1+2 u
3+6). Cunroro ObIBaeT UCIOJIB3YIOT s TesieOHHBIX TUHUHN (KoHTakTh 4+5). /Ins 1000Base-TX
WCIIOJIB3YIOTCSI BCE YETBHIPE Mapbl KOHTAKTOB, TAKXe JIY4Ie WCIOIb30BaTh JKPAHUPOBAHYIO
BUTYIO TIApYy.
1. TIpsimoii mopsAI0K 00)KUMa BUTOM Maphl (KOMITBIOTEP — KOMMYTATOP):

1 1 |6eno-opaHxeBbiit 6eno-oparxeBbit [ 1 1
2 [ jopaHxeBbin opaHxesbit| ] 2
3 [ |6eno-3enéHbiin 6eno-zenéubit | 1 3
4 I | cuHWiA CvHvi | 4
5 (I W 6eno-cuHui Geno-cuHvi | [T 5
6 1 |3enéHbin 3enéHb |1 6
7 I W 6eno-KopU4HeBbIn 6eno-kopuyHesnivt | Il IR 7
8 EEE KOpU4HEeBbIi KopuyHesb!V | NN 8

2. TlepekpecTHbIil MOPsIOK 00XKUMa BUTOM Hapbl (KOMMyTaTop — KOMMyTaTop (06e3 ¢yHKIuu
nepexiroueHus Uplink/normal), koMnbrOTEp — KOMIIBIOTED).
Memnsiem Mmectamu Be napsl: 1-2 Ha 3-6.
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1 |6eno-opaHxesbiit 6eno-zenéubit | 1 14

1

2 [ opaHxeBbin 3enéubt | 1 2
3 [ 71 |6eno-3enéHbiin 6eno-opaHxesbii | ]
4 CUHUIA CUHUI 4
5 (1 W Geno-cuHuit 6eno-cunwﬁ{ 5
6 [ |3enéHbin opaHxeBbi | 1 6
7 M |6eno-KopUYHEBbIi 6eno-kopuyHesbiv | I Il 7
8 HEE  KOpu4HeBbIN kopuyHess! | I 8

HyxHo 00kuMaTh, cOOI0OIasi CBOKO pacKiIalKy MO IBeTaM. | J1aBHOE HE CIyTaTh MOpsaoK. Jlis
oOkuMa B KoOHHeKkTOope (paszbeme) RJ-45, wucnonp3yercs chenHalbHBIA KIOY. XOPOILIO
MOJITOTOBBTE W BRIPOBHSUTE MAphl MMPOBOJIOB, IIIOTHO BBEIUTE MyYOK MPOBOJTHUKOB B KOHHEKTOP
W 3aTeM BCE BMECTE B COOTBETCTBYIOIIEE THE30 KIIFoUa. 3aKMHUTE KIII0U, 0OKUMaTe 10 yropa,
yTOOBI KOHTAKT B RJ-450b11 HaIEKHBIM.

Hror padoThl: maTy-Kop/I.

IIpakTnuyeckas padora Ne6
[TocTpoenne oAHOPAHTOBOM CETH

[esb padoThI: OCBOCHUE YMEHHI MO MOCTPOCHUIO OJTHOPAHTOBOW JIOKAIBHON BBIYMCIUTEIBHOMN
CETH.
3aganue: - Co3parb OJHOPAHTOBYIO CETh C UCIOJIb30BAHUEM KOMMYTATOPA;
- TlomyuuTs OOCTYN K TEKCTOBOMY (haidly, pacIoiOKEHHOMY Ha
COCETHEM KOMIIBIOTEPE;
- OTBeThTE Ha KOHTPOJBHBIE BOIIPOCHI;
- 3Baduxcuposats nHbopManuio B daiie s OTYeTa.
Xoxa padoThlI.
1. Tlopkmounte 1K1 m IMIK2 k xommyratopy mnpsiMmbiM Ethernet-kaGenem B cooTBeTCTBHH CO
CXEMOMU, MPEJICTABIEHHON Ha PUCYHKE.

NG -

Topr 1 KoayTarop

’-

N

2. Onpenenute IP-anpeca 1K1 u TTIK2.
3. IIpoBeprTe mocTymHOCTh coeauHeHuss Mexay kommbiorepamu [IK1 u [IK2 ¢ momomisio
KOMaH/IbI Ping.
4. Cozpnaiite Ha pabounx ctaniusax [1K1 u [TK2 nanku nms obimero goctymna mo ceTH:
a) co3/1aiiTe Mamnky, KoTopas OyJaeT MpUMEHAThCS Ui oOMeHa HH(OopMaluei 1Mo ceTu;
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0) BBI30BUTE KOHTEKCTHOE MEHIO CO3JaHHOW Manku U BbIOepuTe MyHKT «OOIui AocTyn u
0e30IMacHOCTbY;
B) Bo Bkiazake «Jloctym» — «CeTeBoit o0mmii qocTyn u 06e30macHoCThY BbiOepuTe «OTKPHITH
001l TOCTYyI» K ATOM nanke u «Pa3pemuts u3meHeHue GailyioB o ceTuny;
') HaxMuTe KHOMKY «[IpuMeHuTHY;
1) B JAaHHOM CETEeBOI Mamnke co3/1aiTe MyCcTON TEeKCTOBBIM IOKYMEHT.
5. Ha pa6oueit cranumm 1K1 mpoBepsTe mocTynm K JOoKyMeHTaM Ha pabodeit cranumm [1K2,
BHECUTE U3MEHEHUS U COXPAHUTE:
a) B aJpecHoi cTpoke manku «Moii kommbroTep» BBeaute \ \IPTIK2 u Haxxmute «Entery;
0) HaliUTE CO3JTaHHYIO NANIKy COCETHETO KOMITBIOTEPA C OTKPBHITHIM OOILIUM JOCTYIIOM;
B) BHECUTE B MPECTABICHHBIA TEKCTOBBIN (Pailyl CBOM JINYHBIE JAaHHBIE U COXPAHUTE €TO.

KoHTtponbHBIE BOPOCHI

1. Kakast ceTb Ha3bIBaeTCsA OJHOPAHTOBOI?

2. Kakue TOmosioru MOryT UCIOJIB30BAThCS JIJIs1 IOCTPOCHHUS OJIHOTaHTOBOM ceTu?

3. Kakyio cereByro YyTHIUTY HEOOXOAMMO HCIIOIH30BaTh, YTOOBI MOJIYyYUTh WH(OpPMAIUIO O
KOH(UTypaluu CETEBOTo ajanrepa?

4, Kak MOXHO TIpOBepHTh Hanmuuue coequaenus mexay [TK1 u TTIK2?

5. UeM oTiiMyaeTCs marnka, Ajisi KOTOpO HaCTPOEH 00U JOCTYI, OT OOBIYHOM MarnKu?

6. Uro HeoOXoamMmo cnenarb, YTOOBI MOJYYHTH JOCTYIN K OTKPBITBIM pecypcaM JApyroro
KommbroTepa?

IIpakTnuyeckas padora Ne/
Hactpolika ymaneHHOro 1octyna K KOMIBIOTEDY.

eabp padoTbl: HayyuThCS YyCTaHABIMBATh YyhanéHHoe coenuHeHune c¢ [IK npu momomm
cranaapTHoi mporpammMel Windows u nporpammsr TeamViewer
3ananmue: - Bxurounte ynanennsiit pabounii ctoin Ha Bamiem [1K;
- Ortkpotite yrunury «llogkimroueHne K yAaJeHHOMY pabodemy
CTOILY»;
- YcraHoBuTe mporpamMmy TeamViewer u BBITOJHUTE IIard
COTJIACHO X0y paboTHI,
- OrtBeTbTE HA KOHTPOJBHBIE BOIIPOCHI;
- 3adukcupyiite wundopmaiuioo B (Dailie aIa oTryeTta B BHUIE
CKPHHILIOTOB BBITIOJIHEHHBIX 33JIaHUM.
Xoxa padoThI.
1. Beibepute «Ilyck > Ilapamerpsl > Cucrtema > YnpaneHHbId pabO4Mil CTOM» W BKIIOUUTE
napameTp «BxmounTs ynaneHHbld pa®ounii cTom». 3amoOMHHUTE MM KOMITBIOTEpAa B pasjeie
«Kaxk moaxmountbes k 3tomy [1K». OHO moHamobutes moszxe.
Ilpumeuanue. TlapameTp akTuBeH, ecnu y Bac yctaHoBieHa Windows 10 Pro. UtoGwr 31O
npoBeputh, nepeaute Ha «llyck > Ilapamerpsr > Cuctema > O cucteMe» WU HalaUTE
«Bpimyck».

2. Ha nokanpHOM KOoMmbtoTepe moa ynpasiennem Windows 10 B mosie morcka Ha MaHeNu 3a1a4
BBequTe «llogkimroueHne k ynaneHHoMy pabouemy crtoiy» M BblOepute «llomkmiodenue K
ynaieHHomy pabodemy cromy». B okne "[lomkmioueHwe K ymaneHHOMY pabodemy cCTody"
BBCJMTE HMMs KOMIIBIOTEPa, K KOTOPOMY HEOOXOAMMO MOJKIIOUUThCs (M3 mara 1), a 3atem
HaXMUTE KHONKY «[loAKIIOunThCS».
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3. UacTannupyiite nporpammy TeamViewer Ha KOMITBIOTEPHI.
4. 3amyctute TeamViewer Ha KOMITBIOTEPE, K KOTOPOMY BBI OYJUTE MOIKITIOYHTHCS.
5. 3anummre maHHBIE, KOTOPHIE MOSBATCS B OKHE TeamViewer Ha yJaJleHHOM KOMIIBIOTEpE B

noiisax «Bamr ID» u «ITaposby»
E-'] TeamViewer - O X

Moaknouenue  [lononanutensHo  Cnpaeka | O6patHas ceAsb CEEIMENINNGINEEY  «* Moakiounthca v

BecnnaTHan AMLEH3MA (TONBKO HEKOMMEPUECKoe MCnoib3oeaHKe) - Darya CHipishtanova

0 Bxoa B cuctemy Paapel_umb yripaeneHue yl'lpaBﬂﬂTb KOMMbHOTEPOM
Y Bac ellle HeT YYeTHOM 2a...
Baw ID ID napTHépa
«* YaanexHoe ynpaeneHue 1 627 632 067 W
= Maponeb
®, Remote Management
)
k3 87fg o YnanéuHoe ynpasneHme
e Mepenaya dannos

L KoHdepeHuma

—_J Yar [LnA HacTpoIKK aBTOHOMHOTO AOCTyMa
HeobXOAMMO cHauana yCcTaHoBWTL

% TeamViewer.
JlononHeHHan peanbHOCTh (AR)

TeamViewer
@® (o708 kK NogKaueHMio (esonacHoe coegMHeHNE)

6. AxtuBupyiite TeamViewer Ha CBOEM KOMITBIOTEPE.

7. B none ID maptHepa BBeauTe TOT KOJ, KOTOpBIH oToOpaxkancs B mnoje «Bam ID» Ha
YIaJI€EHHOM

ITK. ITpu 3TOM H0/KHA OBITH AKTHBHA KHOIKA « Y JAaJIEHHOE YIPABICHHE.

8. Haxxmute kHONIKY «IloAKIIOUUTHCS K TAPTHEPY».

9. B oTKphIBIIEMCSI OKHE BBEIUTE MAPOJIh C YAAIEHHOTO KOMIIbIOTEpa (aHHBIA KO/ 0TOOpaxkacs
B nosie «Ilaponb» Ha yaneHHOM yCTPOMCTBE).

10. ITocne BBOJA YKa3aHHOTO 3HAYCHUS B €IMHCTBEHHOE TI0JI€ OKOIIKA HAYKMHUTE KHOTIKY «BXo B
cuctemy». «Paboumii cTom» ynajleHHOro KOMIbIOTEpa OTOOpa3uUTCs B OTIEIBHOM OKOIIKE Ha
nmannom I1K.

11. Ha paGoyem cTosie yaai€HHOro KoMmbloTepa HaxkMuTe «Ilyck»— «KoMmmbroTepy.

12. lenncramnupyiite mporpammy TeamViewer Ha KOMITBIOTEpaXx.

KoHnTpoabHble Bonpockl

1. [Iporpamma TeamViewer: Ha3HaueHUE, BO3MOKHOCTH.

2. Kak B TeamViewer opranu3oBaHa nepejava ¥ KonmupoBaHue (aiioB U Mamnok?
3. Oxapakrepusyiite TeamViewer Web Connector.

Hror padoTsl: daiin-oTyer

IIpakTuyeckas padora Ne8
ObecneueHrie 0€30MaCHOCTH JOKAJIBHON CETH.
Hacrtpoiika napamerpoB 6panamayspa Ha [1K.
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Leab paGoThbl: 3aKpenuTh TEOPETUUYECKUE 3HAHUS MO TeMme 3.2, MPOBECTH HACTPOUKY
napameTpoB OpannmMayspa Ha [1K.
3ananmue: - N3yuuTe TeopeTHueckuii MaTepua;

- 3arpy3uth OC Ha BUpPTyaJbHOU MaIIUHE;

- BbINONHUTE 3aMEHY YYETHOM 3alliCH aIMUHUCTPATOPA,;

- YOpaTbh OKHO-IIPUBETCTBHUE;

- BBINOIHUTH CKAaHUPOBAaHUE MOPTOB HA BBISIBICHHUE CIA0BIX MECT;

- Hacrtpouts mapamerpsl Becrpoennoro B OC Opanamayapa;

- Hacrpours mnapamerpsl OpanHamayspa 000 aHTUBHPYCHOU

MPOTPaMMBI;
- 3adukcupoBarh nHGOpMaIKIO B daiiie AJ1I oTYeTa.
Xox padoThl.

IIar 1. MensieM y4yeTHY10 3anuch aaMuHucTparopa (Ilosib3oBaTesib AAMHHHCTPATOP €
MYCTBHIM MAPOJIEM - 3TO YA3BMMOCTB)
Yacto mnpu ycraHoBke Windows napons anMuHHCTpaTopa IYCTOH W 3THM  MOXKET
BOCIIOJNIb30BATHCS 310yMbluiienHuk. ViHade roBops, pu ycraHoBke WiNndows B aBTOMaTHYECKOM
pEeXHME C HACTPOMKaMU MO YMOJYaHHIO Mbl UMEEM I0JIb30BaTeNsl AIMUHUCTPATOP C MYCTHIM
napoJieM u moboir User moxket Boritu B Takoi [IK ¢ mpaBamu amMuHHCTpaTopa. YToOBl peIIuTh
npoOsieMy BBITIOJTHUM KOMaHAy KoMmibioTep-Ilanennb ynmpaBienue - AAMUHHCTPHUPOBAHUE -
YrpasiieHne KOMNbIOTEPOM - JIokaabHbIe Mob30BaTesn - [lonb3oBaTenn(puc. 1).

g Y¥NPSENEHHE EOMMNEHITEROM (NOKANE | Mg MonHoE HMA
=) m CywebHEIE NPOrparHe!
+ % Ofwme Nankm Frocre 3a4aTk Napons. ..
=] NokaneHeIE NONEI0EATENM
a Monez0EaTenH Bre saaan '
[ rpyane: ¥ AaNKTE
AMEMETHED YCTPOHETE MEpEHMEHOEATE
= @ 3aNOMHHEHIWHE YCTPOHCTES
g YNpAENEHHE AHCK K CBoHCTBa
+ & CyBbl M NPHADXEHNA Crpaska

Puc.1.0xHO YnpaBieHue KOMIbIOTEPOM

3/1ech MO MIETYKY IpaBOil KHOMKOW MBI HA AAMHUHUCTPATOPHI 3313 TUM aIMUHUCTPATOPY
naponw, Hanpumep, 12345. 31o mioxoit naposwv, HO Tydllle, 4eM HUYEro. Tenepb B OKHE
AJIMUHUCTPUPOBaHMe 3aiiieM B JIokaJabHYI0 mOJIMTHKY Oe30macHocTH. J[anee nuaeM no
BeTKaM JepeBa: JlokanbHbie moauTukn-Ilapamerpsl 6e30acHOCTH-YYeTHbIE 3ANIMCH:
IlepenMeHOBaHMe yUeTHOM 3anucu AIMUHHUCTPATOP(pHC.2).

@ NapaMeTpel fez0nacHoCTH MonkTHEa MapameTp Besona
#-8 NonnTikK yueTHbix s CETBBDﬁ AOCTYN: HEe PAspelaTs .. BENKYeH
=1 (& Noxanereis oy CETesoﬁ ACCTYN! HE PaspeWaTh .. OTKAKYEH

£ (8 Nonnrika ayanta [R%] Ceteroi A0cTYN: He paspeWaTE ... OTKNHYEH

: % ...Ee.. CETBBDI‘j AOCTYI MY TH B pRRCTP. .. SystemiCurrentCon
. [:l MaMHTHIH OTKPEITrD KNF CETEBDH AQCTYN paspewate ad..,  COMMAP, COMMOLD
+ [L] ManHTHIH orpaHiHeHHare CE-'TE-'BCIﬁ AOCTYM: PASPEIWATE &H.,,  COMCFG,DFSE
- g [MOMHTHEH BE30NacHoCTH | CETesoFi AOCTYN! PAspeWaTte Np...  OTKNHOYeH
Ei CHCTEMHAA KpMiTorpadkA: Mono...  OTKNKYEH
CHCTE.'MHbIE OBLEKTEE BNAAENEL ... COSAATENE OOBEK
CHCTBMHbIB OBBEKTEL WCMIMTE Pu.. BlodeH
CHCTEMHbIB OBBEKTEL WHHMTEIBAT. .,  BlntodeH

anc-ﬁc-rsa: ZENPETHTE NONEZ0E. .. OTKARYEH

}-’chDHCTBa: NOEEAEHHE MPH YCT... ¥CMEeWHaA YoT aHoE
YCTpDHCTBa: PAZpEWATE OTCTRIK, . BrAm-eH
Yl:Tp:uﬁCTBa: paspelWeHo BopMaT...  AAMHHHCTRATORE!
}-’chDHCTBa: PaspEWLMTE A0CTYM .. OTKIKYEH
}-’chDHCTBa: PASPEWMTE A0CTYM ... OTKAKHEH
}’HeTHble FEMHCH! OFPAHHHYHTE HE... Blknoded
}-"HETHble S&MHCH! [EpEHMEHOEAH, .. AAMHHHCTRATOR
TS
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Puc. 2. Haxonum B cucteMHOM peecTpe 3anuch [lepenMenoBanmne yaeTHON 3amnucu
AJIMUHUCTpATOP
3nech nmonb3oBareass AIMUHHCTpPATop 3amenuM Ha Admin(puc. 3).

CEOWCTBA: YUETHBIE 3anucH: MNepevHMeHOBaHWE ?HETHDH 3aMNKCH... il

MapatieTh AokanbHoR Ge50nacHOCTH |

YyeTHele 3anHcH: [TepeHMEHOEEHHE YUETHOM SaNHCH
A0 MUHHCTPATOPA

-

IAdmin

(] I OTtreHa | I'IpumeHuTbl

Puc. 3.I1lonp30Barento AAMUHUCTPATOp MPUCBAUBAEM HOBOE UMS

[Mepesarpyxaem OC. [Tocne HammMX JSHCTBUI y HAC MOJyYWIIach yaeTHas 3anucy Admin ¢
napoinem 12345 u npaBamu agmMuHHECTpaTopa (puc. 4).

Bce, Tenepb Mbl IMEEM T0JIb30BaTENS] AIMHHHCTPATOP C MapoJIEM, O/IHA U3 YA3BUMOCTEN
CUCTEMBI YCTPAHEHA.

IIpumeuanue

Omneparyio Mo U3MEHEHUIO UIMEHU TI0JIb30BATENs U 3a/1aHUI0 TIApOJIsi MBI TAKXKe MOTJIU ObI
BBITNOJIHUTB 0€3 UCII0JIb30BaHUSI CUCTEMHOT'O peecTpa, UCIOIb30BaB OKHOY YeTHbIE 3aliCcH

noJib3oBaTeJiei, 4To ropasio mnpoiie (puc.5).
=

\) Haza \_,J €8 oo

-
06yueHue ‘g YYETHBIE 3aNMCH NONB30

|2] Y¥UETHBIE 3aMHCH

|2] THMEBI YHETHEL: Sarkcei
£ nonesosaTensi

Bui6epute 3apaHue...

|2] MepeknHdeHHe
£ nonesosaTensi

* M3MEHEHHE YHETHOH 3arHcK
*  CO3A3HHE YHETHOH Sanmck

*  lzsMeHEHHE BX0AS NONEI0EATENSH B CHCTEMY

UAU BblGepuTe U3MEeHAEMYHO YUETHYIO
3anucb

~ Admin foet locTe
AAMHHHCTPATOP KOMNEHOTERS ¥4ETHERA 3aMMCE MOCTA
N SawmTa naponem OTKHIYEHS

Puc. 5.0xHO YueTHbIe 3anKcH N0JIb30BaTENEH

IIpumeyanue

VYuertnas 3anuck ['octh no3Bossietr BxoauTh B [1IK u paborats Ha Hem (Hanpumep, B UHTepHET)
0€e3 UCIOJIb30BaHUs CIIEMATbHO CO3TaHHON yUeTHOH 3anucH. 3anuch ['ocTh He TpedyeT BBOIA
[apoJjs ¥ M0 YMOJTYaHUIO OJIOKMPOBaHA. ['0CTh HE MOKET yCTaHAaBIMBATh WM YAAJIATh
MIPOrpaMMBbl. DTy YUETHYIO 3alIUCh MOYKHO OTKJIFOYUTh, HO HEJIb3S YIAIUTh.

Hlar 2. /le1aeM 0KHO PUBETCTBHUS MyCTHIM (YOHpaeM ysI3BHMOCTD 2)

Y Hac OKHO BXOJIa B CHCTEMY COAEPKHUT mojcka3ky Admin, nasaiite ee yoepem, cenaB OKHO
MyCThIM. /{711 Hayana B OKHE Y4eTHbIe 3allUCH N0JIb30BaTeJel )kMeM Ha KHONIKY U3meHeHue
BX0/1a M0JIb30BaTeJeil B cucteMy U yoepem ¢uiaxkok Mcnob30BaTh CTpaHUIy IPUBETCTBUS
(puc. 6upuc. 7).
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http://www.intuit.ru/EDI/12_11_13_1/tutorial/960/objects/19/files/10_05.png

2 YueTHbIE 3aNKCKH NONB30BaTENEH

@ Hasag o m Anmok
=@  Y4eTHble 3ankck NoNb3oBaTeneH
W

2] VT saniod
THiMel YuBTHSIX 3AMHCEA

@ NONs S0BATENEH
Bbibepute 3apaHue...

L?] MNepekam~esme
NaNs 30BATEAEA
® [A3MEHEHME YHETHOM 3EMHOH

*  Cozaamme yueTHOH 3anMcH

[‘ MsMeHEHIE BX0AE NONEIOBATENEA B CHETEMY j

WAU BblGepuTe H3MEHAEMYIO YUETHYHD
3anucb

Admin FocTe
AAMHHACTDATOD KOMNEKTEpS VUBTHAR 38NMCE FOCTA
SAWMTA Naponem OTKNHOHEHS

Puc. 6.0xH0 YUeTHbIE 3aIUCH MOJIL30BATENCH

§ YueTHLIE 38MHMCH NONBI0BATERER — |I:||£I
G Hazaa G) € Aowoin
PojCTBEHHDIE 381844
Boibop napameTpoB BX0Aa U BbIXOAA U3
¥NPaBnNaHHS YHETHEINH
ZAMHCAMA
CHCTEMDbI
I™ Acnomss0sate crpamayy npuseTcroma |
ﬂ NapameTpel EX0AE & OKHO NPHBETCTEAA NOIBONAET BEINONRMTE BXO4 B CACTENY NPOCTHIM WENKOM Ha Balwed
CHCTEHY YHETHOR 33MMCH. [INA NOBEILEHHA BE30N3CHOCTH MONHD OTEAKHHTE TAKYH) BOZMONHOCTE H

HIMONEZ0SETE KNACCHYEDKHA BX0A B CHOTEMY, KOTOPER TRebyeT OT NonesoeaTensi EB0AS
HIEHA B THOR Z3MHCH H NApons.

I_ HMnons3oBaTs EI:ICTPIJE NepexnrnYeHEE MO AL 30BATE e

BLICTROR NEPEKIFOSEHHE NONE30BATENS NOJBONAST BEINOAHHTE NEDEKARIYEHAE H3 YHETHYH
33MMCh APYIOro NONB30BATENA, HE 33KPEEaA paD0TaHWHE NPorpann, 33TeM, KOraa ApyT o
NOME30EETENL JAKOHIHT PABoTY, Bbl CHOMETE BbICTPO BEPHY THCA K CEOER YUETHIA ZaNHCH

CpHEHEHHE NAPANETROE | CITHEHS I

Puc. 7.Y6upaem dnaxox Mcnonb30Bath cTpaHUIly NPUBETCTBUS
Ho, 310 TonbpKO NOJ0BUHA Aena. Tenepb NOBBICUM 0€30nacHOCmb CETH €lle Ha OAHY YCIOBHYIO
CTyIeHb, ClIeNIaB 00a MOoJisi OKHA MPUBETCTBUS MyCThIMU (puc. 8).

Bxopa B Windows

' Vi

©1985-2001 ] '...‘ Profi

Kepnopaupa Mapocodr

MonesoBaTens: | User| |

Maponk: | |

[ OK J OTreHa [I'IapaMEpr|>>]

Puc. 8.06e cTpoku TaHHOTO OKHA CIEIaeM MyCThIMU
Brinmonaum komanay Ilanens ynpaB/ieHusi-AIMUHUACTPUPOBaHne — JIokaJbHbIE MOJIUTUKHA
0e3onacHoctu- JlokaabHabie mosmTuku-Ilapamerpsl 6e3onacHocTu-UHTEepaKTHBHBIN BXOA:

He 0TOOPAaKATh MOCJIeIHEr0 MMEHH MOJIb30BaTeNs. DTy 3anucb He0OX0IUMO BKIFOYUTH (pHC.
9).
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# NokanbHbie NapameTpsl GE30nacHocTs

oo peiroe B Crpseca 21
- = ol g E Q nawmanmﬁumnm|nmﬁwmnw]
@ MapameTpel BesonackocTh MonuTewa  /

MHTEpakTLEHLE BX00 B CHCTERY. HE OTOOREHATE NOCNBIHEND

H j MOMATHEH YHETHEIX 38MHC E_;quom: OrpassyeHia =

=08 Nowanseie nomMTHEN [BE)DCOM: Orparstienig
&8 Monnrika ayanTa [E¥] 2y anr: ayanT aocryr
* _j HasHAUEHE MRS Nor _:_E']Avu.nr: ayAHT Npas H.

i @ Napanepe: Gesonack [#%] 4y an: HemeansrHoE

& [ MomamsEn oTEpEITOrD KA B8 10cryn k cern: Paspe € Orcmowms

+-( Monmvikn orparsrenorc 5] 3aeepuenie patores

=8 Nomamen GesonacHocTh |

il

% Brmouwms

EE']Bnu:pLu:nm paboTE:
E'pﬂl‘HrepaKw&ihﬁ Bx08
B ]vwirepakTieneR B0
E}jl-‘HrepaK'rmﬁhﬁ Bx0g
_=_=_:i:|lfhrc|:laﬁ'rmnbﬁ Bx0d
E';:II‘HTEPBK'I‘PEHI:F! BX0J
B wrepakTienen Beog
amrepaxw&ihﬁ BXx08
Eﬂmrcpun THEHEI B0
E_';jmrepakwui B0

BE]MHTEpARTHEHER Bxoa

Puc. 9. AKTHBHpPYEM MEePEKITIOYATENh BKIIIOUYNTE
Termeps 1OCITE 3aBEPIIEHUS CeaHca noab306amens TOKEH yraaaTh He TOJIBKO napoib, HO U UMSL
noavzoeamens(puc. 10).

Bxog & Windows

Monb3oBaTenk: | |

Mapons: |

Puc. 10.06e cTpoku OKHa NPUBETCTBUSI ITYCTHI

BreisiBiIeHHE ceTeBbIX YA3BUMOCTEH cCkaHMpoBanueM noptos IIK

30YMBIIIUIEHHUKU UCTIOIB3YIOT cKaHupoBanue noptoB 1K ass Toro, 4ro0bl BOCIIOIB30BATHCS
pecypcamu ayxoro [1IK B Cetu. IIpu sTrom HeoO6xoaumo ykazats IP adpec I1K u otkpsIThHIH POIt,
K npumepy,195.34.34.30:23. Ilocne 3Toro npoucxoauT coeauHenue ¢ yaaueHubm 11K ¢
HEKOTOPOU BEPOATHOCTHIO Bxoa B 3TOT I1K.

o TCP/IP port — sT0 aapec onpeaeieHHOro cepBuca (IporpamMmbl), 3aITyIIIEHHOTO Ha
JIaHHOM KoMIibtoTepe B Internet. Kaxapiit OTKpBITHINA MOPT — MOTEHIMANIbHAS Ja3eiKa s
B3nommukoB ceteit u [IK. Hanpumep, SMTP (otnpaBka noutsr) — 25 nopt, WWW — 80
nopt, FTP —21 nopr.

o Xakepbl CKAHUPYIOT MOPTHI AJI TOT0, YTOOBI HANTH JIBIPKY (6ar) B onepanuoHHON
cucteme. [Ipumep ommbku, eciu aAIMUHUCTPATOP WIIH MOJIb30BaTeNb 11K oTKpbUT MONHBIN
JOCTYI K CETEBBIM pecypcaM i BCEX WIIM OCTaBWII ITyCTOM MapoJib Ha BXOJ K
KOMIIBIOTEP.

Opna U3 QyHKIMN aAMUHUCTpPATOpa CETH (CUCAaIMUHA) - BBISIBUTh HEJOCTATKH B
(GYHKIMOHUPOBAHUH CETH M YCTPAHUTh UX. [IJI 3TOr0 HY»KHO POCKaHUPOBAThCEMbH 3aKPHITH
(6moxupoBath) Bce HeoOs3aTeNbHBIE (OTKPBITHIE 63 HEOOXOAMMOCTH) CETeBbIE MOPTHI. Hike,
JUT IpuMepa, nipeacTasiieHsl cyx0bi TCP/IP, koTopbie MOXXHO OTKITIOUYHTH:

« finger- nony4enue uHpopMaNUK O TOITB30BATEIAX

o talk- Bo3MOXXHOCTH OOMEHa TAaHHBIMHU TI0 CETH MEXKIY IOJIb30BATEIISIMH

o bootp- mpenocrasnenue xmenTam nHGOPMAIHK O CETH

e Systat- monyueHue uHGOpPMAIIHU O CUCTEME

o netstat- momyuenue nHGOPMALIUU O CETH, TAKOM KaK TEKYIIIHE COCTUHCHHUS
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e rusersd- IMOJIYYCHHC I/IHq)OpMaHI/II/I O ITOJIB30BATCIIAX, 3aPCTUCTPUPOBAHHLBIX B JIAaHHBIN
MOMCHT

Teopernyeckuit MmaTepuaJl.

Bpanamayap («mexceTeBoi skpany, farewall) — cpencTBo 3amuThl; Mpu3BaH OrpaHUYUTH OOMEH
JNaHHBIX ¢ IHTEpHETOM NMPEUMYIIECTBEHHO JJIs CTPAXOBKH OT HETIPOIIEHHBIX TOCTEM.
Onu MOTyT OBITH BBIMIOJHEHBI B BUJIE allllapaTHOTO, TaK MPOTPAMMHOTO KOMIUIEKCA, 3allMCaHHOTO
B KOMMYTHpYIOIIee YCTPOUCTBO WM CepBep OCTyIMa (I3, XOCT U Ap).
Bpanamaysp - «nosmynpoHunaemas MeMmOpaHa», pacroyiaraeTcs MeXay 3allUIlaeMbIM
BHYTPEHHHUM CETMEHTOM CETH U BHEIIHEH CEThI0 MJIM JIPYTMMHU CETMEHTaMu ceTh VMHTepHeT u
KOHTPOJHUPYET Bce MHPOPMAIIMOHHBIEC TOTOKH BO BHYTPEHHHI CETMEHT U U3 HETO.
# nonynspuesie 6panamayspbel: Net screen 100(dupma Net screen Technologies) u Cyber Guard
Firewall (pupma Cyber Guard Corp).
Bpanamaysp BbINONHIET HEKOTOPHIE (YHKIIUU:

o (dusnyeckoe OTACICHNE BHYTPEHHEN CETU U BHEIIHUX KAHAJIOB;
MHuoroaTanHas ueHTU(UKAIHS 3aITPOCOB, OCTYHAIOIINX B CETh;
Kontpons nenoctaoctu [10 1 naHHBIX;
DKOHOMHUS aIpECHOTO MPOCTPAHCTBA CETH;
[IpoBepka MOTHOMOYMIA U MTpaB AOCTYyINA K BHYTPEHHUM PECYpPCaM CETH I0JIb30BaTeNEH;

e Peructpanus 3anpocoB K KOMIOHEHTaM BHYTPEHHEH MMOJCETH U3BHE.
Bbpannmaysp coctout us:

v/ 2 MapuIpyTu3aropa;

v OUIbTPYIOLINE MAKETHI;

v' 111503 IPUKIIAIHOTO YPOBHSL.
B HOBBIN MexKCeTEeBOM SKpaH BCTPOWIIN KypHaAT 0€30MacCHOCTH, KOTOPBIH coOupas nanusie mno IP-
azipecaM U COeIMHEHHUSM IO CETAM JIOMAIIHUM, CITyKeOHBIM, a Takke B lHTepHeTe. DTOT cepBUC
MPAaKTUYECKH HE OOHOBISLICS C MOMEHTa Bbixoja. [loaTOMy Bce HACTpOMKH KaKuX-1u00
NapamMeTpoB MNOAXOJAT KaK I CTapblX ONEPALMOHHBIX CUCTEM, TaK M JJIs HOBBIX BEpPCHUM.
Ceifuac HacTpoiiku OpaHaMay’pa MOXHO oOcymecTBiIsTh B  «lleHTpe oOecneueHus
0€30MaCHOCTHY, TOCKOJIbKY 3TOT (aiipBOI SIBJISIETCS €70 YACTHIO.
BkiirouyeHnune/oTKiI0uUeHne
Uto6bl MPOU3BOAUTH HACTPOUMKH JOCTyna OpaHIMay’pa, HYKHO MOHMMAaTh, KaK BKIIIOYATh WU
OTKJIt0YaTh ero. KoHeyHo, OTK/II0YaTh €ro He PEeKOMEHIYeTCs, MOCKOJIbKY 3TO MOCTAaBUT IOJ
BOMpoc 0Oe30macHOCTh cucTeMbl. Ho HMHOrAa OTKIIOYeHHEe HEOO0XOAMMO [UIsl TOTO, YTOOBI
aKTUBUPOBATh pabOTy aHTHBHpYCA
BonpmMHCTBO MOMOOHBIX MpOrpaMM HMMEIOT BCTPOEHHBbIM  QaiipBon. UtoObl u30exaTh
KOH(JIMKTOB C COBMECTUMOCTBIO, BCTPOEHHBIN OpaHamaya3p oTkiIoyaroT. Ecin ke ckaunBaeMbli
aHTUBUPYC HE UMeeT (alipBoia, TOT/Ia BEPCHUIO MOXKHO U OCTaBUTh. YTOOBI HaUaTh paboTy ¢ AITUM
MPOrpaMMHO-aNNapaTHbIM 37eMeHTOM CeTH HYKHO OTKPBITh ero. Kak 00bIYHO, €CTh HECKOJIBKO
croco60B. M0XHO MPOCTO BBECTH €r0 Ha3BaHHE B CTPOKY MOMCKA CUCTEMBI. Y Bac OyAeT CIHCOK
U3 HECKOJBKUX BapuaHToB. Jlydmie BeiOpath «bpanamaysp Windowsy.
[lepen Bamu MOSIBUTCS CITUCOK, B KOTOPOM HAXOAWUTCS GUPMEHHBIN (aiipBoi. OTKpoeTcss HOBOE
OKHO, TJIe ¥ MOKHO OCYIIECTBIIATh HACTPOMKHM OpaHamayspa. B neBom ctonbuke Oyner cTpoka
«OTKIIOUUTh WM BKIIOYUATH OpaHamaysp». Mmeercs BbIOOp A JoMaliHed CceTH U
obmecTBeHHOU. TyT ke JIeTKO OTKIII0YaTh YBEAOMIJICHHUS O OJOKHPOBKE MpuioxeHus. HyxHo
00s3aTeNIbHO TMOCTABUTh TaJOYKy, YTOOBI MporpaMMa TYT K€ OMOBECTHJIa Bac O BPEIOHOCHOM
YTHIINTE.
baokuposka nocryna
Hexotopsie mpobiemsl ¢ goctynoM k CeTu cBsi3aHHBIE UMEHHO ¢ OpaHamMayspoM. Bo3MoxHO BbI
He pa3oOpayiuch ¢ paboTOI aHTUBHpPYCA U 3aMPETUIIH TOCTYI K ceTu. B HacTpoiikax Opanamayspa
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MO’KHO €ro BOcCTaHOBUTh. CHOBA B JIEBOM CTOJIOMKE, IEPEXOUM IO CTPOKE «Pa3peLIUTh 3ayCK
IIPOrpaMMbl WJIM KOMIIOHEHTA Yepe3 OpaHaMaysp.

Ilepen Bammu OoTKpoeTcsi HOBOE OKHO. B HeM Oyner cnucok nporpamm, KOTOPBIM 3a0JIOKMPOBaH
win OTKpHIT AocTyn K Cetn. Hy)XHO mpOCTO MMOCTaBUTH rajlouku Tam, e 3To HeoOxoaumo. K
IpUMepy, 3[e€Ch MOXKHO HaWTu Opays3ep, KOTOpPBIH HE MEepexXOoJuT Ha CalThl M JaTh €My
paspemienue Ha 3T0. Ecinu BaM HyxHO paspemuTh goctyn kK CeTu B HacTpoMkax OpaHaMayspa
nporpamme, KOTOpPOH HET B CIHCKE, CAeNaTh 3TO HEeTpyAHo. /locTaToyHO mOj TaOIUYKOH, B
KOTOPOH €CTh YTHJIUTBI, HAUTH KHOTIKY «Pa3pemuTs apyryto nporpamMmmy». Ilocne yero nosButcs
JOTIOTHUTENBHBIN CIHUCOK MPWJIOXKEHUN, U3 KOTOPBIX MOXHO J00aBUThH ApYyroil Opaysep 1n0o
codT, KOTOpBII HY)1aeTcs B goctyne k Ceru.

[TomHuTe, yTOo yeM Ooiblie B (QaifpBosie NMOJOOHBIX pa3peIIEHHBIX MPOrpaMM, TEM MeEHee
Oe3omacHOi cTaHOBUTCS Bama pabota. [lopTel, KOTOpBIE OTKpBIBAIOTCS, IEPECTAIOT
KOHTPOJIMPOBATHCA CUCTEMOM U MOTYT IPONYCTUTh BPEJOHOCHBIE YTUJIMTHI.

Hror padoTsl: daiin-oTyer.
IpakTuueckast padora Ne9
Tecruposanue cetu TCP/IP ¢ ucrnosap30BaHHEM IUATHOCTHYECKUX YTHIIUT.

Leabp padoThl: 3aKPEIUTh TCOPETUUCCKUE 3HAHUS 1O TeMe 3.2, MPOBECTH TECTUPOBAHKE CETU C
MOMOIIBIO CIIEIUATBHBIX YTUIUT KOMaHJIHON CTPOKHU.

3ananmue: - N3yuuts TeopeTnueckuii MmaTepual;
- IIporectupoBarh pabOTOCIIOCOOHOCTH CETH C MOMOIIBIO YTHIUTHI
ping;
- TlpotectupoBaTh pabOTOCTIOCOOHOCTH CETH C MOMOIIBIO YTUIUTHI
tracert;
- Hacrpours mnapamerpsl Opanamayspa 000 aHTUBHPYCHOU
MPOTrpaMMBbl;

- 3aduxcuposats nHbOpManHio B daiie s OTYeTa.
Teopernyeckuii MaTepuas.

Hanbonee ObICTpbIM cHOCOOOM MPOBEPKH PabOTOCIIOCOOHOCTH JIOKAJIBHOW MOXXHO Ha3BaTh
cuctemHyto komanny PING, koropas mnoceutaeT cereBod 3ampoc Ha 3amaHnbii |P-adpec
KOMIIBIOTEpA, MOJTy4YaeT OTBET U BBIBOJUT OTYET Ha 3KpaH. Eciu mocnaHHbIM 3anpoc mnonydeH
00paTHO -c6:3b (PU3MUECKH CYILECTBYET, TO Ballla cemsb HACTPOEHA U paboTaeT KoppekTHo. Ecnu
K€ Ha dKpaHe Bbl yBUIUTE Haanuch "lIpeBbllieH unmepsan 0xxuaaHus 3anpoc’ - Bbl IOMYCTUIN
omuOKy 1100 B HACTPOMKaX, MO0 B MOAKIIOYCHUH KOMIBIOTEpoB. llepen 3amyckoM KOMaHJIbI
Ping HeoOX0auMO TOCMOTPETh AOCTYIHBIE KOMIBIOTEpPHI B ceTH. 3axoauM B KommbloTep u
BuIUM, ckolibko 1K noctynnsl B paboueii rpymnmne B pasaeine Cerb

JInst TOoro YTOOBI BOCIOJB30BATHCS KOMAHAOW PING, OTKPOWTE OKHO KOMAHJIHOW CTPOKH
komangoi Ilyck-Bce mnporpammbi—CtangaprHble-KoMaHaHasi CTpoKa U BBEIUTE Tam
KOMaHAy ping, ykaxute ums wi |P-adpec ynamenHoro kommbioTepa (wmm ero MMS"/>)
(puc.1).llo ymom4anuio ymuauma PiNg oTmpaBisieT 4 TMakeTa W OXKUAACT KaXKIbId OTBET B
TE€YeHHE YeThIpeX CeKyHJ. [/o yMONYaHUIO KomaHOa TOchlUIaeT naker 32 Oaiita. 3a pazmepoM
TECTOBOTO MakKeTa OTOOpa)kaeTcsi BpeMsl OTKJIMKA YAAJCHHONW CHCTEMBbl (B HalleM Ciydyae —
MeHbIe 1 MUUTUCEeKYHTBI'"/>).
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[+ KomanHan cTpoka
Microzoft Windows [Uersion 6.1.76011
¢c? Kopnopauwa Ma¥kpocoor (Microsoft Corp.>. 2009. Bce npasa 3auHweHs. [l

C:~UserssPC—1>ping PC_1

naketamd ¢ PC_1 [192.168.73.133]1 ¢ 32 saditamu paHHwx:
or 192 .168.73.133: uumcao €ant=32 pperma=1nc TTL=128
or 192 _.168.73.133: uumcao €ait=32 Bperma<inc TTL=128
ot 192.168.73.133: uumcao eanT=32 Bpema<iuc TTL=128
ot 192.168.73.133: uucao eadT=32 ppemadlinc TTL=128

CrtarucTurka Ping pan 192.168.73.133:
MNakeToB: oTnpasaAeHo = 4, noaydeHo = 4, notepaHo = 0
(¥ noTtepe?
MpUESAHZHTEABHOE BPEMA MPHEMA—MEPENAYH MC =
MunumaabHoe = [Omcex,. Makcumaavhoe 1 mcex, Cpepvee = 0 mcex

Puc. 1.ITuarosanue mammus PC_1 ¢ IP-agpecom 192.168.73.133
[Tpu HEOOXOAMMOCTH ISl 3TOM KOMaH/IbI BBl MOXKETE UCIIOIb30BATh CIEIYIOIINE TapaMeTphI:
— -t. lanHblii napamemp yka3bpIBaeT Ha TO, YTO MIPOU3BOAUTCS MPOBEPKA CBS3H C YKa3aHHBIM
Y3JI0M JI0 TIPEKPAIICHHS BPYUHYIO;
— -n. Texymwii napamemp onpeaenseT KOINISCTBO OTHpaBisieMbix ECho-3ampocos;
— -f. D1oT napamemp ycranaBmuBaer 6um "He (parmMeHTHpOBaTH' Ha ping-makere. /1o
YMOJTYaHUIO (hparMeHTaIus pa3peliaeTcs;
— -w. JlaHHBI napamemp TIO3BOJSET HACTPOUTH TaWM-ayT JJid KaXKJIOrO IaKeTa B
MUJLTUCEKYHIaX (no yMmomdanuto ycranoBineHosHauenue4000"/>);

— -a. Texymuii napamemp onpenensieT UMEHa y3JI0B 10 aJipecam;

— -l. ITpm momomm 3TOTO MapaMeTpa Bbl MOXKETE YKa3aTh pa3Mep Oydepa OTIpaBKy;

— -1. Mcrionp30BaHue NaHHOTO MapaMeTpa Mo3BOJIIET BaM 3a/1aTh CPOK KH3HH MaKeTa;

— -V. DTOT napamemp 3agaetr Taun cinyxOwel 1t IPv4 u He Bnuser Ha nore TOS B IP-

3aroJioBKe;

— -I. Texymuit napamemp 3anUCHIBAET Mapuwipym Ui yKa3aHHOTO YUCJIa MPBIKKOB;

— -S. JlanHbIi napamemp 1Mo3BOJSET OTMEYATh BPEMsI ISl YKa3aHHOTO YKCIIa MPBLKKOB;

— -J. Wcnonw3yst 3TOT napamemp, Bbl MOXETE yKa3aTh CBOOOIHBIH BBIOOp MapIipyTa 7o

CIIUCKY Y3JIOB;
— -k. [Ipr momoImu JaHHOTO TapaMeTpa Bbl MOXKETE OMPEICIIUTh KECTKHI BHIOOP MapIipyTa
10 CIIUCKY Y3JIOB;

— -R. Texymwmii napamemp mo3BOJSIET HCIOJIb30BATh 3aroJIOBOK AJiI MPOBEPKH TaKkKe U

o0paTHOT0 MapuipyTa Toibko st IPV6;

— -S. JlauHbll napamemp yKa3plBaeT UCIIOJIb3YyEeMbIN adpec UCTOYHUKA;

— -4. [lapamemp onipefensieT IPUHYAUTEIBHOE UCIIOIb30BaHuE poTokoia IP Bepcum 4;

— -6. Ilapamemp onipenensieT IpUHYAUTEIBHOE UCTIOIb30BaHue IpoTokoia IP Bepcuu 6.
Wrak, BeIIIC OBUIO TOKa3aHO, 4YTo ymuauma PiNg ucmonb3yercs B TOM cliydae, KOIJa
HEOOXOIMMO MPOBEPHUTH, MOXKET JIM KOoMnblomep NMOAKIIOUYMTECS K cetr 1CP/IP unu ceteBbiM
pecypcam. MHade roBOpsi, Mbl MUHTYEM IS TOTO, YTOOBI TPOBEPUTH, YTO OTIIPABIISIEMbIE MTAKETHI
noxozsat ao nonydarens. [IK-ornpaButens ornpasisier Echo-zanpoc, a TIK-nomyyarens, B OTBET
nomwkeH otnpaButh |CMP-coobmenue ¢ orBerom. Ecnu ynaneHHbIN komnblomep pearupyeT Ha
3anpoc Ping, TO MOJAKIYECHUE K YAaJCHHOMY KOMIbIOTEepYy pabortaer. Takxke, ymuiuma ping
BEJIET CTaTUCTUKY, U3 KOTOPOM MOHATHO, CKOJBKO IMAKETOB MOJIYYEHO, a CKOJIbKO moTepsiHo. Ho,
3TO elle HE BCe.

Ipumenenue komanabl Ping s anaau3a kavyecrsa cBsizu IIK B ceTn

JInsi TeCTUpOBaHUST KavyecTBa CBs3M 3amycTute Ping co cienyrommu napamerpamu:ping.exe -
16384 -w 500 -n 100 192.168.73.133. DOto ob6ecmeunt otmpaBky 100 3ampocoB (n)
naketamunol6xurooaium(l) wa 3amanuwiii IP adpecc wHTepBanom oxumanus otBeta B 0,5
cekyn bl (W). To ects:

L— pa3mep Oydepa oTrpaBku.
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N— guci0 OTIpaBIsAEeMBbIX 3aMPOCOB,
W—gpems oorcuoanuss oTBETA HA 3aNPOC B MILITUCEKYH/IAX,
[Tomoxmute, moka npoiayT Bce 100 makeror. OTBET noJmKeH OyAeT OBITh MPUOIH3UTEIBHO TAaKOH

(puc.2).

GalT (384 Bpenn
GANT R
cadT=16384
salT=16384
sadT=16384
saiT=16384
sadT=16384 ] 2
aiT=16384 ep TTL=128
YMHE/ A TTL=128
yuc Ao saWT=16384 B > TTL=128
yHCc A0 saWT=16384 ac TTL=128
yHCc Ao saMT=16384 TTL=128
yncao sawt=16384 spermn=1imc TTL=128
3: yuecao sadT=16384 eppenma=2nc TTL=128

|
2.1
-1
-1
2.1
2.1
|
1
-1
-1
-1
2.1
|
.16

cTuka Ping paa 192.168.73.1
KETOE: oTmpasaeHo = 100, noay 18008, notepano = 0
(D% noTepwb)
MpUEAMIHTEABHOE BPEMA NpHMEMA-—TNEPENAMM B MC:
MHunumassHoe mcex, Makcumaaswoe 1?7 ncer, Cpeanee

Puc. 2 OtBeT Ha KOMaHy PING.eXe ¢ KIrYaMu
[Ipoananu3upyem pe3yiabTaT BHITOJIHEHUS KOMAH/IbI:

e 0% mortepp — ceTh paboTaeT OTIMYHO.

o Ecmm norepu nndopmarmu cocraBunu ve 6oaee 3%, To ceTh paboTaeT XOPOIIIO.

o Ilpu motepsax 3-10% nouutn He BCE MaKEThI, HO CETh, Oiarogaps aJropuTMaM KOPPEKITNH
omnOoK, paboTaeT yAOBIETBOPUTENHHO. M3-3a HEOOXOAMMOCTH TOBTOPHOW JOCTAaBKHU
MOTEepSHHON WH(pOpMalMKM CHIKAeTcd 3(PQPeKTuBHasE CKOPOCTH pPabOThl CETU — CETh
TOPMO3HT.

o Ecium uncio morepsHHBIX akeToB mpebimaet 10-15%, To He0OX0IUMO IPUHATH MEPHI 110
ycTpaHneHuto HeucrnpaBHocTu. KauectBo cBsizu [IK HeynoBieTBOpUTENIBbHOE.

Jlanee: kak BUIUM, BpeMsl OTKJIMKA YJAJICHHOM CHUCTEMbI cpefHee 2 MCEK, a MakcumaibHoe 17
MCeK. AHANMM3UPYs OTKJIHMK 70 MIJUIUCEKYH/IaM, HaJi0 UMETh BBUIY cienytomiee. /1o cTannapry,
HOpMaJIbHOE BpeMs OTKJIMKa 16-kmimobaiiTHoro makera mist 100-merabutHoi cetn - 3-8 mc. s
10-meraburtnoii - 30-80 mc. [lomyuaercs, 4to y Hac cems paboTaeT Ha ckopoctu mopsaka 100
MOUT/CEK.

Hcnoab3oBanue yruautsl PathPing

Pathping sTo ymuauma, xotopas O3BOJSET OOHAPYXKHUTH MOTEPH MMAKETOB HA MapIIPYTE MEXIY
BalllUM KOMITHIOTEPOM M 3aJaHHbIM angpecoM IP. Tlorepu makeToB MOryT CHIIBHO TIOBJIMATH Ha
paboTy ceTH, HampuMmep, KOrja Bbl UrpaeTe B Bujaeourpy. MHaue rosops, ymuauma PathPing
OTIPABIISET MHOTOYHCICHHBIE cooOmennus ¢ Echo-3ampocom KakaoMy MapuipyTu3aropy,
KOTOPBIM HAXOJUTCS MEXJIYy HCXOJHBIM IYHKTOM M TYHKTOM Ha3HA4YeHUSs, IOCJIE 4Yero, Ha
OCHOBAaHWHU TIAKETOB, MOJIYYCHHBIX OT KAXKJIOTO M3 HHUX, BBIUMCIISACT MPOICHTHOE COOTHOIICHUE
MaKeTOB, BO3BpAIlaCMbIX B KaxkaoM mpbhkke. [lockonabky ymuauma PathPing mokasbiBaet
CTETICHb MOTEPU MAKETOB HAa KAXKJOM MapIIPyTU3aTOPE WU y3IIe, TO C €€ MOMOIIBIO BBl MOXKETE
TOYHO OTPEACTUTh MapIIPYTU3aTOPHI W Y3JIbI, HA KOTOPBIX BO3HHKAIOT cemesvie Npobiembl.
[Tpumep UCTIONB30BaHUS TaHHOW KOMaH/IbI PUBEACH Ha puC. 3.
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[+ C:\Windows\system32\cmd.exe

wft Copp.2,. 2009. Bece npasa 3amMileéHb .

Tpaccuposrka mapupyra & MARIA [192.168.1.21

c M ™ u: AoM npexxkos 30:
192.168.1.31

1 HﬂRIﬂ [192 lbs 1.21

nDﬂ.C:'-IBT CTATHCTHEM 3a: BH: aaza

Hexonnwmk yse Mapuwpy
Npuxox RTT YUrep . - Yrep . . “ fnpec
PC_D [192.168.1.3]
0/ 100 i
1 2mc 0s 100 H s 100 MARIA [192.168.1.21

T|'ldl':['_ldrlillll'i<l iaBpepueHa .

Puc. 3.Ilouck noreps makeroB Ha Mapupyte ot [IK PC_0 go I[IK MAIRIA
Urak, B cTpoke morcka Habepem CMD, uTo0bI BEI3BaTh KOMaHIHYIO CTPOKY (pHc. 4).

MporpaMmel (1)

' OZHEKOMMTECA C APYTHMKM PESYNETATAMA

I cmid Ei] 3aBepWweHe paboTel | Fl

Puc. 4.01un u3 crmoco6oB BeI3oBa komaHaHOM cTtpoku B OC Windows

Jlaniee mpou3BeIeT TpacCUpOBKY Mapipyta oT Hamiero I1K 1o monckoBoro cepsepa SAungexc (puc.

5).

=10 x|
C-1>pathping vandex.ru

oBKa mapupyra Kk vandex.ru [213.180.204.111]
YMCAOM NpuxkoB 302

ru [212.48.214.531]
98.2461
2.48.214.1021

O 00 =] O L Ll D ek

i ysea
YUrep . Otnp. Anpe
PC_0 [192.168.1.31
100 0 i

i
0/ 100 4 100 192.168.1.1
0/ 100 H
A 100 % [ 100 loll—atbb-2.natm.ru [213.148.1

/ 100 H
100 3 100 atbb-atsbb-L3-giga—core.natm.

b 100 = ; |
10O % 0/ 100D B ATS3I-TGEL-8-TTS-TGEl-4.natm.w

4
B1.@. I'I

/100 H
3nmc 0/ 100 % /100 = GUay-TGED-2 _natm.ru [78.81.0.

100 H
/100 ge—0-1-0-v1988-10g.M320-1-NOU

100 [z H
11lmc # s 100 % ael—-30g.HE960-1-HHT .nwte lecom
8.198.2461
100 i
100/ 100 =100 100D asl3Z238-—vandex.gateway.nwtele
.214.1021

TpaccupoBrKa 3aBepueHa.

Puc. 5.1Tpumep ucnons3oBanus yruiuThl Pathping
[Ipoananusupyem pe3ynbTar:

o Ilepssrit 610K MHDOPMALINK TPEACTABISAET COOON TPACCHPOBKY. BBl MOXeTe MpoImycTuTh
€ro U MEepeiTH KO BTOpOMY OJIOKY MH(OpManuu, B KOTOpOM OyAeT yKa3zaHO MPOILEHTHOE
OTHOLLIEHHUE MTOTEPh NAKETOB.

o Ecmm maketbl He TepsulMCh Ha JaHHOM MapUIpyTe€ NOJKIIOYEHHUs, TO Bbl yBuaute 0%
notepb nakeroB. Ecnu Bbl yBuanuTe 3HaueHus1, oruyatonmecs ot 0%, 3To o3HayaeT, 4To

33



Ha IyTH K HAIIUM cepBepaM Obliau notepu nakeros. [lorepu Beime 1% HaunHas ¢ nepBoro
miara, MOTyT yKa3blBaThb Ha HEKOPPEKTHYIO pabOTy y3J0B CETH WJIM MapUIPyTH3aTOPOB.
Ecnu atu yctpoiicTBa BaM JOCTYIIHBI, TO HY’KHO NONPOOOBaTh OOHOBUTH UX IPOrPaMMHOE
o0ecrieueHre WM TOJHOCTbIO 3aMEHUTh HX. MHade, 0 MOTepsX, BO3HUKIIUX IOCIE
IepBOro Imara W JO I[OCIEIHEro Iuara, ciaeayer cooOumrh BameMy MHTepHeT
MpOBANAEDY.

IIpumeyanue

Ecnmu nmocnennue crpoku ykassiBaioT Ha 100% mnortepb, TO 3TO He SBISETCA MOKa3aTeiaeMm

po0JIEMBI, a POUCXOAMT ITOTOMY, UTO CEPBEPA 3aLUIIECHBI OT HEXENATEIbHOr0 TpaduKa U aTak.

C naHHOW KOMaHJ0M Bbl MOKETE UCIIOJIB30BATh CIAEAYIOIINE TapaMETPhI:

— -0. auHblidi napamemp  OUpenensieT HCIONb30BAaHUE IapaMeTpa  CBOOOJHOM
Mapuipytuzauuu B |P-3aronmoBke ¢ HaOOpOM NPOMEXYTOUHBIX MECT Ha3HAYeHUs IS
coobrrenuit ¢ ECho-3ampocom, KOTOpeI yKa3bIBaeTCsl B CIIUCKE KOMITBIOTEPOB.

— -h. Jlanublit napamemp 3agaeT MaKCHUMalbHOE KOJIUYECTBO IEPEXOJOB HA IMyTH MPH
IIONCKE KOHEUHOI0 00BEKTA;

— -1. OTOT napamemp ykaswiBaet |P-adpec ncrounuka;

— -n. Texkymwmii napamemp TpeAOTBpallaeT MOMNBITKHA comnocTaBieHus |P-aapecos
MPOMEKYTOYHBIX MAPUIPYTHU3aTOPOB C UX MMEHAMHU, UYTO CYIIECTBEHHO YCKOPSIET 6b1600
pe3yJIbTaToB;

— -p. Ucnonw3yst naHHBIA napamemp, BBl MOXETE 3a/aThb 6peMs OMCUOAHUSL MEXKIY
MOCJIeI0BaTeIbHBIMUA TPOBEPKaMU CBSI3M, TJ€ 3HAYEHHEM 70 YMOJYaHMIO ykazaHo 250
MUJUIACEKYH/I;

— -¢. Ilpu momoum TeKyiero mnapameTpa Bbl MOXKETE YKa3aTh KOJUYECTBO COOOLIEHHH C
Echo-3ampocomM, oTrpaBieHHBIX Ka)XI0OMy MapIIpyTH3aTopy myTH (no ymomdanuto - 100);

— -W. JlaHHBII napamemp ONpENeNsieT epems oxcudanus s momydeHus Echo-oreeros
npotokona ICMP wmm ICMP-coobmennii 06 nWCTEYeHWH BPEMEHHM B MHJUTUCEKYH[aX,
KOTOpBIC COOTBETCTBYIOT JIaHHOMY cooOmienuto Echo-3amnpoca. 3nauenue no ymomuanuto
4 cexyH/pl;

— -4. [lapamemp onipenensieT NpUHYAUTEIbHOE UCIIOIb30BaHUE poTokoia IP Bepcun 4;

— -6. [lapamemp onpenenser NpUHYIUTEIBHOE UCIIOIb30BaHUE NpoTokona |P Bepcun 6.

Komannalpconfig

Komanoa IPCONFIG ucnons3yercs s 0TOOpaxeHus TeKyIux HacTpoek rnpotokona TCP/IP u
s OOHOBJIGHHS ~ HEKOTOPBIX  IapaMeTpoB,  3aJaBacMbIX  IPH  aBTOMATHYECKOM
KOH(UTYpUPOBAHUM  CETEBbIX HHTEeppEHcOB NpU HCHoib30BaHUM mpoTokoida DHCP.
[Ipenmnonoxum, 4To y HAC UMEETCsIcems, n300pakeHHasi Ha-puc. 6.

=loix|

(€] R - e - = 8 [ o e (5]

FropeAGete T LT s ceTme: s o SCTION  FCTRMomA rpuTeg  [lofamre Becpossance porpoiicres 1D v w

[ P

ow| @ | C T
Puc. 6.HeGonpias nokanpHas ceTh
Beimonnnum komanay komanzoi Ipconfig ua PC_2 (puc. 7).
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T, Agmmanct patop: C\Windows\system32 \cmd.exe
soft Windows [Uer -PeDnl
Kopnopauwa Madkpoc (Microsoft Corp.>. 2009. Boe npaBa 3 auMUEHb .

Cisls adimivripconfig

tona IP nan Windows

IPvG-appec wanana . . . = 10 :226:283cx11

TyHHeAbHwH apantep isatap.localdomain:

Cpena nepenayvM HepocTYnHa.
: local i

3 : 204 :0:
s [Pub-appec wamasa . . . =

Puc. 70To6paxenne nmapamerpo TCP/IP-ipoTokona komanmoit Ipconfig
W3 oTueTa Mbl BUJIUM TaKyI0 HHGOPMAITHIO:
o DNS-cybhdurc noakmouenus - localdomain (13 HacTpoek ceTEBOI0 MOIKIFOUCHHS)
o Jlokanpnbiid IPV6-anpec kanana - nokanpHbld IPV6 anpec, eciam HCONb3yeTCs aapecarus
IPv6
o IPv4-anpec - ucnonpzyemslii 17151 janHoro aganrepa IPv4 —anpec
e Macka nojaceru - 255.255.225.0
o OcHoBHOH 103 - |P-agpec MapmpytusaTopa, MCIONIB3yeMOTO B KAauyecTBE MUII03a TI0

YMOJTYaHUIO.

IIpumeyanue

Tyuuensnsii amantep isatap.localdomain sro smymsamus IPV6 B cetsax IPV4. ISATAP (Intra-
SiteAutomaticTunnelAddressingProtocol) — IIpoTokon aBTOMAaTWYeCKOW BHYTPH CaHTOBOM

ajJipecariuy TyHHEJICH, TO3BOJISIOMNN TIepeaBaTh MeK Iy ceTssimu IPV6 maketsr uepes cetu |IPv4
Kaoun komanabI:

— [all Omobpasicernue nonHON MHPOPMAIIMK 1O BCEM aJlalITepaM.

— [release [amanrtep] Omnpaska cooowenus DHCPRELEASE cepsepy DHCP  mns
ocBoOokeHusl Tekyuen konpurypauun DHCP u ynanenust kondurypauuu IP-agpecos
JUIS BCEX aJIalTepoB (€CIM adanmep HE 3aJaH) WK JJIS 3aJJaHHOTO ajanrtepa. DTOT Koy
otkimoyaer mpotokosn TCP/IP mis amantepoB, HACTPOCHHBIX IS aBTOMATHYECKOTO
nonydenus |P-anpecos.

— [renew [amantep] OOGHoBacHuMe IP-aapeca i omnpenenéHHOro agamnTepa WIH €CIIH
aoanmep He 3aJaH, TO JUIs BceX. JJOCTYIMHO TOJNBKO MpPU HACTPOCHHOM aBTOMAaTUYECKOM
nonyyeHnuu IP-aapecos.

— [flushdns Ouunmenne DNS xamma.

— [registerdns OGHOBNICHHE Bcex 3ape3epBupoBaHHBIX anpecoB DHCP u mepepeructpanus
nmen DNS.

— [displaydns Omobpascenue conepsxxumoro k3ma DNS.

— [showclassid aoanmep Omobpascenue xona knacca DHCP ans ykasanHoro amanrepa.
JIOCTYITHO TOJIBKO MPH HACTPOCHHOM aBTOMAaTHYECKUM TojyueHrueM |P-anpecos.

— [setclassid amanTep [kon_kmacca] M3menenne kona kiacca DHCP. JlocTynHO TOABKO TpH
HacCTPOEHHOM aBTOMAaTUYECKUM MosryueHuem |P-aapecos.

— [? Cnpaska. TCP/IP: 3nauenus IP agpeca, Macku 1 IITIO3A.

Komanaa BrIBOIA CICKA KOMIILIOTEPOB padoueii rpynnbl Netview
B xomangHO# cTpoke BBeaWTe KOMaHIy NEtVIEW, ¥ BBl YBHAWUTE CNUCOK KOMIIBIOTEPOB CBOCH
paboueii rpymis (puc. 8).
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[E] c\Windows\system32\cmd.exe
Microsoft Windows [Uersion 6.1.76011
(c? Kopnopauuna Madkpocootr (Microsoft Corp.),. 200%. Bce npaBa 3AWMUEHH . [N

C:sUsers \PC—1>net view
JameTkH

PC_DO
Uladimir

KoMaHpa BwNoAHEHA YCNewHo -

C:xlUsers PC—1>_

Puc. 8.B paboueii rpynme umeercs 4 [1K
TpaccupoBka
Tracert— »To cinyxeOHas KOMIBIOTEPHAsl npozpamma, TpeAHA3HAUEHHAsl IJI1 OIpeaeseHus
MapIIpyTOB ClieioBaHus JaHHBIX B ceTsix 1CP/IP. [lpoepamma tracert BBIIONHSET OTIPABKY
JaHHBIX YKa3aHHOMY Y3]Iy CETH, HpPU ITOM OTOOpa)kas CBEJEHHUS O BCEX MPOMEKYTOUYHBIX
MapIIpyTH3aTOpax, 4epe3 KOTOphle MPOIUIM MaHHbIE HA MYyTH K IENeBOMYy y31y. B cmyuae
po0JieM MpH JOCTABKE JAHHBIX O KAKOTO-IMOO y371a npozpamma TMO3BOJSIET ONpPENEIUTh, Ha
KaKOM UMEHHO y4aCTKE CETH BO3HUKIIM HEIMOJIAKH.
3anyck mporpaMMbl POU3BOIUTCS U3 KOMAHAHON CTPOKHU. J[J1s1 3TOTO BBI JOJIKHBI BOWTH B HEE.
Jlnst onepanmonHor cuctembl WIindOws cymiecTByeT HECKOJIBKO CITOCOOOB 3allycka KOMaHIHOW
CTPOKH:

1. Coueranme wraBum Win (kaomka ¢ soroturniom Windows) + R (10mkHBI OBITH Ha)KaThl

oxHoBpeMeHHO) — B rpade "OtkpriTh" Hanucats "cmd™ u Haxkath OK.

2. Ilyck — Bce nporpammbl— Crangaptabie — KoMaHHas cTpoka.
B oTkpriBIIeMcst okHe MBI HanuIem tracert ya.ru. [lpunnun geiicTBust 3TOM MPOrpamMMbl CXOXK €
MPUHIIUTIOM JIEHCTBUS TporpamMmbl Ping. Komanoa OTHpaBISICT HA cepéep TAHHBIC U TIPH 3TOM
buKCHUpyeT Bce MPOMEKYTOUYHBIE MapIIPyTH3aTOPHI, Ye€pe3 KOTOPBIE MPOXOIAT 3TH JaHHBIC HA
MyTH K cepBepy (1ieneBomy y3iy). Ecnm npu gocTaBke JaHHBIX 10 OJTHOTO M3 Y3JI0B MPOUCXOIUT
npobnema, npoepamma ONpeAeNsieT y4yacTOK CETH, Ha KOTOPOM BO3HHUKIM HENoyafku. Bpewms
OTKJTMKa TIOKa3bIBAET 3arPy’KEHHOCTh KaHajla. A BOT €CJIM BMECTO BPEMEHHU OTKIIMKA BbI BUIUTE
Haanuch "'llpeBbllIeH MHTEPBAJI OKUAAHUA IS 3ampoca’, 53TO 3HAYUT, YTO HA JAHHOM Y3J1€
CBSI3U IIPOUCXOJUT MOTEPS JaHHBIX, @ 3HAUUT, MpoOIeMa UMEHHO B HEM —puc. 9.

=101 x|

s S PC-1 2t racert ya.ru

Ipaccupoerka mapupyra ¥ va.ru [87.250.250.31
C MAKCHMAAbHBM YHCAOM NpexEos J0:
e 192.168.1.1

M

ne 2 mz atbhb-a
ns

3 ms

4 ms

.214.531

7 10 ms ? ms ? ms K?60-1-MMT .nwte lecom.ra [212.48

{1 {1

4 ms 8 1 msg loO-até
L] 2 2

4

il ms 9 ms ? ms yandex.gateway.nwte lecom. ru

* »* *® > HHTEpPBAA OMHAAHWA Fanpoca.

16 ms 5 : ' .36

I'J ACCHpOBKA aApepuena.

G:vllserssPC—1 3>
Puc. 9.Ipumep TpaccupoBku JoMeHa Ya.ru
ITapametpsl komaHb tracert:
— -d He onpenensaTh TOMEHHBIC HIMEHA MapIIPyTH3aTOPOB
—  -h <smauenue-> YCTaHOBUTH MaKCUMAaJIbHOE KOJINYECTBO IICPEXO0I0B

— -W <3Hauenue> yCTaHOBUTb MaKCUMAJIbHOE 8pemMsl 04CUOAHUs OTBETA (B MMJUIUCEKYH/1ax )
Wrak, TpaccupoBKa MapuipyTa IMOMOTaeT ONpeAeTuTh NpobmemMHBbIA y3en. Ecnm  naHHble
OPOXOASAT HOpPManbHO M '"cTomopsATcs" Ha caMOM IIyHKTE Ha3HaueHus, TO mpoliema
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http://www.intuit.ru/EDI/12_11_13_1/tutorial/960/objects/31/files/16_10.png

JecTBUTENbHO ¢ caiitoM. Eciam TpaccupoBka mapiupyTa npekpamiaercss Ha cepeiMHe MyTH, TO
npoOieMa B OJIHOM U3 MPOMEXYTOUHBIX MapHIpyTU3aTopoB. Eciu NpoxokJeHHE MaKeTOB
MpEeKpalaeTcs B MpeAesiax CeTH Ballero mpopaiiepa — TO U MpoOJeMy HYXHO peliarh "Ha
MecTHOM ypoBHe". IlomyTHO XoudeTcs OTMETHUTb, 4YTO npocpamma pabdoTaeT TOJIbKO B
HaIPaBJICHUH OT UCTOYHUKA MAKETOB U SABJIAETCS BEChbMa I'pyObIM HHCTPYMEHTOM JIJIsl BBISIBJICHUS
HEMOJIaJIOK B CETH.
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4. AHOOPMALIMNOHHOE OBECHHEHEHUE IPAKTUYECKUX PABOT

OcCHOBHBbIE HCTOYHHUKH:

Ol1. bapunor B.B.. KommbroTepHsie ceTr : y4eOHHK IS CTYA. YUpexKACHUN cpel. mpod.
obpazoBanus / B.B. bapunos, .B. bapunos, A.B. Ilponerapckuii, A.H. [IpiibkuH.
— 2-e u3., crep. — M. :M3narenbckuit ieHTp «Akaaemus», 2019. — 192 ¢

0O2. bapanunkoB A.W.. Opranuzaius ceTeBOro aIMUHUCTPUPOBAHUS : YUEOHUK ISl CTY/.
yapexaeHuii cpen. npod. ob6pazoBanus / A.W. bapanuukos, II.A. bapaHuukos,
A.IO. I'poMoB. — 2-e u3n., crep. — M. : U3natensckuil nieHTp «Akagemus», 2018.
— 320 c.

O3. 3BepeBa B.II. CompoBoxkiaeHue u OOCTY)KHMBAHHE MPOrPAMMHOIO OOECIeYeHUs
KOMITBIOTEPHBIX CUCTEM: YUSOHUK IS CTY/l. YUPESXKICHUM cpel. nmpod. oOpazoBaHus /
B.II. 3BepeBa, A.H. HazapoB —M. : U3natenbckuii neHtp «Axagemus», 20. — 256
C.

JlomoJiHUTEIbHbIE MCTOYHUKM:

1. ITeckoBa C.A., Ky3sun A.B., BoakoB A.H.. Cetu um TeneKOMMyHHKAIUU. —
Mocksa: m3a. «Axkagemus», 2011 — 352c¢.

2. Cwmensuckuit P.JI.. Komnerotepusie cetu B 2 1. Tom 1: Cucremsl nepenauu
IAHHBIX. — MOCKBAa: N31aTEIbCTBO «AKazemMus», 2011 - 304 c.

3. Cwmensuckuit P.JI.. Komnbetorepusie cetn B 2 1. Tom 2: Cetn 9BM. — Mockaa:
U31aTeIbCTBO «AKagemus», 2011 - 240 c.

JJIeKTPOHHBbIE U31aHUA (3JIEKTPOHHBIE PecypChl)
1. VcrpoiictBo kommbioTepa: @opma goctyma: http://www.ustroistvo-pk.ru
2. Kypc «BBenenue B cereBbie TexHOOTMN» ®opma nocryna: http://www.netacad.com
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5. JUCT U3MEHEHUH U JIONTOJHEHUMN, BHECEHHBIX B
METO/INYECKHUE YKA3AHUA

Ne usmeHnenmsi, 1aTa BHeceHUs , Ne CTPaAaHUIbI ¢ U3MEHEHUEM

BbeL10 CraJuo

OcHoBanue:

Iloanucek JIUIA, BHECHICIrO U3MCHCHUSA
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