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1.IHIOACHUTEJBHASA 3AIINCKA

MeToauyeckue yka3aHHs MO BBIOJHEHUIO MPAKTHUECKUX (J1a00paToOpHBIX) padboT
no yuyebHoi gucuumiuHe «KoMmnbloTepHble ceTH» TNpeJHA3HAUYECHbI IJI1 CTYACHTOB
cnequaibHocTd  09.02.07 HHpopManHOHHBIE CHCTEeMbl W NPOrpaMMHpPOBaHHE
COCTaBJIEHbl B COOTBETCTBUU C paboueid mporpammoil aucuumiuHbl «KoMnbloTepHble
CeTH» U HAIIPABJICHbI HA TOCTW)KCHHE CICAYIOIIMX LETIEeH:

- (dopMupoBaHHE Y OOy4aroUIMXcs MPEACTABICHUN O pPOJIM KOMIBIOTEPHBIX
ceTell B ”HQOpPMATHKE;

- dbopMupoBanue y OOy4arOUMXcsd YMEHHH OCYLIECTBISTh TIOHCK U
ucroiip3oBanue wuHpopmanmu, HeoOXoauMoN 1 A(P(PEKTUBHOTO  BBITIOJHEHUS
npodecCHoHaNBHBIX 33724, TPO(HEeCCHOHATBHOTO U TUYHOCTHOTO Pa3BUTHS;

- pa3BUTHE y 00yUaIOUINXCS T03HABATEIbHBIX HHTEPECOB, NHTEIIEKTYyaJIbHbIX
Y TBOPYECKHUX CIIOCOOHOCTEN MPU U3yUYEHUU TUCLUIUIMHBI;

- npuodpeTeHre OO0y4YaroIMMUCS TNPAKTUYECKUX HAaBBIKOB HCIOJb30BaHUS
BO3MO>KHOCTEN KOMITBIOTEPHBIX CETEN B MPO(HECCHOHAIBHOM IEATENBHOCTH.

MeToauyeckue yka3zaHus SIBISIFOTCSI YaCThIO yU4EOHO-METOMUECKOT0 KOMILIEKCa 110
mucuuiuiiee KoMnbloTepHble CeTH W COAEPXKAT 3aJaHUsl, YKa3aHUs TEOPETHYECKOIO
MUHUMYMa, TaOmuipl, cxembl. [lepen BBIMOTHEHHEM MPAKTUUYECKOW pPaOOTHI KaxabId
CTYJEHT 00s513aH MOKa3aTh CBOIO TOTOBHOCTD K BBIIOJIHEHUIO PAOOTHI: MPOUTH MHCTPYKTAXK
no Th mpu pabote 3a IIK, orBeTuThs Ha Bompochl. Ilo okoHYaHHIO PabOTHI CTYIEHT
oopmIsieT (hana-0TYET, 3aIHIIaeT PadboTy.

B pesynbrare BBIMOIHEHUS MOJHOTO 00beMa MPAKTUIECKUX PabOT CTYJAEHT AOJKEH
yMeTh:

- OpraHU30BBIBATH U KOHPUT'YPUPOBATh KOMIIbIOTEPHBIE CETH;
- CTPOWTH U AHAIM3UPOBATH MOJEIHA KOMIIBIOTEPHBIX CETEH;
- 9(¢(}eKTUBHO MHCMNONb30BaTh AaNIapaTHble M  [POrpPaMMHBIE  KOMIIOHEHTBI

KOMITBIOTEPHBIX CETEW IPU PEIICHUH Pa3INYHbIX 33]1a4;

- BBINOJHATH CXEMBI M YEPTEXKH 110 CIIEHUAIBHOCTH C UCIIOJIb30BAHUEM IIPUKIIAAHBIX

IIPOrpaMMHBIX CPEJCTB;

- paboTaThb C MPOTOKOJAMH pa3HBIX YPOBHEW (Ha MpHUMEpe KOHKPETHOTO CTeKa
npotokosos: TCP/IP, IPX/SPX);

- yYCTaHaBIMBAThb U HaCTPaUBaTh [apaMETPbl IPOTOKOJIOB;

- MPOBEPATH NPABUIBHOCTD MEPEAAYN JAHHBIX;

- 0OHapy>XKuBaTh U YCTPAHATH OIIMOKU MPH Mepeaaye TaHHBIX.

HpI/I IMPOBCACHNH ITPAKTHYCCKHX pa60T MNPUMCHAIOTCA CICAYIOIIUME TCXHOJOIMU H
MCTO/bI O6Y‘ICHI/IH:

1. POOIEMHO-TTIOMCKOBBIX TEXHOJIOT U
2. TECTOBBIE TEXHOJIOTHH
3. UH(OPMAIMOHHO-KOMMYHHUKAI[MOHHbIE TEXHOJIOTUU

IIpaBuiia BbINOJHEHHS PAKTHYECKUX PadoT:

1. BaumarenbHO mpocyliaiTe MHCTPYKTaX MO TEXHHUKE 0€30MacHOCTH, MpaBUia
MOBE/ICHUS B KaOMHEeTe UHDOPMATUKH.

2. 3anoMHHTE TOPSAOK MPOBENCHUS MPAKTHUECKUX paboT, MpaBuiia UX 0POPMIICHUS.

N3yuuTe TeOpEeTUYECKHE aCIIEKThI TPAKTUYECKON pabOThI

(O8]



4. BeimonHuTe 3aaHKS MPAKTUYECKONU PabOTHI.
5. Odopmure otuet B Buje (haiina.
@aiin - MOMMEHOBAHHAs COBOKYNHOCTb OJHOTHUIIHBIX JAaHHBIX, XPAHALIMXCS Ha
BHEIIHEM HOCUTEJIE IO OJJTHUM UMEHEM.
Crpykrypa u opopmiienune
1. TuTynbHBINA JUCT;
2. JIucTuHT mporpaMMbl, CKpUHIIIOTHI DKpaHa, OMUucaHue NeucTBui (s daiina);
3. IlepeyeHb OCHOBHBIX HACTPOEK.
4. 3axmodeHue (MOABOJATCS UTOTH, U AaeTcsl 0OOOUIEHHBIN BBIBOJ XOAY pean3aluu
IPOrpaMMmBbl, JAIOTCS PEKOMEHIAINN ).

TpeGoBanus k paGouemy mMecTy:

1. KomnuectBo [19BM, HeoOxommmbix miis ocHamieHusi jgabopatopun «lIporpammuoro
oOecrieueHUsT W COMPOBOXKICHUS KOMIBIOTEPHBIX CHCTEM», pacCuMTaHa Ha KaXKIOTO
oOyyJarorierocs.

2. B coctaB nmaGoparopun BKIIOYEHA OJTHA MAITMHA TSI IPETIOAABATENS C COOTBETCTBYIOITUM
nepudepuitHBIM 000PYI0OBAHUEM, MYIbTUMEIUHHBIM MPOEKTOPOM U SKPAHOM.

Kpurepuu ouneHku:
Ouenku «5» (OTJIIMYHO) 3aCITy’KMBAET CTYIEHT, OOHAPYKUBIIMN MPU BBHIMOTHEHUU
3a/laHUil BCECTOPOHHEE, CUCTEMATUYECKOE U ITyOOKOE 3HAHHE Y4eOHO-NPOrPaMMHOTO
MaTepHaia, y4eHusi CBOOOIHO BBIMOJHATH MPO(decCHuOHaNbHBIE 3a7a4l C BCECTOPOHHUM
TBOPYECKUM MOAXOJ0M, OOHAPYKMBIIMI MO3HAHUS C HUCIOJIb30BAHUEM OCHOBHOWU U
JOTIOJIHUTEIIBHOW ~ JIMTEpATypbl, PEKOMEHIOBAHHOW  IIPOTPaMMOW,  yCBOMBILIHMU
B3aMMOCBSI3b U3YYAEMbIX U U3YUEHHBIX TUCIUTUINH B UX 3HAYCHUU IS MPUOOpETaeMOn
CIEIUATBFHOCTH, TPOSBHUBIIHMI TBOPUYECKHE CITIOCOOHOCTH B TIOHMMAaHWH, U3JIOKCHUH U
WCTOJB30BAaHUU  Y4E€OHO-IPOTPAaMMHOTO  MaTepualia,  MNPOSBUBIIAA  BBICOKHI
npodeccuoHanu3M, HWHAMBUIYAJIbHOCTh B PEIICHUWU TIOCTaBICHHOW mepen cobOoit
3a/1a4u, MPOSIBUBLINN HEOPAUHAPHOCTH MIPHU BHITIOJIHEHUU MTPAKTUUYECKUX 3aIaHUM.
OueHkn «4» (Xopoiio) 3aciyXKUBaeT CTYACHT, OOHAPYXUBIIMK TPHU BBIMOJHEHUH
3aJlaHUi TOJHOE 3HAHUE y4eOHO-MPOrPaMMHOI0 MaTepuasa, YCIElHO BIMOJHSAIOMNN
npodeccuoHanbHy0 3aa4y WIM TPOOJIEMHYI0 CHUTYallMI0, YCBOMBIIMI OCHOBHYIO
JUTEpPaTypy, PEKOMEHIOBAHHYIO B IMpPOrpamMMme, I[OKa3aBIIMM CHUCTEMAaTUYECKUI
XapakTep 3HAaHWW, YMEHWA W HABBIKOB IIPU BBINOJHEHUH TEOPETUYECKUX H
NPAaKTUYECKUX 33JaHUI N0 TUCHUIUIMHE «KOMITBIOTEPHBIE CETIY.
Ouenkn «3» (YI0BJETBOPUTEIBLHO) 3aCIY)KUBAET CTYJICHT, OOHAPYXMBIIUN TMpH
BBITIOJITHCHUH TPAKTUUECKUX W TEOPETUUYECKUX 3aJaHUN 3HAHHUS OCHOBHOTO Y4eOHO-
MPOTPaMMHOTO MaTepuajiia B o0beMe, HEOOXOIUMOM I JallbHEeWIIed ydeOHOW u
MpOoECCUOHATIEHON  NIeSITEIbHOCTH, CIPABISIONIMIACS C BBINIOJHCHUEM 3aJIaHUMA,
MPEAYCMOTPEHHBIX MPOTPAMMOM, JOMYCTUBIINKA MOTPEIIHOCTA B OTBETE MPHU 3aIIUTE U
BBIIIOJTHEHUH TEOPETUYECKUX W  MPAKTUYECKUX  3aJlaHuil, HO  OOJaJarolinii
HEOOXOAMMBIMH 3HAHUSIMU JJISI UX YCTPAHEHUs IOJ PYKOBOJICTBOM IPEINOaaBaTels,
OPOSIBUBIIMI  KaKylO-TO JOJIO TBOPYECTBA M HMHAWBHUIYAJIbHOCTh B PEIICHHUU
MIOCTABJICHHBIX 33/1a4.
OueHkn «2» (Heyd0BJIETBOPHUTEJIBLHO) 3aCIy)KHUBAET CTYJCHT, OOHAPYKUBIIUN MpH



BBITIOJTHEHUH TPAKTUYECKUX M TEOPETHYECKUX 3aJaHuil MpoOJeMbl B 3HAHUAX
OCHOBHOTO y4eOHOTO MaTepHasia, JOMyCTUBIINI OCHOBHbIC MPUHLUIUAIBHBIE OIIMOKH
B BBINIOJIHEHUH 3a/IaHUSI UM CUTYaTUBHOM 3aJ1auM, KOTOPYIO OH ejall Obl pEeIIUTh WU
IIPEUVIOKUTh BAapUAHThl PELICHHs,, KOTOPBIM HE MNPOSABUI TBOPYECKOTO NOAXOAA,
VHUBUIYAIBHOCTH.

B cooTBeTcTBHM C y4€OHBIM TUIAHOM MPOTPAMMBI TOATOTOBKHU CIEIUAIMCTOB CPEHETO
3BeHa Mo cnenuaibHocTU 09.02.07 UndopmanuoHHbIe CUCTEMBI M MPOrPaMMHPOBaHHE
U paboueil mporpaMMod Ha TNpakTUUecKue (JabopaTopHbie) pPabOTHl MO JUCHUIUIMHE
«KomnbrorepHublie ceTu» oTBoaUTCS 18 yacos.



2JIEPEYEHD ITPAKTHYECKHUX PABOT

° Ne Kounuec
n/ | pa3menaa Ha3Banue npakTu4eckoi padoThbl TBO
n | /TemMbl 4acoB.
1 2.1 [TocTpoeHue cxeMbl KOMIBIOTEPHON CETH 2
2 71 Co3nanue y4YeTHOW 3almUCh B  OMNEPAIMOHHOW CHUCTEME. )

Opranmzarus o01ero qoctyna K Qaitiam
3 2.2 Hacrpoiika nporokonoB TCP/IP B onepanmoHHBIX cUCTeMax 2
4 2.2 Pemenue npo6nem ¢ TCP/IP 2
5 2.3 MomnTax kabenbpHbIX cpeji Ethernet 2
6 2.3 ITocTpoeHne 0qHOPAHTOBOM CETH 2
7 3.1 HacTpoiika y1aJieHHOTO 10CTyIa K KOMIIBIOTEPY 2
8 39 Obecneuenne 6e30MacHOCTH JIOKaJIbHOU ceTu. HacTpoiika )

rmapaMeTpoB OpanaMayspa Ha [1K
9 39 Tectuposanue cetu TCP/IP ¢ ucnonb3zoBanuem ’

JTMATHOCTUYECKUX YTHIIUT

Bcero: 18




3.COAEP KXAHME ITPAKTUYECKUX PABOT

IIpakTnueckas padora Nel
[TocTpoeHune cxeMbl KOMIIBIOTEPHOU CETH.

Leab paGoThl: 3aKpenuTh TEOPETUUECKUE 3HAHUA 110 TeMe 2.1, IPUMEHUTh Ha MPAKTHUKE YMEHUS
M0 CO3/IaHUIO CXEM JIOKAJIBHBIX CETEH C MOMOIIBIO MPUKIAIHOTO MPOTPAMMHOTO 00ECTICYECHHS.
3ananmue: - UByuntb TeopeTHueCKUi MaTepHa;
- Jarp XapaKTePUCTUKY nporpaMMam TUISt U3Y4YECHUS
KOMIIBIOTEPHBIX CETEW;
- YCTaHOBUTb U HAaCTPOUTH nporpaMMyI «10-Crpaiik. Cxema cetn»
u Netemul;
- Cpenatb BBIBOJ O MPOJEIaHHON paboTe;
- 3adukcupoBaTh WHGOPMAIMIO B BUAEC CKPUHIIOTOB B (hailie ams
oTYeTa.
Xo/ BbINOJIHEHUS PA0OTHI.
1. Banycture mporpammy 10-Strike (SNMP  nomkeH ObITh BKIIOYEH Ha KOMMYTaTopax.
[Tporpamma momkHa OBITH pa3pelieHa B OpaHAMAaydpe Ui YCIEIHON paboThl MO MPOTOKOITY
SNMP).
2. I3yunte ocHOBHBIE BO3MOXKHOCTH mporpamMmbl  10-Strike. 3aduxcupyiite B oTuére.
3. 3anyctute «Mactep Coznanusi Kaptel Cetn»: «@ain»— «MacTtep co3aHus KapThl».
4. B oTkpheIBIIEMCS OKHE BbIOEpHUTE YHKT «CKaHupoBaHue auana3ona [P-agpecos»

demondf | NoNAME2

5. BriOepute cxkaHupoBaHuE ceTu O auana3zoHy [P-anpecoB. Ykaxure auama3zoHbl COIJIACHO
nnopmanuu o6 IP-aapecax oT mpemnogaBatens. YcrpoiictBa ¢ SNMP momKHBI HaXOIUThCS
BHYTPH YKa3aHHbBIX JIMAMa30HOB.

DlononHyTensHsie napaverps!




7. Haxxmure kHONIKY «Jlaee».

War 3 13 4. MNoweck 1 oTEOP KOMMNLIOTEPOB ANA NOMELEHWA Ha KapTy

IP-agpec MAC-aapec MpoussoguTens aganTepa DNS-uma Tan yerpoiictsa  Mpu... . Haiige...

192.168.205.1 74-4D-28-D2-...  [Routerboard.com] PoyTep ICMP

A 192.168.205.2 B4-2E-98-94-F.. [GIGA-BYTE TECHNOLOGY C...  205-TEACH.edu.cheremgtiru  Komnsrotep ICMP

192.168.205.6 B4-2E-99-94-F.. [GIGA-BYTE TECHNOLOGY C...  205-15.edu.cheremgtk.ru Komnerotep ICMP

192.168.205.10 B4-2E-99-94-F... [GIGA-BYTE TECHNOLOGY C... 205-10.edu.cheremgtk.ru Komnetotep ICMP

192.168.205.13 B4-2E-99-96-F.. [GIGA-BYTETECHNOLOGY C...  203-13.edu.cheremgtk.ru Komnstotep ICMP

[ 192.162.205.14 B4-2E-99-94-3.. [GIGA-BYTETECHNOLOGY C..  2053-14.edu.cheremgtk.ru Komnstotep ICMP

[ 192.168.205.15 B4-2E-99-96-E.. [GIGA-BYTE TECHNOLOGY C...  205-15.edu.cheremgtk.ru Kowmnsrorep ICMP

192.168.205.20 B4-2E-99-96-1.. [GIGA-BYTE TECHNOLOGY C...  205-20.edu.cheremgtk.ru KomneroTep ICMP

192.168.205.254  B4-2E-99-%6-1.. [GIGA-BYTE TECHNOLOGY C..  205-TEACH.edu.cheremgtkru  Komnsrotep ICMP
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8. Co3pmaiiTe WUIIOCTPAIMIO: CKOMHPYWTE COIAEPKUMOE OHKpaHa B Oydep HaxaTHeM Ha
KiaBuatype kiaBuimu Print Screen. [Tomecture B OTUET.

BrimoaauTe UMIIOPT CXEMBI B MporpamMmy Visio

9. llpoananm3upyiTe MONMYICHHYIO cXeMmy cetr. OnuimuTe B 0T4éTe PU3NUIECKYIO U JIOTHIECKYIO
TOIOJIOTUU CETH.

10. IloBTOpUTE mpoUEAYPY IMOIYYEHHUS CXEMbI JIOKAJIBHOW CETH C IMOMOILbI MYHKTa MEHIO
MacTepa co3qaHusi KapThl ceTu «IMIOPT U3 CETEBOTO OKPYKEHUS.

Pa6ora B nporpamme Netemul
Jnsa nauvama ycraHoBuM mnporpammy Netemul, 3amyctum u pycuduuupyeM ee KOMaHIOU
CepBuc-Hactpoiiku (puc. 1).
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Languags:
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™ utesave Animaticn spead:
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Pycudumupyem narepdeiic mporpammbl

B rmaBHOM OKHE mporpaMMbl Bce 3JIEMEHTHI pa3MellatoTcs Ha padoueil oonactu (Ha Cuene). Ha
Bceil cBOOOIHOM O0JIACTH CIIEHBI, pAa3MEUEHHON CETKOW MOKHO CTaBHTH YCTPOWMCTBA, MPH 3TOM
OHU He NoJDKHBI nepecekaThes. Ha Ilaneam ycrpoiicTB pa3melieHsl Bce HEOOXOAMMBIE IS
MOCTPOEHUSI  CETM  HMHCTPYMEHTHI, a TaKkkKe KHOMKA  OTHPaBKH  COOOIIEHUH |
3anycrurb/OcranoButb. Ha IlaHesm mapameTpoB pacmojioKeHbl CBOWCTBa OOBEKTOB. [[is
BBIJIEJIEHHOTO O0BEKTa MOSBISAIOTCS TOJBKO T€ CBOWCTBA, KOTOPbIE XapaKTEpHBI AJs HEro (puc.
2).

M netemul =10 .?.‘J

S 0R6 133420

|:>s ) _Jo iT-27 X §

NapamMeTpos

QROIBIICOD O a “' Y ==C03AaTh NONb30BATENLCKMA NAKeT

| f‘loxasarb Kyphar ycrpowcrea, | ||
Arp Tabnuua |

» TaGnuua Mapwpymaaniuu
‘VCTa'?OB!‘e’?“b!e NporpamMmbl |
Penaktnposaxue nHTepdenca
WA Csoncraa | i
| Oc*ranoann; cmmynnumo
| | OthpasuTb AaHHble |
|| AoGasutk MapmpyruaaTop
Ao6asnTe KOMMYTaTOP |
D.oﬁasu‘rb KouueHTpaTop
L]pﬁaawn: KoOMnNeorep |
COSﬂaTb coeavHeHve
BcrasyTe TEKCTOBYIO Ma[lerle
TlepemelLueHmne obLekTos!

4

Nutepdeiic mporpammer Netemul
Mpumep 1. Crpoum cetb u3 aByx IIK 1 kommyTarTopa
JIns HayanpHOrO0 3HAKOMCTBA C MPOTrPAMMOM J1aBaWTE IMOCTPOUM MPOCTEUIIYIO JIOKAJIBHYIO cemb
1 TTIOCMOTpPHM, Kak oHa pabotaet. JIyis 3Toro BeimogHuTe komauay daiiin-HoBblil 1 Hapucyiite
CXEMY CETH KakK Ha puc. 3.

10
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Cxema u3 nByx IIK u koHLIEHTpaTOpa
[Tocne pucoBanus nyx I1K u KoHIIEHTpaTOpa cO3qaAUM UX coequHeHue (puc. 4).

01303

I
‘ |CI:I3.|'J.EITI: CoeAHHEHME h

B npouecce pucoBanus cBsize MEXKIy yCTpOilCTBaMHU BaM NOTPEOYETCsl BHIOPATh COEIMHSAEMbIE

nHTepdeich 1 HaXxkaTh Ha KHOMIKY CoequHuTh(puc. 5u 6).

Il ¥KkaxwTe HAYanbHBIE HACTPOHKK 2| x|

BrIGEpHTE COSAMHAEMEIE MHTepdeick !

| o CosamHMTE I W OTHeHa

BI)I60p HaYaJIbHBIX HACTPOCK COCANHCHUA

1

CoenMHEeHHE YCTPONCTB IPOU3BEIECHO
Teneprb HacTpouM unmepghetic (ceteByto kapty) Ha Hamux 1K ee —puc. 6 u puc. 7.

7]

)
JloGaiisieM nHTEpdEiic
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] ,,ﬁ Tabnuua mapLupy THIaLHA Chel+T rEJ
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— ; Mporpares Ctri+P
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%) HOHCTPYKTOP NaKeTos. .
) O ycTpoiicTee Ctri+F1
1] J 3a8aTe OMNHMCAHHE. ..
& Yaannte Ct+D

| | | | |
BBomum IP agpec u macky cetu

IIpumeyanue

OOpatuTe BHUMaHHWE: TMOCIEe TOTO, Kak Bbl Hamumere 192.168.0.1 wMacka mosiBisieTCs
aBromatnuecku. llocme Haxatuss Ha kHonku Ilpumenuts u OK- mnosiBisieTcs aHuMaIus
JBUKYITUXCSI TI0 CETH TIAKETOB HH(POPMAITUH.

Bce -cemw co3nana u HacTpoeHa. OtpaBnsiem nannbie no npotokony 7CP (puc. 8 u puc. 9).

] 3

G

W repdeic i x|
9 ethd | -
1 i W 2manTepa; |etho
= J Mac-sapec: |01:B4E5:74:15:37 0
3 Ip-zapac: Im: e o : i! 2
Macka: |2ss fms ms Io L

Monyyeno kagpos: 0
Momy4oHa nakeTos: O
OTnpagnedn kaapos: 0
CrTnpaBneso nakeros:

I Tanya7e macToofin antemaraseoe

2 actsene | @ vasnine | (3 chponme crammcrey |

Jmm-ma| &Fo J xm!

Kuomnka OTnipaBuTh 1aHHBIE

i

OTNPAEMTE A3HHEIE

| T T
Br16op npoTtokona

Ecnu BBI rie-T0 OMIMOIMCH, TO MOSABUTHCS COOTBETCTBYIOIIECE COOOIICHHE, a €CIM BCE BEPHO — TO
MPOU3OUAET aHuMayus IBUXKYIIUXCS no ceTu nakeToB (puc. 10).

BtIfepHTE NPaTOKON;
" UDp
~ cp

Pazmep & krnobadTax

- [foe &
'\'3 Aanee -ﬂ OTHMEHA |

JIBUKEeHUE MaKETOB MO CETH
N eme onuH MoMeHT.//oymonuanuto kaxaeli [IK nmeer omHy ceTeByro KapTy, HO HX MOXKET
ObITh M HEecKONbKO. Jlms Toro, utoOwel noGaButh mis [IKadanmepHyXxHO mENKHYTH Ha HEM
NpaBoi KHOMKOW MbIIK W BeIOpatbnynkmmenioUnTepdeiicsl. B pesynbrare OTKpoeTCs
cneayrolieeouanozogoe okno(puc. 11).
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dmc-z,

0] 6T |
A
(1] |2
o |
. Kommtentpatop ]_

.
JlnanoroBoe OKHO paboThI ¢ ceTeBbIM uHTEpdeiicom [TK

Haxxumaem Ha kHOnKy/lo0aBHMTB, BBIOMpaeM THUII HOBOro ajgantepa, HaxxumaeMm OK, u y Hac ecTb
ele oauH uumepgetic. B xauectBe npuMepa Ha puc. 12 uzobpaxen I1K, nmerommii Tpu cereBbIx

KapTHI.

L=

[;J etho ]

WmA ananTepa: !eth[] |

Mac-agpec: |01:24:12:07:82:13 |
liEnps: o J+fo J-fo Jfo |

Macka: lo ||0 |- o |« o |

Mony4eHo Kagpoe: 0
Mony4eHo nakeTos: O
OTnpaeneHo Kagpoe: 0
OTnpaeneHo naketos: 0

JﬂoﬁaﬁTb | J YOoannute . | \9 COpOCUTE CTAaTHMCTUKY I

| -I;j:? MpyMeHNTE || @OK | [ % OTMeHa I

B stom I1K ycranosnensr aganrepst ethO-eth3

IIpumeyanue
Kaxnpiii cereBoii mHTEepdeiic (ceTeBoil aganTep) MMeEEeT CBOM COOCTBEHHBIM mac-aapec. B
nporpamme Netemul B ctpoke "Mac-azpec” M0XXHO 3a1aTh HOBBIH aJipec, HO 10 YMOJIYAaHUIO, TIPU
CO3/laHUM HHTEpdeiica, eMy aBTOMAaTHIECKH TPUCBAUBAETCS ATOT YHUKAIBHBII HOMED.
Heo0xonnmo camocTosiTe1IbHO NMOCTPOUTH ceTh U3 ABYX IIK m cBMTYa, M3y4YnTh TA0IHILYy
KOMMYTalMHU
B npuBeneHHO# B 3TOM IpuMepe cXeMe 3aMEHHTE Xah Ha CBUTY U TIOCMOTPHUTE y HETO TaOIUIly
KoMMmyTanuu (puc. 13).

(x|

D et |QD et 9 et |

Wma apanTepa: Ieihz

Mac-agpec: |01:65:56:C5:A5:Bl

Ip-aapec: |D ) |0 ) |D ) |D

Macka: ID | IU , |D , |D
Mony4eHo kagpos: O
MonyyeHo naxkeTtos: 0

OTtnpasneHo kaapos: 0
OTnpasneHo naxkeTtos: 0

l_ MonyysTs HeGT POk SETOMa THHEG

) Oobasuts | (@ YoamuTs | \%) CopociTs cra'rucrmyl

JHpMMeHMTbl aOK. | x OTMeHa |

Cxema ceTH 110 TOIOJIOTMH 3B€3/1a IOCTPOEHa
Ha pucynke:
e KpacCHBbIM MHAMKATOP O3HAYAET, YTO YCTPOMCTBO HE MOAKIIIOYEHO;
e JKEITBIN - YCTPOUCTBO NOAKIKOYEHO, HO HE HACTPOEHO;
e 3€JIeHBbIH - 3HaK TOT0, YTO YCTPONCTBO MOJKIIOYEHO, HACTPOEHO U TOTOBO K padore.
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Hror padoTsl: (aiin-oTyer.

IIpakTnueckast pa6ora Ne2
Co3nanne yueTHON 3alMCH B ONIEPAlMOHHOM cucTeme. OpraHu3aiys o01mero A0cTymna K ¢aiiam

Henb padoThl: 3aKpenuTh TEOPETUUECKUE 3HAHUA 10 TeMe 2.1, co3aarh ydeTHyro 3anuch B OC
Windows.
3ananme: - HM3yuuTh TEOpETUUECKUN MAaTEepUal;
- JlaTh XapaKTepUCTUKY YUYETHBIM 3aIIUCSM I10JIb30BATEIS;
- BbIIONMHUTE CO30aHNE U HACTPOMKY YUYETHOU 3aIIUCH;
- JlaTe XapakTepucTHKY 00IIeMy TOCTyIy K (aiiinam;
- BpInomHUTE HACTPOUKY AocTyna K Qaitnam u nankam Ha [1K;
- Cpenatp BbIBOJ 00 M3MEHEHUSIX BOZMOXKHOCTH CETH MPU CO3/IaHUHU
HOBBIX I10JIL30BAaTEIICH;
- 3adukcupoBath uHGOpMaIIo B aiie A1 oTYeTa.

Teopernyeckui MaTepHuall.

Y4eTHas 3anuCh

IIpn ycTaHOBKE ONEPALMOHHOW CHCTEMBI MBI YKa3bIBA€M HMMs KOMIIBIOTEPA, 3TO HUMS U
CTAHOBUTBHCSI HA3BAHHMEM TIJIABHOI'O II0JIb30BATENII B CHUCTEME, MMEIOLIEr0 BCE IIpaBa, TO €CTh
IIpaBa aIMUHHACTPATOPA.

Ecnu 3a xoMmproTepoM paboTaroT elie u Jpyrue Jioau, 1 Bel He XoTuTe 4T00bI OH UMEIH
MOJIHBIX TIPaB aIMUHUCTPATOPA, TO OJAHOM yueTHOU 3anucu Bam Oyner mano. HyxHno Oyzner dis
H08020 NOJIb308aMeNs CO30aNb HOBYIO YUemHYI0 3anich.

3axoauMm B «Ilyck — [laHenb ynpaBiaeHus».

BriOupaem BHI mpocMoTpa Bcex mnapaMerpoB Ha «Menkue 3Hauku». M B camoMm HH3Y
BBIOMpPAEM MYHKT «Y4YeTHbIE 3alIUCH MO0JIb30BaTeJIeiD).

B cienyromeM okHe 3aX0UM B «YIIpaBJIeHHEe APYIOi YYETHOH 3aNHChIO».

3arem xxMeM «Co31aHne HOBOM YYeTHOM 3alIUCH».

Jlaniee HaM HY>KHO BBECTH HOBOE MM IMOJIb30BaTENs U JaTh el «OOBIUHBIN JOCTYI» WU
«AJIMUHUCTpATOpP» B TOM CiIy4ae €CJIM XOTHM YTOOBI TOT MOJb30BaTEIbh 00Ja/lail TaKUMH e
IIpaBaMH, KaK U Mbl, TO €CTb UMEN BCe MpaBa. B O0NbIIMHCTBE CilydasX PEKOMEHIYETCS UMEHHO
ucnonp3oBath «OObHBINA gocTym». [locime Toro kak Bce roroBo HaxknMaeM «Co3aaHue
YYETHOM 3aUCH.

W MBI OKa3bIBaeMcsl TaM, I'Jie OTOOPaKaroTCsl BCE MOJIb30BATENN U BUJIUM TaM TaK¥Ke€ TOJIKO
YTO CO3/JaHHOTO IOJIb30BATENS.

MoskeM KIMKHYTh MO 3TOMY IOJb30BaTENI0, YTOOBI BBINOJHUTH HEKOTOpPHIE HACTPOWKH.
31ech €CTh BO3MOXKHOCTh HM3MEHUTHh MMsI IOJIb30BATENA, CO3J4aTh JJIsI HErO MapoJib, CMEHHUTh
KAPTHUHKY, YAAJIUTh 3aIIHCh.

OO6mmit foctyn

Bce xommbroTephl JOMAITHEH CETH JOJKHBI HAXOIUTHhCS B ONHON pabodeit rpymrme!
[[lenknuTe mnpaBoil KHOMKOM ™Mbl Ha 3Hauke Kommbrorep (Moii kommnbpioTep) U B
nosiBuBLIEMCsl ciucke HaxxmutTe CBoiicTBa. [lepelinute Ha 3akianky Ums komnbroTepa. 31ech
BbI MOKETE MMOCMOTPETH MOJTHOE MMsI KOMIIbIOTEpa U Ha3BaHue pabouelt rpynmnbl. Jjis u3sMeHeHUs
HacTpoek HaxxmutTe KHonky M3menuts mapamerpsl (M3menuTs). Ecnu y Bammx KOMIIBIOTEPOB
oJiHa paboyast rpyIra, TO U3BMEHIATh HUYETro He HY>KHO.
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[TosiButcst okHO CBolicTBa cucTeMbl U Ha 3akianke UMs KoMIbHOTEepa HAXXKMUTE KHOIKY
N3menuth i U3MEHEHUs HWMeHU paboueld rpymmbl. [lomHuTe, uto Bce KOMNBbIOTEPHI
JAOMAIIHEH CeTH T0JIKHbI HAXOAUTHCHA B OJHOM padoyeii rpynmne!

CeodicTea cHCTEMEI B

Honopmenoro | Jawwracuctemsl | Yasnerred aoenm |
ma koMo Tepa OGopyRosasme
— - = IR AN
L= o P3 MAN AOMEHS ==

Moo 5MEHHTS IME 1 NDHEAANENHOC TS 3TOMD
Kemrsotepa. Mamenaman YT MOBAMATE HA SOCTYT K
ceTeawm pecypeam. Nogpofinocn:

poTeED B FOCTMHOR Wik

Vims xomreoTepa

wadl

NorHoe wan KomnsoTepa:
wsB0.dataru

Donomsmensko..

Fensetca unesom

) RoMES

(@) pasiousd royre
DATA

=

!Gwmal

[lpn M3MeHEeHMHM MMEHW KOMIbIOTEpa WM pabodeil Tpynmbl moTpedyercs: mepesarpyska
KOMITbIOTEpa. BrINonHKUTE ee u 3aTeM HpoJoDKalTe HACTPOHKY OOIIero JocTyma K MamkaM U
daitnam.

ITpumep coznanus obuieit cereBoit nanku B OC Windows .

1. Cozpaiite manky Ha gucke D:\, menkHUTE MO HEeW MPaBOW KHOMKOW MBIIIM U HAXKMHTE
CsBoiicTBa.

pbiTh Jobasnte B GuBnuoTERY ¥ Ofiwmi gocryn » » = [l &
% 5
Wiras Jara uzmeHenus Twun Pasmep

| || OBuan ceresannanka | 12.03.2014 15:46 Manka ¢ dafnamm

KPhiTh

OTKprTb E HOEOPM CKHE

OBwmit goctyn 3
BocCTaHOBMTE NPEKHIOID BERCHID
&) Crkanwpoeate OGL28 CETEEaA N3NKa

JoBaeute B GuBnuoTery »
Ortnpaente »

Bripezate

Kenupoeate

Co34aTe ApALIK
Yaanute

Mepennenoeate

Ceoiictea E

2. B noasuBmemcs okHe CBoMcTBa nepeinre Ha BKIAAKY JJOCTyn M Ha)KMUTE KHOIIKY
OO0mmit nocrym.

3. VYKaxuTe y4eTHbIE 3alUCH I10JIb30BATENIEH, KOTOPHIM OyJIeT NpPEeNOCTaBJIEH JOCTYII.
MOoKHO €O371aTh OTHENBHYIO YYETHYIO 3allUCh M HCIIOJB30BaTh €€ WIM KAK B HallleM IpUMEpe
IPEJOCTaBUTh MOJIHBIN JAOCTYI (Ha YTEHHWE W 3allUCh) K MAalKe BCEM I10JIb30BaTENSIM JOMAIIHEH
cetu. B mone Jlo6aButh Beibepute Bee, a B cronbiie YpoBens paspemenuii ykaxure Urenue u
3aMMch IS IPEIOCTaBICHMSI IOJIHOTO JOCTYNA. 3aTeM HaXMUTE KHONKY OO01uii 10cTyI.
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U 3, OBwni gocTyn k daiiaam

Bbl@epHTE noAs30BaTened, KOTOPEIM CNEefyeT OTKPBITE A0CTYN

Beegute uma v HazkmuTe kHonky "JoGaente” AnBo wononesyiiTe cTpenky 4NA NoOMCKE ONpejeleHHora
NoNE30EATEAR,

Vs ¥poBeHs paspelleH i

2 007 Bazzeneu
I i 82 Bce YreHue v zannce ¥ | I

Npobnemst npw oTKpbITHE obBLErs JocTyna

I @OQLLLHH ,a,on}fnd CtraeHa l

4. Otkpoercs okHO ¢ coobOmeHuem Ilanka orkpbiTa Jiasi o0mero gocryma. Haxmure
kHOTKY I'oTOBO.

5. Teneps 3aitaure B MeHio Ilyck > Ilanesas ynpasiaenus > LleHTp ynpaBiieHusi ceTAMHU
U Oo0IMM JOCTYNOM WIM IIECJIKHUTE IO 3HAYKy ceTeBoro noakiatodeHus Ha Ilanenm 3amav

(HaxoauTCAd B TMpaBOM HWXKHEM yriay) W HaxmuTe LleHTp ynpaB/ieHusi ceTsMH M 00IIUM
AOCTYIOM.

TekyLLWe NoAKAHDYEHUA +3

T=2 (Cem 2
Jocryn k Mureprery

LleHTp ynpaenesna ceTRMI 1 DBLLMM JOCTYTIO

6. B ortkpeiBuiemcst okHe LleHTpP ynmpaBjieHHsl CeTAAMHM M OOIIMM JOCTYNOM 00parute
BHHMAaHUE HAa TO Kakas aKTHBHAs CEThb HCIIOJB3YETCS Ha KOMIbIOTEpE (B HAIlEeM MPUMEPE 3TO
OO0mecTBeHHas1 ceThb) U 3aTeM clieBa HaXMUTe Ha MI3MeHMTH JOMOJHHMTE/bHbIE apaMeTpbl
o01rero gocTymna.

— e ——— .
() = Bce anemsenta ramenn ypan e 5 Uewp yripetsems Cera u cbupms 20<Ty oM L)

HIAsemere NIPINETDOR CELO AOCTYNA

“a
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7. B Texymem npoduiie (B HameM npumMepe 310 O0uuii npoduis) BEITOTHUTE CIEIYIOIINE
HACTPOMKHU:

- B pasznene CereBoe o0HapyskeHMe nocTaBbTe (ar B moje Bk/I04uTh ceTeBoe
o0HapyxeHHe

- B paznene O0mmii goctyn K (paiiiaMm M NnpuHTEpPaM rocTtasbTe (iar B noje Bkiaounrts
o0mmii noctTyn K ¢aiiiiaMm 1 NpuHTEPaAM

- B pazmene Jdocrym Kk 00mMM mamkam IocTaBbTe ¢uiar B noJjie Briaro4yuTh o0mmi
JAOCTYH, 4YTOOBI ceTeBble MOJIb30BaTEJM MOIJIM YMTATh U 3aNMCbIBaTh (ailjibl B 00IIMX
MANKaX U 4yTh HUXKE

- B pazagene O0uuii 1octyn ¢ napojbHOI 3amuToi noctaBsTe Quiar B mosie OTKINYUTH
o01Mii 10CTYN € NAPOJIbHOM 3aIUTOH

3areM HaxxMuTe KHONKY COXpaHMTH U3MEHEHUS

8. Ha aTom HacTpotika obmieii cereoit manku B OC Windows 7/8 3aBepiieHa.

UYToObl BOCIIONIB30BATHCS 3TOM 0O01Iel ceTeBoil namnkoil, orkpoiite Komnbrorep, HaxmuTe
Ha 3Ha4yoK CeTb. Bbl yBUIHMTE KOMIIBIOTEPHI B CBOEH JIoMalliHEH JiokanbHOU ceTu. Lllenkuurte mo
MMEHHM KOMIIBIOTEpA, Ha KOTOPOM HAaxOOUTCs cereBas namka. Jlaiee oTkporTcs Bce oOmue
JOCTYIIHBIE MTAIIKK U IPUHTEPBI KOMIIBIOTEPA.

@\j};vi_“ » Cets » WSSD » i v|&?|

Ynopagounte ¥ LlenTp ynpaeneHna ceTamm W oBum goctynom > B~ [0 @

- V=zBpannoe Users ofLuan ceTeean nanka

R OBiting nati | og o
arpysen OBLyan nanka : O6uyan nanka
& sarpy - =~

=] Hepasnue mecta

B Patounii cton

A bubnnotern
B Bugeo
E' Aokymentel
b=| 1z0Bpaxenna

@ Mysbica

"M Komnetotep
FE. Nokanexeif gnek (C:)
—a Jokanenend auee (E:)
ca NokaneHend guck (F2)

a JokaneHei guck (G:)

I € Cemn I

obLan ceTeBan nanka (\\Wss0)
OELwan nanka

Taxoke MoxHO 3aiiTu B MeHIO Ilyck > Bbinmoanuts (unu coderanue kinaBum Win+R) u B
nosie OTkpeITh BBecTH \\<ums niam IP-agpec komnbrorepa>

Hror padorsl: daiin-oTuer.

IIpakTnueckast pa6ora Ne3
Hactpoiika nmporokosnioB TCP/IP B onepaiimoOHHBIX CUCTEMAX.

Hear padorThl: 3aKkpenuTh TEOPETMUYECKHWE 3HaHMUS 10 Teme 2.2, HactpoutTh I[P anpec
KOMIIBIOTEPA.
3ananmue: - N3yuuTe TeopeTnueckuii MaTepua;

- JlaTh XapaKTEepHUCTUKY JIOKAIbHOMY aJIpeECy KOMIIBIOTEPA;
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- DBbIIONHUTE HACTPOMKY CETEBBIX aPECOB B  CO34AHHOM
KQJIBKYJISITOPE;

- Cpenate BbIBOA 00 W3MEHEHHSIX BO3MOXHOCTH CETH TpHU
Ha3HA4YCHUU CETEBBIX A/IPECOB;

- CocCTaBUTh OTUET O BBISABJIECHHBIX KOMIOHEHTAaX HACTPOWMKH CETH U
onucaTh IPOTOKOJIbL, IpUMEHseMble B JaHHOM [1K.

Teopernueckuii marepua.

Kaxnprit kommeiotrep B cetsx TCP/IP umeer agpeca tpex ypouei: ¢usnuecknit (MAC-
azapec), cereBoii (IP-agpec) u cumBonbHBIN (DNS-uMs).

Qu3uueckutl, UM JOKATbHBIL aopec V3i1d, ONpPEeAeNseMbld TEXHOJOTHEH, ¢ TOMOIIBIO
KOTOpOH MOCTPOEHA CETh, B KOTOPYIO BXOJUT y3€il. [ y3/10B, BXOIAIIUX B JIOKAJIbHBIE CETH —
sto MAC-aapec cereBoro aganrepa Wiv nopra Mapupyrusaropa, Harpumep, 11-A0-17-3D-BC-
01. Dt anmpeca Ha3HA4yalOTCA MPOU3BOAMUTENSIMU OOOPYIOBAaHUS M SBISIOTCS YHUKAIbHBIMU
ajpecaMu, TaK Kak YOpPAaBIAIOTCS LEHTpanu3oBaHO. JlJig BceX CYHIECTBYIOIIMX TEXHOJIOTHI
nokanpHBIX ceteil MAC — agpec umeer opmar 6 OaiiToB: crapmme 3 Oaifta - HISHTHPHUKATOP
bupmbl TpoU3BOAMTENA, a Miaamue 3 OaiiTa Ha3HAYAIOTCS YHUKAJbHBIM 00pa3oM camuMm
MIPOU3BOIUTEIIEM.

Cemesoti, unu IP-adpec, cocrosmmii u3 4 Oaiir, Hanpumep, 109.26.17.100. Dtot anpec
UCIIOJIb3yeTcss Ha cereBoM ypoBHe. OH Ha3HayaeTrcs AaJMHHHCTPATOPOM BO  BpeMs
KOH(UTYpUPOBaHUSI KOMIBIOTEPOB M MapuipyTu3zatopoB. [P-aapec coctouT u3 AByX yacTeil:
HOMeEpa ceTu 1 Homepa y3ina. Homep cetn MokeT ObITh BEIOpaH aIMUHUCTPATOPOM IPOU3BOIIBHO,
b0 Ha3Ha4YeH o pEKOMEHaluu CHEHUAIBHOIO 10/Ipa3IeIeHUs Internet
(NetworkInformationCenter, NIC), ecnu ceTe gomxkHa paboTaTh Kak cocTaBHas dacTh Internet.
OO6wIuHO MpoBaiepsl ycayr Internet monaydaroT auama3oHbl aapecoB y moapasaeneHuit NIC, a
3aTeM paclpeaessaioT UX Mexay cBouMu aboHeHtamu. Homep y3na B mporokosie IP HazHauaeTcs
HE3aBHCHMO OT JIOKJIBHOIO ajpeca ysina. Jlemenune IP-agpeca Ha mose HOMeEpa CETH MU HOMEpPA
y371a - TMOKOE, ¥ TpaHULa MEXIY 3TUMHU IMOJISIMH MOXKET YCTaHaBIMBATHCS MPOU3BOJIBHO. Y3el
MOXET BXOJIUTHb B HECKOJBKO [P-cereir. B aToM ciywae ys3en IOKEH MMEThb HECKOIBKO [P-
aZpecoB, MO YUCIY CETEBBIX CBsA3el. IP-agpec xapakrepu3yeT HE OTIEIbHBIM KOMIIBIOTED WIH
MapuipyTu3aTop, a OJIHO CETEBOE COEIUHEHUE.

Hactpoiika anpecoB mnpou3BoguTcs B OKHE cBoicTBa o00bekTa «llogkiroueHue mo
JIOKAJIbHOW CETH», TJ€ MOXKHO HalTH HH(POPMAIHIO O (PU3UIECKOM aJIpece KOMIBIOTEPA.

Co3paiite  IP-kanbkygsaTop B  Ta0AMYHOM  mpoueccope Ui o0JerdeHusi
¢GopmupoBaHUs MACKH MOJCETH.

l. OTKpOI/ITe TaOJIMYHBIN porieccop u chopmMupyiiTe TabIUITy MO CICTYIOIIeMY MTabIoHY:

g BlCIole[FlGglHT I JJlKILIMINTOTPIOlRISTTIUulVIWIXTY]Z[aalaB]AC[AD[AE]AF]AG)
1 1-# oxrer 2-# oKTeT 3-# oxreT 4-# oxTeT
2 GuTHI ~|olu|s]o|a]—]o]=]e|a]s|on|a]~|o]=]e|ua]s|on]a]—[o]=]e|n]s|an]a]~]o
3 ID-cetn ID-yena
4 | IP-agpec J1|1|0|O0|O|O|O|OJO|O|O|O|O|O|O|OJO|O|O|OfO|O|O|1Q1|1|1|1|1)2})1}|1
F e cariraman 192 ) 1 255
| 3armMch
8Maﬂca‘l'I111111111111111111111111111000
noaceTH
Bl fecarmman 255 255 255 248
3AIHMCH

Janee neobxooumo eeecmu 6 auetiku BS, J5, R5, Z5 popmynvt ona nepesoda 08ouuno2o
npedcmaenenus IP-adpeca 6 moueynyto 0ecAmuyHy0 HOMayuio no OKMemam.
2. Bgenure B stuetikyBSdopmyny mist mpeobpaszoBanus 1-ro okrera [P-anpeca B necstuanyto
CUCTEMY CUHUCIICHUS:
=14*2"12+H4*2"H2+G4*2"G2+F4*2"F2+E4*2*E2+D4*2"D2+C4*2*C2+B4*2*B2
3. CkommpyiiTe BBeAeHHYIO (hopMyiy B ocTanbHbIe siueiiku (JS, RS, Z5).
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4. CamoctostensHO BBeaute B sueiiku BS, J5, RS, Z5 dopmynsr mist mpeoOpa3oBaHus
MAacCKH ITOACETH U3 IBONYHOTO MPEACTABICHUS B TOUEUHYIO AECATUYHYIO HOTALHIO.

Teopernueckuii marepua.

Ha xoHuenrtyanbHOW MOJEnM B3aUMOJEHCTBUS OTKpBITBIX cucteM OSI ocHoBaH cTek
npotokosioB TCP/IP (TransmissionControlProtocol - npomoxon ynpasenenus nepeoauei /
InternetProtocol — Humeprhem-npomoko), KOTOPbIN TMPEIOCTaBISICT P CTAHAAPTOB ISl CBSI3U
KOMITBIOTEPOB U CETEH.

Cmex npomoxonoe TCP/IP- TpOMBIIUICHHBI CTaHAApT, KOTOPBIA I0O3BOJISET
OpraHu30BaTh CETh MaciiTaba MpeanpusTHs U CBA3bIBATh KOMIIBIOTEPHI, paboTaromue MoJ
YIPABJIEHUEM Pa3IMYHbIX ONEPALMOHHBIX CUCTEM.

[Tpumenenue creka nportokosioB TCP/IP naet crienyrommue npeumyiecTsa:

1. moxnepuBaeTcs MOYTH BCEMHU OINEPALMOHHBIMU CHUCTEMaMM; MOYTH BCE OOJIbILNE CETU
ocHoBanbl Ha TCP/IP;
2. TEXHOJIOTHS [103BOJISIET COEIUHUTD PA3HOPOIHBIE CUCTEMBIL;
HaJIeKHasl, pacliupsieMass MHTETPUPOBAaHHAs Cpela Ha OCHOBE MOJEIM «KIUEHT —
cepBep»;
4. mnony4yeHue I0CTyma K pecypcaM cetu MHTepHer.

Kaxnapiii yzen TCP/IP wneHTu(UUMpPOBAaH CBOMM JorumdeckuM IP-anpecom, KOTOpBIid
UACHTU(UIUPYET MOJO0KEHUE KOMIIbIOTEpPA B CETU MOYTU TAKUM K€ CIIOCOOOM, KaK HOMEp J1IoMa
UACHTU(UIUPYET JOM Ha YJIMILIE.

Peanuzauusa TCP/IP nosBounser y3ny TCP/IP ucnonb3oBaTh cratudeckuil [P-anpec wim
IIOJIyYUTh IP-agpec aBTOMAaTHYECKHU c IIOMOILIBIO DHCP-cepsepa
(DynamicHostConfigurationProtocol- npomokon ounamuuecxoui KoHpueypayuu xocma).

JUis TpOCTHIX CETeBBIX KOH(UTYpamuid, OCHOBAHHBIX Ha JIOKAIBHBIX ceTsaX (LAN,
LocalAreaNetwork), o noaaepuBaeT aBToMmaTHuecKoe Ha3HaueHue [P-anpecos.

[To ymonm4aHHI0O KOMIIBIOTEPH! KJIMEHTOB, paboTatomue noxa ympasieHueM OC Windows
unu Linux, monyvaroT uHpopManuio O HacTpoiike mpotokosia TCP/IP aBTOMAaTHYECKH OT
ciryx661 DHCP.

Opnako paxe B TOM ciydae, eciu B cetd jgoctyneH DHCP-cepsep, HEOOXOAMMO
Ha3HauuTh cratudeckui [P-agpec Uit oTHenpHBIX KOMIIBIOTEpPOB B ceTd. Hanpuwmep,
KOMIIBIOTEPHI ¢ 3amynieHHo# cinyx00it DHCP ue moryt Ob1Th knueHTamu DHCP, 103TOMy OHH
JOJKHBI UMETh ctatnueckui [P-anpec.

Ecmu cnyxx6a DHCP nenoctynHa, MOXHO HacTtpouTh TCP/IP 1 WCTOJIb30BaHUS
crarudeckoro IP-anpeca.

Jlnst kaknoW IuiaThl CETEBOrO ajanTepa B KOMIbIOTepe, KoTopas ucnoiaszyer TCP/IP,
MOXHO YCTaHOBHTB [P-anpec, MacKy IOJACETH M NUIIO3 110 YMOJIYAHUIO.

Huxe omnmcaHsl napaMerpsl, KOTOPbIE MCIOJIB3YIOTCA IPU HACTPOMKE CTATHYECKOIO
anpeca TCP/IP.

[TapameTp Onucanue

W

Jlormueckuit 32-OutHbIN aapec, kotopsiid uaeHtuduunupyer TCP/IP y3en. Kaxxmoi
IU1aTe CeTeBOro ajanTepa B KOMIBIOTEpPE C 3amylleHHbIM npotokosiom TCP/IP
HeoOxonuM yHuUKanbHBIA [P-aapec, Takoit, kak 192.168.0.108. Kaxmsiii agpec

[P-anmpec ) N .
uMeer e vactu: ID cetu, xoTOpbI WIAEHTUDUIMPYET BCE y37bl B OJHOM
¢dbuszmveckoit cetn u ID y3nma, koTopelii uaACHTUGUIUPYET y3ead B ceTh. B 3ToM
npumepe 1D cetn — 192.168.0, u ID y3ma — 108.

Macka [Toncetn aenar OOJBIIYIO CETh HA MHOXECTBO (PM3MUYECKUX CETEU, COeTMHEHHBIX

HoaceTH MapiipyTuzaTopamu. Macka mojicetu 3akpbiBaeT dacth [P-agpeca Tak, 4ToOBI

TCP/IP mor otimmuats ID cetu ot ID y3na. [Ipu coennnenun y3mnos TCP/IP, macka
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IIOJACCTH ONpCACACT, T'AC HAXOOAUTCA Y3CI IOJYydaTrciii: B JIOKAJbHOW WJIN
YHaHCHHOﬁ CCTH. I[J'I}I CBSI3U B JIOKAJbHOM CETH KOMIIBIOTCPBI JOJDKHBI HMCTb
OJMHAKOBYIO MAaCKy IIOACCTH.

[IpomeKyTOYHOE YCTPOMCTBO B JIOKAIBHOW CETH, HA KOTOPOM XPaHATCSA CETEBBIC
uaeHTU(UKATOPHI Ipyrux cereil npeanpusatus win Marepaera. TCP/IP moceutaer

© nakersi B YIAJIEHHYIO CeTh 4Yepe3 LUII03 M0 YMOIYaHHUIO (€CJIM HUKAKOW JIpYyroi
MapIpyT HE HACTPOEH), KOTOPBIM 3aT€M IEPEChUIAET MAKEThI APYTMM LUII03aM,
ITOKA MMaKEeT HE JOCTUTHET LUII03a, CBA3aHHOTO C YKa3aHHBIM aIpECaTOM.

[1nro03
YMOJTYaHUIO

Ecnu cepBep ¢ 3amymenHoi ciyx6oit DHCP noctyneH B CETH, OH aBTOMAaTHYECKU
npenoctanisieT uHGopmaruio o mapamerpax TCP/IP xiuentam DHCP.

Hacrpoiite crek nporokosioB TCP/IP nias ucnojib3oBaHus cratuueckoro IP-agpeca.
1. Otkpoiite okHO CeteBble mnoakawdenusi (Ilyck/Ilanens ynpaenenus/Cemesvie
NOOKI0UeHUA).
2. Bbp3oBUTE CBOMCTBA MOAKJIIYEHHUS] MO JIOKAJbHOM ceTH. J[J11 3TOro MOXHO
BOCIIOJIB30BaThCSI KOHTEKCTHBIM MEHIO.
3. B nosiBuBIIEMCSI AMAJIOTOBOM OKHE Ha Bkiaake OOmue oTkpoiite coiicTBa IIpoToko.
HNurtepnera TCP/IP.
4. llenkHuTe TmeEpekaoUaTenb Hcenoavzosams caedyrowuti IP-adpec U BBEIUTE B
cooTBeTcTBYtomue mnois naHHeie: IP_aapec; Macky moaceru; OCHOBHOM IILIIO3;
IIpennoyuraembiii DNS.
[Ipumenurte napamerpsl kHONKON OK.
6. 3akpoiiTe OKHO CBOMCTB MOAKIIOUEeHHs] KHOMKON OK{(ecnu morpedyercs, TO COINIaCUTECh
Ha nepe3arpy3ky KOMIBIOTEPA).
7. llpoBepbTe paboTOCTIOCOOHOCTH cTeKa MPOoTOKOIOBTCP/IP.
Hactpoiite TCP/IP nist aBTomatudeckoro nosayudenusi [IP-agpeca.
Otkpoiite okHO CeTeBble NOAKIIYCHUS.
Bri3oBute cBoiicTBa Iloak/a104eHUs MO JJOKAJbLHOM CETH.
Otkpoiite cBorictBa IIporokoa Uurepuera TCP/IP.
YcranoBure nepexirodatens [lonyuums IP-adpec agmomamuuecku.
3akpoiite auanorooe okHo CBoiicTBa: IIporokon UnaTeprera TCP/IP xHonkoil OK.
[Tpumenure napameTpsl kKHONKON OK.
[IpoBepbTe HacTpoOlKy cTeka nmpotokosioB TCP/IP.

N

Nk =

Hror padorsl: daiin-oTuer.

IpakTnyeckas padora Ne4d
Pemenue npodnem ¢ TCP/IP.

Ieab padoThI: 3aKpENUTh TEOPETUUECKUE 3HAHUS IO TeME 2.2, 3aKPENUTh HABBIKH I10 MPOBEPKE
pabotocnocoonoctu aapeca TCP/IP cereBoro kommeroTepa.
3aganue: - OTKpBITh KOMaHIHYIO CTPOKY;
- DBbINONHUTE JUArHOCTUKY CT€Ka MPOTOKOJIOB C TMOMOIIBIO
KOMaH/IbI ping;
- Cnenatsb BeiBoJ 0 HasHauennu TCP/IP;
- CocraBUTh OTYET O BBISIBICHHBIX NpoOieMax MOJIKIIOYEHUS IO
CETH.
Xoxa padoThl.
1. B xoMaHOHOM CTPOKE BBEAUTE TAKYI0 KOMAHIY:
ipconfig /all
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Ha skpan Oyner BeiBenenusi uHpopmanus o6 [P-ampece, macke mojacetd U (HU3MIECKOM
aznpece ceteBoro ananrtepa. O0s3aTenbHO MPOBEPHTE NMpaBUIbHOCTH [P-afpeca u macku nojacery.
2. Jlns TecTMpoBaHHUA ajlanTepa KOJIbLIEBOTO 3aMBbIKAHUSI MCIIOJIb3YeTCs crenuanbHblil [P-

aapec 127.0.0.1. I[TonpoOyiiTe OTIpaBUThH HA ITOT aJPEC TECTOBBIN MAKET:
ping 127.0.0.1

Ha skpan noyKHBI OBITH BBIBEJECHBI YETHIPE CIIEIYIOIINX CTPOKH:
OrBer or 127.0.0.1: umcio Ganr=32 Bpemsa<lOumc TTL=128

OrtmpaBka 3ampoca Ha aapec 127.0.0.1 He NpUBOAUT K NEpeaauyd MAKETOB JIAHHBIX B
JOKaNbHYIO0 ceTh. Ecim koMaHga ping He BBIJACT NMPHUBEACHHOTO BHINMIE pe3yjbTaTa, TO CTEK
npotokosioB TCP/IP He Obl1 3arpykeH TOHKHBIM 00pa3oM.

3. Tenepr mompoOyiiTe OTHpaBUTH 3aMpoc Ha CBOM JIOKalbHBINA [P-anpec, uTo Takxke He
MpUBEIET K IepeJaye MaKkeTOB JAHHBIX B JIOKAJIBbHYIO CETh M HEOOXOJIMMO JUIsl TPOBEPKHU

paboTOCTIOCOOHOCTH MPOTPAMMHBIX CETEBBIX MOAYJIEH (aapec TaeTcs At puMepa):
ping 192.168.100.40

B 3TOT pa3 Ha 3KpaH AOKHO OBITH BHIBEIEHO YETHIPE OTBETHBIX CTPOKHU. Ecim 3ampoc mo
ATOMY aJpecy 3aBeplIaeTcsl OIIMOKOM, a OTIpaBKa 3ampoca Ha ajpec MHTepdeiica 3aMbIKaHHUS
nponuta ycmemHo, To [P-agpec ckopee Bcero Obul BBelIeH HempaBwibHO. [IpoBepbTe
npaBuwiIbHOCTH HacTpoiiku TCP/IP.

4. OtnpaBbTe 3aMpoc IUTI03Y JOKATHHOM CeTH (aJIpec, OIsITh e, 1T IpuMepa):
ping 192.168.100.1

OT0 nepBBIi 3a1poc, NPUBOAAIINNA K OTIPABKE MAKETOB JaHHBIX B JIOKaJIbHYIO ceThb. 11103
JOJDKEH HaXOIUTHCSI HEMTOCPEACTBEHHO B JIOKAIBHOMU NOACETH. Eciu oTnpaBka 3ampoca K IUTH03Y
3aBeplIMIach Heyjnadel, HeoOXOJUMO IPOBEPUTH PabOTOCIOCOOHOCTh MLUI03a U IMapaMeTphl
CETEBOr0 COECUHCHMUS.

5. OtmpasbTe 3anpocC M0 aPeCy CUCTEMBI, PACIIOIOKEHHON 3a IIpeAeIaMu 1IUTk03a, TO €CTh

HE B JIOKAJIbHOM IIOJACCTHU:
ping 155.236.28.48

Ecnu ornpaBka 3ampoca 3aBepiuaercs Heynaued, TO, CKOpee BCEro, HACTPOWKH IILIH03a
HEKOPPEKTHBL.

6. Ecau Bce mpenpiaylive OTHPAaBKU 3alPOCOB MPOIILIM YCIEIIHO, CJIEJ0BATENbHO, MMOpa
MPUCTYNaTh K IIPOBEpPKE CIyXObl mpeoOpasoBaHus uMeH. JlJigs 3TOro ¢ KOMaHION ping
HEe0OX0IMMO yKa3bIBaTh HE YKciioBoi [P-agpec, a cMMBOIBHOE UMSI, YTO MPUBEIET K 0OpaIICHUIO
K (aitmy HOSTS unm cepBepy DNS. Ecnu kommbsriorepy npucBoeHo umsi businka, a qomeny —
microsoft.com, moHagoOuTcst komanaa ping businka.microsoft.com.

Ecnu otnpaBka 3ampoca 3aBepiuniach Heyaadeil, HE0OX0AUMO MPOCMOTPETh COAECPKUMOE
auanoroBoro okHa Network Settings > Protocols > TCP/IP na npeamer mpaBUIBHOCTH UMEHH
nomeHa. Kpome toro, nposepste ¢aitn HOSTS u kondurypauuto ciryx061 DNS.

7. 3areM MOXHO TOMNBITATbCS OTIPABUTh TMAKeT JAHHBIX Ha UMS KOMIIBIOTEPA,

PACIIOJIOKCHHOI'O 3a MPpCACIIaMU JIOKQJIbHOM CeTH:
ping www.yandex.ru

Ecnm 3anpoc 3aBepmimiics Heyaadell, IpOBEpbTE MapamMeTpbl CBSI3H C MOCTABIIUKOM YCIIYT
Internet. Kctat ecnm Hy»)XKHO BBISICHUTH JIaHHBIE O CaliTe, CIEAyeT MCIOIh30BaTh cepBrc Whois.
Yb6enurech Takke B TOM, YTO 3allpallliBACMblii KOMITBIOTEDP MOJICPKUBACT pabOTy ¢ MakeTaMu
nanHbeix [CMP. B mpoTHBHOM cilydae KOMaH]ly ping UCIOJIb30BaTh OECCMBICIEHHO.

Hror padorsl: daiiin-oTder (CKpUHIIOTH KOMAHIHOW CTPOKU C KOMaHIaMH).

IIpakTnueckas padora NeS
MonTtax kabenbHbIX cpen Ethernet.
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Leab padoThl: 3aKpenuTh TEOPETUUYECKUE 3HAHUA IO TeMe 2.5, IPOBECTU 00KUM BUTOM Maphl €
MCIIOJIb30BAHUEM CIIEIMATIbHBIX allllapaTHBIX CPEICTB.
3ananmue: - N3yuuTh TeopeTnuecKuii MaTepUa;

- IIpocmoTpeTs mpe3eHTanuIo 1Mo TaHHOU TeME;

- OO0xaTtp Kabenb TUIAa BUTas Mapa JJIs CO3/IaHusl MaTY-KOp/a;

- Cpnenatp BBIBOJ O MPOAEIAaHHON paboTe;

- IlpoBeputrs mnary-xkopJi Ha pabOTOCHOCOOHOCTH € IOMOUIBIO

TecTepa.
Teopernyeckui MaTepuall.
JUJist TOAKITIOUEHNST KOMIIBIOTEPa B KOMITBIOTEPHYIO CE€Th HYXKEH MaTd KOp/I.
[TaTa KOpaBI OBIBAIOT PA3HON JITUHBI, OT OJHOTO METpa U 00Jiee OJJHOTO METpa.
JliHa maTd KOpjAa 3aBUCUT OTPACCTOSHUS MEXKAY KOMIBIOTEPOM U KOMMYTATOPOM, MU MEXKIY
KOMIIBIOTEPOM U KOMITBIOTEPOM.
Pa3zymuas qyiHa maTtykopja A0 MSTH METPOB (OT KOMIbIOTEpa K po3eTke), u 10 90 metpoB (0T
KOMIIBIOTEpA K KOMMYTATOPY).
B 3aBuCHMOCTH OT TOT'O YTO MBI COEMHIEM, U3MEHUTCS CXeMa 00’KMMa KOHIIOB BUTOM Maphl.
Buras mapa, oGxkatasi ¢ IByX KOHIIOB W SIBJISIETCS HaTd KOPJOM, BBIMOJHSIOMUM (QYHKIHIO
COCJMHEHUSI KOMIBIOTEPA C KOMMYTaTOPOM WM KOMIIBIOTEPA C KOMIBIOTEPOM, WIH JBYX
KOMMYTaTOPOB, HE UMEIOIINX TepekatoueHus uplink/normal.
CymecTByert ABa criocoba o0xuma (pa3BoJKH):
1. Korna mMbl coeiMHsIEM KOMIBIOTEP — KOMIBIOTED (MJIU ABA KOMMYTATOpa).
2. Korna coenuHsieM KOMITBIOTEp — KOMMYTATOP.

[Topsnok o0xuma(pa3BoAKH) MPOBOJIOB BUTOM Mapel B pazbeMax RJ-45 3aBUCUT OT HazHAYEHUS
COCJIMHUTEIHHON JINHUY, TEXHOJIOTHH U CTaHAapTa IMepeiay JaHHbBIX.
JUIs KaXZIoro CTaHAapTa MCHOJIB3YIOTCS CHEIUAIbHBIE CXeMBbI 00UMa KaOelst, UCTIONb3YIOTCS
pasnuyHble Kalenu, pa3IuvHble OTpaHUYEHUs 10 JJIMHE KaOess M KOJIMYECTBY COCTUHUTENEH U
KOMMYTHPYIOLIUX TPUOOPOB.
s 10Base-TX u 100Base-TX nCIosib3yroTCs OpaHKEBbIE U 3€JIEHbIE Mapbl (KOHTAKThl 1+2 u
3+6). CuHroro ObIBaeT UCIOJIB3YIOT s TelneoHHbIX TUHUHN (KOHTaKTh 4+5). J{ns 1000Base-TX
UCIIOJIb3YIOTCSI BCE YEThIpE Mapbl KOHTAKTOB, TaKXe Jydllle HCIOJIb30BaTh IKPAHHUPOBAHYIO

BUTYIO T1apy.
1. ITpsamoli mOpsI0K 00KUMa BUTOH Maphl (KOMIBIOTEP — KOMMYTATODP):

1 1 |Beno-opaxxessli Beno-opakkessid | T ] 1
2 [ opaHxesbii opaHxesbid | ] 2
3 1 Beno-zenéHbi Beno-zenéneid | 1 3
4 N | crHWA CcuHui | [ 4
5 [0 W |6eno-cuHKuiA Beno-cuHui | [ T §
6 T 1 zenéHbii senéHei |1 6
7 [ W 6eno-KopWyHesbii Beno-kopuuHessii| [l Il 7
8 EEEE <OpVqHEBbIA mpmuueauﬂ'_ 8

2. IlepekpecTHblll TIOPSAOK 00KMMa BUTOM mapbl (KOMMyTaTop — KOMMYyTatop (0e3 (yHKIHu
nepekmoueHus uplink/normal), KOMIIBIOTEP — KOMITBIOTED).
Mensiem mectamu JBe napsel: 1-2 Ha 3-6.
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1w = éﬁEHO-OpBH)KBBblI:‘L Beno-aenéHeli | . 1
2 [T |opaHKeBbiH SEnéHblﬁi'—| 2
3 [ Beno-aenéHin Beno—opaHmeabmi [ .

4 | CHHMI CuiHvit | [ 4
5 [ W 6eno-cuHuiA Geno-cuHnid | 5§
6 T zenéHblid OpaHMeBbii : | —
7 [ W 6Geno-kopuyHeshblii Beno-KopuyHessbIi I .7
S W |<OpyuHEBbiA kopuuHessi | NN 8

HyxHo 00xuMaTh, coOMI0Oas1 CBOIO PACKIAAKy MO IBeTaM. [ J1aBHOE He CIyTaTh mopsiaok. J[ms
oOkuMa B KOHHEKTOpe (paswseme) RJ-45, wucmonwpizyercs cCHeNMAIbHBIA KIOY. XOPOIIO
MIOATOTOBHTE M BBIPOBHSWTE MAPbI IIPOBOJIOB, IUIOTHO BBEAUTE IMYYOK IPOBOAHUKOB B KOHHEKTOD
Y 3aTEM BCE BMECTE B COOTBETCTBYIOIIEE THE3/I0 KIIF0YA. 3KMUTE KITH0Y, 0OKUMaNTe 10 yropa,
4TOOBI KOHTAKT B RJ-450bU1 HaIEKHBIM.

Hror padoTsi: naTY-KOP/I.

IpakTnyeckas padora Ne6
[TocTpoeHne OqHOPAHTOBOM CETH

eab padoTbI: OCBOCHUE YMEHHI MO MOCTPOCHUIO OJIHOPAHTOBOM JIOKAJIIbHON BBIYUCIUTEIBHOMN
CETH.
3ananmue: - Co3natb OJHOPAHTOBYIO CETh C UCIOJb30BAHUEM KOMMYTATOPA;
- Homyunte goctym K TeKcTOBOMY (hailiry, pacloiOKEHHOMY Ha
COCEIHEM KOMIIBIOTEPE;
- OtBeTbTe HAa KOHTPOJBHBIE BOIIPOCHI;
- 3Baduxcuposars nHbpOpMaNHIO B aiiie s OTYETa.
Xox padoThl.
1. Moaxmrouute IIK1 u TIK2 k kommyrtatopy mpsmbiM Ethernet-kaGeneM B COOTBETCTBUM CO
CXEMOM, MPEJICTABIEHHON HA PUCYHKE.

N%
..:|| 1

Topr 1 KosyraTop

s

Iopr 8

NG~

2. Onpenenute [P-anpeca 1K1 u [1K2.
3. IlpoBepbTe nOCTYyHmHOCTH coenuHeHus Mmexay kommbtotepamu [IK1 u TIK2 ¢ momorisio
KOMaH/IbI ping.
4. Cozpnarite Ha padounx ctaniusax [1K1 u [TK2 nanku nys obimiero goctymna mo ceTH:
a) co3JIalTe ManKy, KoTopasi OyeT MPUMEHSIThLCS AJIsi 00MeHa nH(OpMAITUEH 110 CETH;
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0) BBI30BUTE KOHTEKCTHOE MEHIO CO3JaHHOW MAINKh U BbIOepuTe MyHKT «OOmmil moctym u
0€301aCHOCThY;
B) Bo BKJIaake «Jloctym» — «CereBoit oOumii goctyn u 6e3onacHoCTb» BbiOeputTe «OTKPHITh
OOIIHiT TOCTYID» K ATOM manke u «Pa3pemmTs n3MeHeHue GailyioB 1o ceTny;
') HOKMHUTE KHONIKY «[IpuMeHuThY;
1) B TAaHHOM CETEBOM MaIKe CO3/1aiiTe MyCTON TEKCTOBBIM JOKYMEHT.
5. Ha paGoueii cranmmu IIK1 mpoBepbTe noctym K JokymMeHTam Ha paboueit cranumm [1K2,
BHECUTE U3MEHEHUS U COXPAHUTE:
a) B aApecHol cTpoke nanku «Moii komnbsiotep» BBeaute \ \[PTIK2 u naxxmute «Entery;
0) HalAUTE CO3JaHHYIO MANKy COCEHET0 KOMIBIOTEPA C OTKPHITHIM OOIIUM JI0CTYIIOM;
B) BHECHUTE B IPEJICTABICHHBIA TEKCTOBBIN (Dailll CBOM JIMYHBIC TAHHBIC U COXPAHUTE €TO0.

KOHTpOIBHBIE BOIIPOCHI

1. Kakast ceTh Ha3bIBaeTCsl OJTHOPAHTOBOM?

2. Kakue Tornonoruu MoryT UCIoJib30BaThCs JJIs1 HOCTPOEHUS OJJHOTAHIOBOM CETH?

3. Kakyro cereByr0 yTWIMTY HEOOXOAMMO HCHOJIb30BaTh, YTOOBI MOJYYUTh HUH(POpPMAIHUIO O
KOH(UTypaLuyu CeTeBOro ajantepa’?

4. Kak M0kHO npoBepuTh Hanmuue coequHeHus mexay 11IK1 u [TK2?

5. Uem oTimyaeTcs nanka, Juist KOTOpO HaCTPOEH OOIINI TOCTYI, OT OOBIYHOM Manku?

6. Uro HeoOXxoaumo cnenarb, 4yTOOBl MOJYYMTh JOCTYH K OTKPBITBIM pecypcaMm Jpyroro
KOMIIbroTepa’?

IIpakTuyeckas padora Ne7
Hacrpolika y1aneHHOro 10CcTyna K KOMIbIOTEPY.

Ieas padoTbl: HAayuyuTbCS YyCTaHaBIWBaTh YyHan€HHoe coeauHeHue ¢ [IK mpu nomomm
cTangapTHo nporpammbl Windows u mporpammel TeamViewer
3aganue: - BxumounTe ynanenusiii pabounii cron Ha Bamem [1K;
- Orkpoiite yrunury «llogkiaroueHne K yaaJeHHOMY pabodemy
CTOJLY»;
- YcranoBute mnporpaMmy TeamViewer U BBINOJIHUTE MIaru
COTJIACHO X0y paOOTHI;
- OrBeTbTe HA KOHTPOJIBHBIE BOIIPOCHI;
- 3Badukcupyiite wuHbpoOpmarmioo B (dailie a1 oTyeTa B BHUIC
CKPUHILIOTOB BBITNIOJHECHHBIX 3aJaHUMN.
Xoa paboThl.
1. Beibepure «llyck > Ilapamerper > Cuctema > YaalleHHbIH pabouMii CTOM» M BKIOYHTE
napameTp «BkmounTs ynaneHHbI paOounii cTOM». 3alOMHHUTE MM KOMITBIOTEpA B pasieie
«Kaxk moaxmrountbes k 3toMmy [1K». OHO moHamooutes mo3xe.
Ilpumeuanue. TlapameTp akTuBeH, ecnu y Bac yctaHoBieHa Windows 10 Pro. UtoGwr 3TO
nmpoBepuTh, neperaure Ha «llyck > Ilapamerpsr > Cuctema > O cucreme» U HalauTe
«Bpimyck».

2. Ha nokansHOM KoMmbtoTepe noj ynpasiaeHuem Windows 10 B mose noucka Ha maHenau 3a1ad
Beequte «llogkimrouenne k ynaneHHoMmy pabouemy ctony» u BblOepute «llomkmiouenue K
ylajneHHoMy pabouemy crony». B okne "llonkmroueHue K yhaleHHOMYy paboueMy cCTody"
BBEIUTE HMMs KOMIBIOTEPA, K KOTOPOMY HEOOXOAMMO MOAKIIOUMTHCS (M3 mara 1), a 3aTem
Ha)XMUTE KHOTIKY «IIoAKITIOUNTBCS.
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3. Uucranmupyiite mporpammy TeamViewer Ha KOMITBIOTEPHI.
4. 3anyctute TeamViewer Ha KOMIIbIOTEpPE, K KOTOPOMY Bbl OYJTUTE MOIKITIOYUTHCS.
5. 3anummTe AaHHBIE, KOTOpble MOSBATCA B OKHE TeamViewer Ha ynajJeHHOM KOMIIbIOTEPE B

nossix «Bamr ID» u «Ilapons»
E TeamViewer . O

MoaxmoueHne  [flonoaHutensHo  Cnpaeka lOfipaTHchBﬂsb eeaunte ID na v

BecninaTHad imLeH3nA (ToNbko HeKoMMepueckoe nenoabsosatue) - Darya CHipishtanova

n Bxon B cuctemy PaBPELIJI/ITb yrpaeaeHne yl'lpaBﬂﬂTb KOMMbHOTEPOM
Y Bac ellle HET yUETHOM 2a...
Baw ID ID napTHépa
+«* YaaneHHoe ynpaenexue 1 627 632 067 v
- Maponw
#®y  Remote Management k3 87fg 'o YnanéuHoe ynpasneHue
g®e Mepenada dbainos

L KondepeHuums

-_‘I Yat [nA HacTpONKM aBTOHOMHOTO 4OCTyMNa
HeobXoAMMO CHauana yCTaHOBMTs

EL_., TeamViewer.,
JononHedHan peansHocTs (AR)

TeamViewer
@ ToTos K noaxAoUeHKIO (Be30NacHOe COsAMHEHME)

6. AktuBupyite TeamViewer Ha CBOEM KOMITBIOTEPE.

7. B mone ID mapTHepa BBeauTe TOT KOJ, KOTOpBIM oToOpaxkaincs B moie «Bam ID» nHa
YAAIEHHOM

ITK. ITpu 3TOM H0/IKHA OBITH AKTHBHA KHOTIKA « Y TaJIEHHOE YIIPABICHUEY.

8. Haxxmure kHonKy «llonkimtounThecs K napTHEPY».

9. B oTKpBIBIIEMCSI OKHE BBEIUTE IMAPOJIb C YAAIEHHOTO KOMIIBIOTEPA (TAHHBIA KOJT 0TOOpaXKajcs
B nose «Ilapoipy» Ha y/1aJeHHOM YCTPOUCTBE).

10. ITocne BBOJA yKa3aHHOTO 3HAYEHHUSI B €AUHCTBEHHOE I10JI€ OKOIIIKA HAXXMUTE KHOTIKY «Bxox B
cuctemy». «Paboumii cTom» ynajJeHHOTr0 KOMIIbIOTEpa OTOOPa3UTCS B OTIEIBHOM OKOIIKE Ha
nanHoM [1K.

11. Ha pabouewm crtose ynanéHHoro kommnbiorepa HaxxMute «Ilyck»— «KommberoTepy.

12. Neuncrammupyite nporpaMmy TeamViewer Ha KOMIIBIOTEPAX.

KoHTpoJibHbIE BONIPOCHI

1. Ilporpamma TeamViewer: Ha3HaueHHE, BO3MOXKHOCTH.

2. Kak B TeamViewer opranu3oBaHa nepejava 1 KonupoBaHue GaniaoB U mamnok?
3. Oxapakrepusyiite TeamViewer Web Connector.

Hror padoTsl: daiin-oTuer

IpakTnyeckas padora Ne§
OGecneueHne 6€30MaCHOCTH JIOKAJIbHOM CETH.
Hactpoiika napamerpoB 6panamayspa Ha [1K.
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Lenb paGoThl: 3aKpenuTh TEOPETUUYECKUE 3HAHUS 1O TeMme 3.2, MPOBECTH HACTPOMKY
napameTpoB OpanaMayspa Ha [1K.
3apanue: - M3yunts TEOpeTHUECKUI MaTEpHa;

- 3arpy3uts OC Ha BUPTyaJIbHON MalllUHE;

- BbIIONHUTE 3aMEHY Y4ETHOM 3allMCH aIMUHHUCTPATOPA;

- YOpaTh OKHO-IPUBETCTBHUE;

- BpINOAHUTH CKAaHUPOBAaHME MTOPTOB HA BBISIBICHHUE CIA0BIX MECT;

- Hactpouts napamerpsl Bctpoernoro B OC 6panamayapa;

- Hacrtpoutrs mnapamerpsl OpaHamayspa J000OH aHTHUBHUPYCHOMN

IIPOrPaMMBI;
- 3aduxcuposats nHbpOpMaNHIO B haiiie s OTYETa.
Xoa padoThl.

Hlar 1. Mensiem y4yeTHYI0 3anuch aamuauctparopa (Ilosab3oBaTesib AAMUHHCTPATOP C
MYCTBHIM MAPOJIeM - 3TO YA3BUMOCTD)
Yacro mnpu ycraHoBke Windows naponv anMHUHHUCTpaTOpa IIyCTOM W 3THUM  MOXET
BOCIIOJIb30BATHCA 3710y MbluiieHHuk. ViHaue roBops, npu ycTtaHoBKe Windows B aBTOMaTHYECKOM
pPEXKMME C HACTPOMKAMHU 110 YMOJYAHHUIO MBI UMEEM I0JIb30BaTENsl AIMHUHUCTPATOP C IIYCTHIM
naposem u moboit User mosxer Boiitu B Takoi [IK ¢ mpaBamu agmuaucTpaTopa. YToOb! pemnTh
npo0sieMy BBINOJIHUM KOMaHAy KoMmnbloTep-Ilanenbs ynpasiaeHue - AAMMHMCTPUMPOBaHUE -
YnpasJ/ieHue KOMIbLIOTEPOM - JlokanbHble moab3oBaTeu - [loab3oBaTteaun(puc. 1).

g ¥MPABNEHHE EOMMNEHITEROM {NOKANE | g MNonHoe HMa
= ﬁ@ CywedHEIE NpOrpamHe!
+ % OflWKE NankK .%I'cu:ﬂ: 3aaaTe Naponk. ..
= NokaneHele NONL30EaTENH
3] NonezoEaTent Bee zanaqh '
(3 rpynne ¥ AANMTE
AMENETHER YCTPORCTE MepeHMEHOBATE
=] @ 3ANOMHHSHILLME YCTPOFCTES
g ¥NpasneHHe AHCKaMH CBoHCTBA
+ & CywBbl M NpHNO#EHHA

Cnpaeka

Puc.1.0xHO YnpaBieHre KOMIbIOTEPOM

371€ech 10 IIETYKY PaBOM KHOMKOM MBI HA AIMUHHCTPATOPHI 331a1UM aJIMUHUCTPATOPY
napoav, Hanpumep, 12345. D10 mwioxoil napoas, HO Jydille, 4eM Hu4Yero. Teneps B OKHE
AIMUHHMCTPHPOBaHHUe 3aiiieM B JIokaJbHYI0 OJMTHKY Oe3onacHocTu. Jlaee uaem no
BeTKaM JiepeBa: JlokanbHble moauTuku-Ilapamerpsl 6e30acHOCTH-YYeTHBIE 3aNMCH:
IlepenMeHOBaHMe yUeTHOM 3anucu AIMUHHUCTPATOP(pHC.2).

5P Napanerpel BesonacHocTi NonMTHES MapaKeTp Ge30na
# (8 ManuTrkn yueTHeL: 3anAe [3¥] Cevesait AncTyn: He paspewaTe ... BrnHGeH
=1 (& Noxanereis nomTiin [2¥] Cevesait AocTyn: He paspewaTs ... OTKMKMEH

# (@ Nomrira ayanra [R¥] Cetenoi A0cTYN: He paspewaTs ... OTKAKMEH

: % ...Ee.. CETesmj AOCTYM: NYTHE peecTp...  SystemiCurrentCol

H [:I MQNHTHIH OTHELITON D KAF CETEBDM AOCTYN: paspewath ad...  COMMAP, COMMOC

51-(E3 NonHTHIH orpaHueHHord CETEBDﬁ AOCTYN: paspelaTte aH,.,  COMCFG,DFS§
- 'g TTERHTHEN BES0RacHOCTH | CETEBDH ACCTYMN: paspEWaTe NP, OTKAKYEH
CHCTEMHAA KpMNTOrpadka: Moo, OTKNHYEH

Cncmmme OOLEKTH: BN3AENEY ... CO343TENE OOBEK
CHCTEMHbIE.' OB BEKTEL: YOHMAMTE p...  BrAkoueH
CHCTEMHbIE ofbEKTHI: YUMTEIBAT. .. BrAKYEH
L"npnﬁcma: SaNpeTHTE NONE30E, .. OTKAKYEH

@YchnﬁCTBa: MOBEAEHHE MPK YCT...  ¥CNEWHAA Yo TaHoE
}"u:TpuJﬁCTBa: PasPEWATE OTCTRIE, .. BramueH
}"CTDDHCTBa: paspelweHo GopMaT...  AAMAHMCTPATOPb
}’chDHCTBa: PaspEWHTE A0CTYN ... OTENKYEH
}"ETDDﬁCTBa: PaSpEWHTE A0CTYN ... OTEAKYEH
}"'—IBTHbIB ZAMMCHE OFPEHMYMTE MO, BrnkodeH
}-"HETHble sannck: NMeperMeHoEad. ., AAMHHHCTRATOR
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Puc. 2.HaxonuMm B cucteMHOM peecTpe 3anuch [lepernMeHoBaHNe y4eTHOH 3amucu
AJIMUHUCTPATOP
31ech moJib30BaTeNisi AIMUHUCTPATOP 3aMeHuM Ha Admin(puc. 3).

CEOWCTBA: YUETHBIE 3anucH: NepevreHoEaHHE ?HETHDH 3aMNKCH... il

MapatieTp AokanbHoR Ge50nacHoCTH |

YyeTHele 3anHcK; [TepeHMEHOEEHHE YUETHON SANHCH
A0 MUHHCTPATOPA

IAdmin

(] I OTtreHa | I'IpumeHuTbl

Puc. 3.Ilonb3oBaTento AAMUHUCTPATOP NPUCBAUBAEM HOBOE UM

[Tepesarpyxxaem OC. ITocne Hammx IeUCTBUHN y HAC MOJMYYHIIach YUeTHas 3anuce Admin ¢
naposieMm 12345 u nmpaBamMu afMUHHCTpaTopa (puc. 4).

Bce, Teneps MBI HMEEM MOJIB30BATENST AAMHUHUCTPATOP C I1APOJIEM, OJIHA U3 YA3BUMOCTEU
CUCTEMBI yCTPAHEHA.

IIpumeuanue

Onepanuio N0 U3MEHEHUIO UMEHHM T10JIb30BATENS U 3a/IaHUIO APOJI MBI TAKKE MOIJIN Obl
BBITIOJTHATH 0€3 HCIIOJIb30BaHUSI CHCTEMHOTO PEEeCcTpa, NCIOIB30BaB OKHOY YeTHbIE 3alicu

NnoJib30BaTeJiei, 4To ropaszo mnpoiie (puc.S).
|

! Hazan g 9,3-'; A

DbyueHwe

=@ VYueTHbie 3an
e

2] ¥UETHBIE 3aMHCH

e] TNkl yHETHE SaMMCe

nonesosaTensi B bl 6e p HTe 3aAa HUe...

3] MepeknHYeHHe
““ nonezoearensd

* M3MEHEHHE YHETHOH 38MHCK
*  Co3AdHHE YYETHOM 3arMcH

®  MsMEHEHHE EX0AS NONEI0EATENSH B CHCTEMY

WAU BblBepuTe H3MEHAEMYIO YUETHYIO
3anucb

~ Admin foet locTh
AJJ.NMHMCTD&TDD KOMNEHTEpa YUBTHAA 3anMce rocTA
W SawMTa naponem OTKMHIYEH

Puc. 5.0kH0 YueTHbIe 3an1cH N0JIb30BaTEIEH

IIpumeuanue

VYuertnas 3anuck ['octh no3Bossiet BxoauTh B [1K u pabortats Ha Hem (Hanpumep, B UHTepHeT)
0€3 UCTIOIB30BaHNS CIICIINAIBLHO CO3JJaHHOW Y4eTHOU 3amucu. 3amuch ['ocTh He TpeOyeT BBOIA
MapoJis U MO yMOJIYaHUIO OJI0KUpoBaHa. ['0CTh HE MOXKET yCTaHABIMBATh WIH YJIAISATh
MIPOrpaMMBbl. DTy YUETHYIO 3alIUCh MOYKHO OTKJIKOUYUTh, HO HEJIb3s YIAIUTh.

Ilar 2. /le1aeM OKHO NPMBETCTBUSA IMyCTHIM (YyOUpaeM ysi3BUMOCTbD 2)

Y Hac OKHO BXOJIa B CUCTEMY COACPKUT MOJCKa3Ky Admin, naBaiite ee yoepem, c/ieinaB OKHO
nmycThIM. JI7151 Hayana B OKHE Y4eTHbIe 3alUCH M0JIb30BaTeel )KMEM Ha KHONIKY I3MeHeHue
BX0/1a NOJIb30BaTeleil B cucteMy U yoepem ¢uiaxkoxk Mcnoab30BaTh CTPaHUIY IPUBETCTBUS
(puc. 6upuc. 7).
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- YyeTHbIE 3ANKCK NONBIOBATENER
@ Hasan O w ot

=8 & A
06 . T. YyeTHbIE 3anuck nonbaneaTe.rﬂ
1) ter

2] Thre! yqeﬂula}mmeﬁ
. erm— Bbibepute 3apaHue...

*  MSMEHEHME YHETHON 3aMMCH

*  CospaHie yuaTHON 33rmch

[ ®  |[AsMeHeHkE BX0AE NONEIOBATENSA B CHCTENY ]

UAW BblGepUTe H3MEHAEMYIO YUETHYIO
3anuchb

Admin TocTe
AAMHHCTRATOR KOMNEKTEpS VHBTHAR 38NMCE MICTA
3awwTa napanem OTEMOHENS

Puc. 6.0xH0 Y4eTHBIE 3aIIUCH ITOJB30BATEIEN

£ YueTHER 38rMCH NONLBIDBATEAEA - IQLKJ
: Bbib

) bLIDOP NapamMeTpOB BX04a U BbiX0Aa U3

FEMTHCAMA
CUCTEeMbI
& ACNONL3I0BaTEH CTPANMLYY NPHBETCTEWA |

:?3 NapameTpel Bx0A3 & QKRG NPHBSTCTEMA NOIBONAST BEMONHHTE BXO0A B CHCTEMY NPOCTEIM WENKOM Ha Bawei

CHCTERY YHETHON 38MHcH. JNA NOBEILEHHA DEZ0NAcH0CTH MONHD OTENKSATE TAKYHD BOZMOMHOCTE W

WITIONEIOSATE KNSCCHUSONHA EX0A B CHOTEMY, KOTOPEE TREOYET 0T NONs30BATENSR BEOAS
HEHA e THOR Z3THCH H NApona.

r HFnoAL308aTh '_:I_I:ICT[!HE‘ MNEQCK YR MOALIOBATERSE

EEICTPOR NEpereo-=mne NONE0BaTARS NOJBNAST FAPOTHEE MA yNETHYTO
Ak PYrOr O NONL3OEATENA, HE 3aKpeESA pab MM, 33TEM, KOraa Apyron
NOMS30E3TEAL 3aK0H-MT paboTy, Bhl orowaTe HRICTRD BEDHYTECA K CEDEH YUETHOA 2anHCH

[ Dpweherme naparerpos | _ orwena |

Puc. 7.Youpaem dnaxok Mcnonp30BaTh CTpaHUIly TPUBETCTBUS
Ho, 310 TONBKO MONTOBUHA fena. Teneps MOBBICUM 0e301nacHOCMb CETH €IIe Ha OJHY yCIOBHYIO
CTYIIEHb, CeNIaB 00a MOJIsi OKHA MPUBETCTBHS IyCTHIMU (pHC. 8).

Bxon 8 Windows

Er1985-2001
Hepnopauya Mabqpooodt

Monb30BaTEND: | Userl |

MNapons: | |

Puc. 8.006e cTpoku TaHHOTO OKHA CHEIaeM MyCThIMU

BeinosinuM koManay Ilaneas ynpaBiieHusi-AAMHHUCTPHPOBaHue — JIOKaIbHbIE TOJTUTHKH

0esonacHocTu- JlokaabHubie moantTuku-Ilapamerpsl 6esonacHocTu-UHTEpaKTHBHBIN BXOA:
He 0TO0paskaTh MOCJeJHer0 HMEeHH MOoJIb30BaTes1. DTy 3anucb He00X0AUMO BKIFOYUTH (puUC.
9).
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:RDHCCIﬂb deficTere  Baa  Crpasxa

| 2 ﬁ @ MMapameTp nosansHOM Gra0NACHOCTL UMEMHWN1
t; MapareTpel GesonacocTh Monuieca
¥ _ﬁ MO THEN YHETHBIX Safk E[xoﬂl OrpassyeHHa

HrrepakTiened B20n B CHETENMY. HE OTOOREKETE NOCNBRHETD

-L'fﬂl'._

=8 Noxansele nommTkme iﬂDCOM P EHHR SR
i 4 MormTwica ayauTa [RE] 8wanr: ayanT aocTyr
o j HASHAUSHAS PS8 Mo iﬂ]nyp.ar: ayART TP .

i ) Mapanerper Sezonzcy (5] ayar: Hemeansr+oe 1+ Bragiers

&1 [ Morsarin oTrpeiTors ko [88) focryn v ceh: Paspe C O

= u MO THEH OrPaHf-EHHOrT

e, e
.| fig] 5aeepwersees patoTe:
=2 3 MamTHcH Be30nNacHOCTH p P

EQBanspwcnm pafioTe
[FE]Werrepar v Bxon
E:_ﬂl'hrcuummnbﬁ B0a
[E¥]imepak i exoa
:Eg]i-'i-lrupuﬁ'rm-lbﬁ Bxod
i_-i-'p:]mrepakw&mﬁ ExDA
(B rerreparTimrnes Bxon
ﬁmrepakmﬁ Bx0a
(BT epar THerss pxoa
@mepakmbﬁ EX0A
i:ﬁ__f]mrcpaﬁtmnnﬁ Bxoa

Puc. 9.AxktuBupyem nepekitouaresb Bkiaountsb
Tenepb mociie 3aBepileHUs: ceaHca noib3oganienb JOIKEH YraaTh He TOJIbKO napo/ib, HO U UM
noavzosamens(puc. 10).

Bxopg 8 Windows

’
7

Nonssosatens: | |

Napons: |

Puc. 10.06e cTpoku OKHa MPUBETCTBUS ITYCThI

BrisiBiieHUE ceTeBbIX YA3BUMOCTeH ckaHupoBanuem nopros 1K

310yMBIILIEHHUKHU UCTIONB3YIOT ckaHupoBaHue nopto 1K 15 Toro, 4T0061 BOCTIONB30BATHCS
pecypcamu ayxoro [1K B Cetn. [Ipu sTom HEoOXx0oaumo ykazath IP adpec I1K u oTKpbITHIH port,
K npumepy,195.34.34.30:23. [1ocne 3Toro nporcxoaut coeauHeHue ¢ ynaieHHsim [1K ¢
HEKOTOPOU BEPOSTHOCTHIO BXoJ1a B 3TOT [IK.

o TCP/IP port — 3T0 ajpec onpeesIeHHOTO cepBuca (IPOrpaMMBbl), 3aITyIIEHHOTO Ha
naHHOM KoMmribtoTepe B Internet. Kaxxaplii OTKpBITBIN IOPT — NOTEHIMAIbHAA Ja3eiika J1s
B3stomunkoB ceteit u [1K. Hanpumep, SMTP (otnpaska noutst) — 25 nopt, WWW — 80
nopt, FTP —21 nopr.

o Xakepbl CKAHUPYIOT MOPTHI AJI TOTO, YTOOBI HANTH JBIPKY (0ar) B onepaioHHON
cucteme. [Ipumep ommbku, eciu aAIMUHUCTPATOP WM 10JIb30BaTeNb [1K OTKpbLT MOIHBIN
JIOCTYII K CETEBBIM pecypcaM JyIsl BCEX WJIM OCTaBWII IIYCTOM MapoJib Ha BXOJ K
KOMIIBIOTEP.

Opna U3 QyHKIMI aAMUHUCTpATOPa CETH (CUCAMUHA) - BBISIBUTH HEAOCTATKU B
(GYHKIIMOHUPOBAHUU CETH M YCTPAHUTD UX. [[J151 3TOTO HY)KHO MPOCKAHUPOBAThCEMbY 3AKPHITH
(6mokupoBath) Bce HeoOs3aTeNIbHBIE (OTKPBITHIE 03 HEOOXOAMMOCTH) ceTeBbIe MOPThHI. Hike,
IUIS IpUMeEpA, nipeacTaBiieHbl ciyk0b17CP/IP, KoTopble MOKHO OTKJIFOUUTD:

o finger- nonyuenue nHGoOpMaLIUU O MOJIH30BATEIAX

o talk- BO3MOXXHOCTH OOMEHA JAaHHBIMU IO CETH MEXKIY MOJIb30BATEIISIMA

o bootp- mpegocraBneHne KIMEHTaM HHPOPMAIUHU O CETH

o systat- mony4yeHue HHPOPMAIIUU O CUCTEME

e netstat- moryueHre nHQGOPMAIK O CETH, TAKOW KaK TEKYIIUE COCTUHCHHUS
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o rusersd- momyueHue HHPOPMALIUHU O TOJIB30BATEISAX, 3aPETUCTPUPOBAHHBIX B JAHHBIH
MOMEHT

Teopernueckuii marepua.

Bpanamayap («MexceTeBoi skpan», farewall) — cpencTBO 3amuThl; MPU3BAH OTPAHUYUTH OOMEH
JaHHBIX C IHTEpHETOM NPEUMYILIECTBEHHO JIsl CTPAXOBKH OT HENPOIIEHHBIX FOCTEH.
OnHu MOryT OBITh BBINOJIHEHBI B BUJIE allllapaTHOT0, TaK POrPAMMHOT0 KOMIUIEKCA, 3alIMCAHHOTO
B KOMMYTHPYIOLLEE YCTPOMCTBO WM CEPBEP AOCTYMA (IIUII03, XOCT U JIp).
Bpanamaysp - «monynpoHunaeMmas MemOpaHa», paclosaraeTcst Mexay 3alllUIaeMbIM
BHYTPEHHHUM CEIMEHTOM CETH W BHEIIHEH CEThK0 WM JIPYTMMH CETMEHTaMU ceTh VIHTepHeT u
KOHTPOJIUPYET Bce MH(OPMAIIMOHHBIE TOTOKK BO BHYTPEHHHUI CETMEHT U U3 HETO.
# momymsipusie Opanamayspel: Net screen 100(¢upma Net screen Technologies) u Cyber Guard
Firewall (pupma Cyber Guard Corp).
Bpanamaysp BbINONHIET HEKOTOPbIE () YHKIUU:

e @uznyeckoe OTJEICHNE BHYTPEHHEN CETH U BHEIIHUX KaHAJIOB;

e MHorosTanHas UACHTU(UKALUS 3aIIPOCOB, MOCTYMAIOIINX B CETh;

e Kontpons nenocruoctu 110 u maHHbIX;

e DKOHOMHUS aJPECHOTO IPOCTPAHCTBA CETH;

e [IpoBepka MOIHOMOYMII U ITPaB AOCTYIA K BHYTPEHHUM PECYPCAM CETH MOJIb30BaTEIIEH;

e Peructpanus 3anpocoB K KOMIIOHEHTaM BHYTPEHHEH ITOACETH U3BHE.
BbpannmMaysp cocrout us:

v’ 2 MapuipyTH3aTropa;

v OWIBTPYIOINIKE MaKEThI;

v' 111103 IPUKIIAIHOTO YPOBHSL.
B HOBBIN MexKCETEBOM SKpaH BCTPOUIIH KypHaAT 0€30MacHOCTH, KOTOPBIH coOupaln gaHHbie 1o [P-
ajZipecaM U COEIMHEHMSIM 10 CeTSIM JIOMAIllHUM, CIy>KeOHbIM, a Takoke B IHTepHeTe. DTOT cepBHC
MIPAKTUYECKH HE OOHOBISUICA € MOMEHTa BbIxoja. IloaTomMy Bce HACTPOMKM KaKUX-1H0O0
apamMeTpoB MOJAXOJAT KaK I CTapblX ONEPALMOHHBIX CHUCTEM, TaK M JJsi HOBBIX BEpCHUM.
Ceituac  HacTpoiiku OpaHaMayspa MOXHO ocymecTBiIsaTh B «lleHTpe oOecnedenus
0€3011aCHOCTH, TOCKOJIBbKY TOT (paiipBOJI ABIISETCS €r0 YaCThIO.
Bxirouenune/oTkioueHue
YroObl IPOM3BOAUTE HACTPOMKHU JlOCTyNa OpaHAMay3pa, HYyKHO MOHUMAaTh, KaK BKIHOYATh WJIH
OTKJIOYaTh €ro. KoHe4YHO, OTK/II0YaTh €ro He PEKOMEHIYETCs, IOCKOIBbKY 3TO IOCTAaBUT IO
BONpoc 0€30MacHOCTh cucTeMbl. HOo WHOrJga OTKIIOYEHUE HEOOXOJUMO JUIsi TOTO, YTOOBI
aKTUBUPOBATH pabOTy aHTHBHpYCA
BonbmMHCTBO MOAOOHBIX IpPOrpaMM HMEIOT BCTpOEHHbIN (aiipBon. UYroObl wn30exarhb
KOH(UIMKTOB C COBMECTUMOCTBIO, BCTPOEHHBIN OpaHaMaysp OTKIOYaroT. Eciu ke ckaunBaeMblil
aHTUBHPYC HE UMeeT (aipBoIa, TOTAa BEPCHIO MOXKHO U OCTaBUTh. UTOOBI HaYaTh paboTy € 3TUM
IIPOrpaMMHO-aNNapaTHbIM 31eMeHTOM CeTu HY)XKHO OTKpbITh ero. Kak 00bIYHO, €CTh HECKOIBKO
crioco00B. M0>XHO IIPOCTO BBECTH €0 Ha3BaHUE B CTPOKY IMOMCKA CUCTEMBI. Y Bac OyJeT CIHCOK
U3 HECKOJBKUX BapuaHToB. Jlydme BeiOpath «bpanamaysp Windowsy.
[lepen Bamu MOSIBUTCS CITUCOK, B KOTOPOM HaXOAWUTCS GUpMEHHBIN (aiipBoi. OTKpOeTcss HOBOE
OKHO, TJI€¢ M1 MOXHO OCYIIECTBJISATh HACTPOUKH OpaHamayspa. B neBom crosbuke Oyaer crpoka
«OTKIIOYUTh WIM BKIIOUUTH OpaHamaysp». Mwmeercs BbiOOp i JOMaliHEd ceTH U
obmecTBeHHOU. TyT ke JIeTKO OTKII0YaTh YBEAOMIICHHSI O OJOKHPOBKE MpuiiokeHus. HyxHo
00s13aTeNbHO MOCTaBUTh TaJIOUKY, YTOOBI MpOrpaMMa TYT K€ OMOBECTHJIa BAaC O BPEIOHOCHOU
YTHJIUTE.
BaoxkupoBka nocryna
HekoTopsele npobiemsl ¢ noctynoM Kk CeTu CB3aHHbIE UMEHHO ¢ OpaHaMayspoM. Bo3MoKHO BbI
He pazo0payiuck ¢ paboTON aHTUBHPYCA U 3aIIPETUIIM JOCTYI K ceTH. B HacTpoiikax Opanamayspa
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MO>KHO €r0 BOcCTaHOBHTH. CHOBA B JIEBOM CTOJIOMKE, IEPEXOUM TI0 CTPOKE «Pa3pElINTh 3aIyCK
IIpOrpaMMbl WK KOMIIOHEHTa yepe3 OpaHamayaspy.

Ilepen BamMu OTKpoeTcs HOBOE OKHO. B Hem Oyzmer crucok mporpamm, KOTOPBIM 3a0J0KMpPOBaH
wi OTKpHIT AocTyn K Cetn. Hy)kKHO TIpOCTO MOCTaBUTH TajlouKH TaM, Te 3To HeoOxoammo. K
npuUMepy, 3[eCh MOXXHO HaWTH Opays3ep, KOTOpBHIH HE MEPEeXOOUT Ha CaWThl M JaTh €My
paspemieHre Ha 31o. Eciau Bam HyXHO paspemuTsh AocTyn kK CeTu B HacTpoiikax OpaHaMayaspa
mporpaMme, KOTOPOW HET B CIHCKE, CIeNaTh 3TO HETPYAHO. J[ocTaToyHO ToJ TaOIMYKOM, B
KOTOPOM €CTh YTWJIMTHI, HAUTH KHONIKY «PaspemmTs apyryro nporpamMmy». Ilocne yero nosBurcs
JONOJIHUTENbHBIA CHUCOK NMPHIIOKEHUH, U3 KOTOPBIX MOXKHO J100aBUTH Jpyroil Opaysep sim6o
co(t, KOTOpBIN HyXaaeTcs B focryne k Cern.

[TomuuTe, yTo yem Ooibiie B (QaipBosie MOJOOHBIX pa3peIIeHHBIX MPOTPaMM, TEM MeEHee
Oe3omacHOW cTaHOBUTCS Bama pabota. [lopTel, KOTOpBIE OTKPBIBAIOTCS, IEPECTAIOT
KOHTPOJIMPOBATHCA CUCTEMOM U MOTYT IIPOIIYCTUTh BPEJOHOCHBIE YTHUIIUTBHI.

Hror padorsl: daiin-oTyer.
IIpakTnueckas pa6ora Ne9
Tectuposanue cetu TCP/IP ¢ ucnonp3zoBaHneM TUarHOCTUYECKUX yTUIIHUT.

He.]'lb paﬁoTbIZ 3aKPCIIUTb TCOPCTUUCCKHUC 3HAHUA 110 TCMC 32, IMPOBCCTHU TCCTUPOBAHHUC CCTHU C
IMOMOIIBIO CIICHUAJIBHBIX YTUJIIAT KOMaH,Z[HOI\/’I CTPOKHU.

3ananmue: - N3yuuTh TeopeTnuecKkuii MaTepual;
- TlpotectupoBaTh pabOTOCIIOCOOHOCTH CETH C MOMOIIBIO YTUIUTHI
ping;
- IIporectupoBath pabOTOCIIOCOOHOCTH CETH C MOMOIIBIO YTUIUTHI
tracert;
- Hactpours mnapamerpsl Opanamayspa JH000W aHTUBUPYCHOU
IIPOrPaMMBI;

- 3aduxcuposars nHbpOpMANHIO B daiiie s OTYETa.
Teopernyeckui MaTepHuaJl.

HaubGonee ObIcTpbIM cHOCOOOM MPOBEPKH pPabOTOCTIOCOOHOCTH JIOKAJIbHONM MOXXHO Ha3BaTh
cUcCTeMHYI0 KomaHny PING, Koropas IOCBUIa€T CETEBOM 3anpoc Ha 3ajaHHbll [P-adpec
KOMIIBIOTEpA, MOJY4aeT OTBET M BBIBOJAMT OTYET HA JKpaH. ECiM MOCIaHHBIN 3anpoc NOJTy4YeH
00paTHO -c643b (HPU3MUECKH CYILECTBYET, TO Ballla cemsb HACTPOCHA U paboTaeT KoppekTHo. Ecimu
K€ Ha dKpaHe Bbl yBUIUTE Haanuch "lIpeBbllieH unmepsan oxuganus 3anpoc" - Bbl 10IMYCTUIN
ommnOKy 1100 B HACTpoOiiKax, TM00 B MOJIKIIOYECHHH KOMITbIOTEpOB. [lepen 3amyckomM KOMaH[bI
Ping HeoOXoIMMO MOCMOTPETH JTOCTYIIHbIE KOMIIbIOTEPHI B ceTH. 3axoauM B Kommbiotep u
BUIUM, ckoJibko [IK nmoctynHsl B paboueii rpymmne B pazaeine Cerb

JUis TOoro 4TtoOBl BOCHOJB30BATbCSI KOMAHIOW ping, OTKPOWTE OKHO KOMAaHJIHOM CTpPOKH
komannoil Ilyck-Bece mnporpammbi-CtangapTHble-KoManaHasi cTpoka M BBEIUTE TaM
KOMaHIy ping, yKaxutre ums wiu [P-adpec ynaneHHOro KommbioTepa (wimum ero NMMS"/>)
(puc.l).llo ymomuaHuio ymunuma ping OTHpaBIsIeT 4 NHakeTa U OXUAAET KaXAbli OTBET B
TE€YEHUE YeThIpeX CEeKyH[. [lo yMOIYaHUIO KomanOa nocbulaeT maker 32 Oalita. 3a pa3mepoMm
TECTOBOTO IaKeTa OTOOpa)kaeTcsi BpeMsl OTKJIMKA YAAJCHHONW CHCTEMBI (B HAIleM Ciydae —
MeHbIIe | MUUTHCEeKYH BT />).
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rosoft Windows [Uersion 6.1.76011
(c? Kopnopauuwna Mavkpocoor (Microscoft Corp.>. 2009. Bce npasa sauMueHo. [l

C:sUserssPC—1>ping PC_1

Osmen nakevtamd ¢ PC_1 [172.168.73.133]1 c 32 sartamd paHHmx:
Oreer ot 192.168.73.133: uucao eanT=32 Bpema=1mc TTL=128
Orteet ot 192.168.73.133: uyucao sant=32 Bpemadimc TTL=128

or 192 .168.73.133: uucao eadt=32 ppemadlnc TTL=128
or 192 .168.73.133: uucao eant=32 ppermadimc TTL=128

Crtatuctuka Ping pnaa 192.168.73.133:
MakeToe: oTnpaeaeHo = 4. noayueHo = 4. notepadHo = 0
(¥ notepe?
MpUEAMSHTEABHOE BPEMA MPHEMA—TEPENaqM mMc =
MuHuMasbHoe = Owucek,. MakcumasabHoe 1 vcer,. CpepHee = [ Hcex

Puc. 1.ITunrosanne mamunsl PC 1 ¢ [P-anpecom 192.168.73.133
[1pu HE0OXOAMMOCTH AJIsl 3TOM KOMAH/Ibl BBl MOXKETE MCIIOJIb30BaTh CIACAYIOIINE apaMeTpPhl:

— -t. JlaHHBIN napamemp yKa3pIBaeT HA TO, YTO IIPOU3BOJUTCS IIPOBEPKA CBS3H C YKA3aHHBIM

y3JI0M JI0 IIPEKPALEHUS BPYUHYIO;

— -n. Texyuwmit napamemp onpezenser KOIM4eCTBO oTnpasisieMbix Echo-3amnpocos;

— -f. DToT napamemp ycranaBnuBaeT Oum "He dparMeHTHpoBaTh" Ha ping-nakete. [lo

YMOJTYaHUIO (hparMeHTanus pa3periaeTcs;
— -w. JlaHHBIA napamemp TO3BOJSET HACTPOUTH TaillM-ayT Il KaXJIOro IMakeTa B
MUJUTUCEKYHIaX (70 yMOT4aHuIo ycTaHoBleHo3HaueHue4000"/>);

— -a. Texymmii napamemp onpenensieT UMeHa y3JI0B 1o aJpecaM;

— -1 [Ipu momo1u 3TOrO MapaMeTpa Bbl MOKETE yKa3aTh pazMep Oydepa oTIpaBKu;

— -1. Mcnonb3oBaHue JaHHOTO MapaMeTpa MO3BOJIAET BaM 3aJ1aTh CPOK KU3HU MAKETa;

— -v. DTOT napamemp 3anaer tan ciyxOsl 1 IPv4 u He Bnusier Ha none TOS B IP-

3aroJIOBKE;

— -r. Tekymuii napamemp 3aUCHIBAET Mapuipym JUisl yKa3aHHOTO YHCJIA IPBIKKOB;

— -s. JlanHbIil napamemp MO3BOJISIET OTMEUYATh BPEMS JJI1 YKa3aHHOI'O YMCJIa IPBIKKOB;

— -j. Ucnons3yst 3TOT napamemp, BBl MOXKETE yKa3aTh CBOOOIHBIN BBIOOp MapuipyTa 7o

CIIMCKY Y3JIOB;
— -k. Ilpu moMomm 1aHHOTO TTapamMeTpa Bbl MOXKETE ONPEACIUTh KECTKUN BBIOOP MapIipyTa
10 CIIUCKY Y3JIOB;

— -R. Texymwuii napamemp TNO3BOJISIET UCHOJIB30BaTh 3arojIOBOK [JIsl MPOBEPKU TAKKE M

o0paTHOIro MapuipyTa ToJibKo s [Pv6;

— -S. laHHbli napamemp yKa3blBaeT UCIIOJIb3yEMbIN adpec NCTOUYHUKA;

— -4. [lapamemp onpenensieT NpUHYAUTEIbHOE UCIIOIb30BaHUE POTOKONA /P Bepcuu 4;

— -6. [lapamemp onipenensieT NpUHYAUTEIBHOE UCIIOIb30BaHUE IPOTOKONA /P Bepcuu 6.
Wrak, BblIle OBUIO MOKa3aHO, 4YTO ymuauma Ping wucnonb3yercss B TOM ciydae, Korja
HEOOXOIMMO TPOBEPHUTH, MOXKET JIH KOMIbIOMep TOAKITIOUATHCS K cethn TCP/IP win ceTeBbIM
pecypcam. Hade ToBOpsi, Mbl IUHT'YEM JI TOTO, YTOOBI IPOBEPUTH, YTO OTIPABIIIEMbIE MMAKEThI
noxonsat no nomydatens. [IK-ormpasurens ornpasnser Echo-sanpoc, a IIK-nony4arens, B OTBeT
noibkeH otnpaButh [CMP-coobuienue ¢ otBeTtoM. Ecnu ynaneHHbIN komnblomep pearupyer Ha
3anpoc ping, TO MOAKIIOYEHHE K yJIaJeHHOMY KOMIIbloTepy pabortaer. Takxke, ymuiuma ping
BEJIET CTAaTUCTUKY, U3 KOTOPOW MOHSATHO, CKOJIBKO MAaKETOB MOJIYY€HO, & CKOJIbKO norepsaHo. Ho,
3TO elle He BCe.

IIpumenenue komanabl Ping ns anaausa kayecrna cessu I[IK B cetu

JInst TecTUpOBaHUSl KayecTBa CBS3M 3alycTUTE Ping co CleNyolMMH napamerpamu:ping.exe -1
16384 -w 500 -n 100 192.168.73.133. Dto obecreunt otmpaBky 100 3ampocoB (n)
nakeramuno 1 6xunobanum(l) Ha 3amanublii [P adpecc wHTepBanoM oxumanus orBera B 0,5
cekyHbI (W). To ecTh:

L— pa3mep Oydepa oTpaBku.
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N— 4KCII0 OTIIPaBISIEMBIX 3aIIPOCOB,
W—epems odicudarnuss OTBETa Ha 3anpoc B MAJIJTUCEKYH/IAX,
[Momoxnure, noka npoiayt Bce 100 makeroB. OTBET 10JKEH OyAeT ObITh MPUOIU3UTENBHO TaKOH

_iof x|
saluT=16384 ] TTL=128
cadT=16384 v ITL=128
sadr=16384 ep mc TTL=128
saMT=16384 17 TTL=128
saMT=16384 > TIL=128

84 spemn TTL=128
84 Bpemn TITL 8
4 Bspenn ITL=128

UM/ it = B1 spema TTL=128

YHCAD i 53 Bpen TTL=128

YHCAD EpEMa > TTL=128

. yHcao sadWT=16384 : TTL=128
otr 1 ! . uHcan sauT=16384 spemn ITL=128

Orper or 192.168.% : uvcao sauT=16384 opema : TTL=128

|

1

- |
= |
2.1
1

|
2 |
. |
. |
i |
1

|

Craructura Ping pan 192 _.168.73.
KETOB: oTnpasaeHo = 100, y 188, noTepano = 0
“ NoTepb >
MNpUEAHIMTEABHOE BPEMA NPMEN IEAAUYM B MO
HunumassHoe mcex . Ma AALHOE 17 mcen, Cpepnee

Puc. 2 OTBer Ha KOMaHy ping.exe ¢ KIoYaMH
[Ipoananuzupyem pe3ynbTar BbIIIOJIHEHUS KOMAH/IbI:

o 0% moteph — ceThb paboTaeT OTINIHO.

o Eciu norepu unpopmanuu cocrasunu e 6oiee 3%, To ceTb paboTaeT XOpoILo.

o Ilpu morepsax 3-10% nonun He Bce MaKeThl, HO CETh, OJAroAaps aaropuTMaM KOPpPEeKIUU
ommnOoK, paboTaeT yIOBIETBOPUTENbHO. V3-32 HEOOXOOUMOCTH TMOBTOPHOW JIOCTABKHU
NOTEpSIHHOM HHpopMalMu cHuXkaercs 3((EeKTUBHas CKOPOCTH pabOThl CETH — CETh
TOPMO3UT.

o Ecau uncno norepssHHbIX nakeToB npesbimaet 10-15%, To He0OX0AMMO MPUHATH MEPHI 1O
ycTpaHeHuto HeucnpasHocTu. KauectBo cBs3u [IK HeynoBieTBopuTensHOE.

Hainee: kak BUAMM, BPEMS OTKJIMKA YAAJICHHON CHUCTEMBI CpeJHee 2 MCEK, a MaKCHUMalbHOe 17
MceK. AHaNM3Upys OTKIMK 70 MUJUIMCEKYHJIaM, HaJl0 UMETh BBUAY cienytouiee. //o cranaapry,
HOpMaJbHOE BpeMs OTKJIMKa 16-kmnobaiitHoro nakera st 100-merabutHo# cetn - 3-8 mc. [lns
10-meradbutHo# - 30-80 Mc. IlomywaeTcs, yTo y Hac cems paboTaeT Ha ckopocTH mopsaka 100
MOUT/CEK.

Hcnonb3oBanue yruiantsl PathPing

Pathping 3t0 ymunuma, koTopas mo3BosuseT oOHAPYKUTh TOTEPH MAKETOB HA MAPLIPYTE MEXKIY
BalllUM KOMIIBIOTEPOM M 3aJaHHBIM aapecoM [P. [lotepu nmakeToB MOryT CHJIBHO IOBIUATH Ha
paboTy ceTtn, Hampumep, KOTJa Bel Urpaete B Buaeourpy. Muaue roBops, ymuauma PathPing
OTIPABISIET MHOTOYHCICHHBIE coolmenns ¢ Echo-3ampocom kaxxaomy MapumipyTusatopy,
KOTOPBIM HAxXOIUTCS MEXKJY HCXOJHBIM ITyHKTOM M IIyHKTOM Ha3Ha4y€HMs, IIOCJIE 4Yero, Ha
OCHOBAaHMHU IIAKETOB, MOJYYEHHBIX OT KaXkKIOI'O M3 HMX, BBIUYUCIISIET NPOLIEHTHOE COOTHOLICHUE
MaKeTOB, BO3BpAIIa€MbIX B KaxaoMm mpbbkKke. Ilockombky ymuauma PathPing moxasbpiBaer
CTENEHb MOTEPU MAKETOB HA KaXKIOM MapIIPyTU3ATOPE WUIIU Y3JI€, TO C €€ IIOMOILBIO BBl MOXKETE
TOYHO OMNpPEAEIUTh MapIIPYTU3aTOPbl M Y3JIbl, HA KOTOPBIX BO3HMUKAIOT cemesvlie NpoOiembl.
[Tpumep ncnosnb30BaHUs JAHHOM KOMaHAbl IPUBEACH Ha pUC. 3.
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Windows\system32\cmd.exe

aft Corp.2. 200%. Bce npasa 3amMueHb.
zers\PC—1>pathping MARIA

MARIA [192.168.1.21
npuxxos J0:

CEK. «:a
MapupyrHmg
MNpusxox RTT Ure _ W np. % Anpec
I P(IJ_ILI [192.168.1.3]

1 2me o 0 10 MARIA [192.168.1.21

TpaccHpoBKa IaBepid

Puc. 3.ITouck noreps naketoB Ha mapiipyte oT [IK PC 0 no IIK MAIRIA
Urak, B ctpoke noucka Habepem CMD, 4ToObI BbI3BaTh KOMaHIHYIO CTPOKY (puc. 4).

Mporpammel (1)

+ D3HEKOMWTBCR C APYTHMA DESYNLTAT MM

Icmd [.j 3aBepleHre paboTel :P

Puc. 4.01un u3 cnoco6oB BbI3oBa komanaHoU ctpoku B OC Windows
Hainee npousBeaeT TpaccupoBKy Mapiipyta oT Hamero I1K 1o mouckosoro cepsepa SAnpexc (puc.
S)

:\Windows | system32cmd.exe

~lrpathping vandex. ra

ndex.ru [213.180.2084.11]

w 8 g ru [212.48.214.531
60—-1-MHMT .nwtelecom.r»u [2 98.2
ML ay.nutelecom.ru [212.48.214

S8 B0 g B L ol G D ek

CHET CTATHCTHHH

Hoxoanmd o YTHHH Y3Iea
Yrep . 0r 4 A0Tnp. ‘ Anpec

PC_O [1%2.168.1.31]

100 = i

0 10D 174 100 = 192.168.1.1

100 - H

i, 100 g/ 100 32 loD-at66-2.natm.ru [213.148.1

100 i
/100 113 i/ 100 atbb—atsbb-Li-giga—core.natm.

ion = |
4 100 17 100 = ATS3-TGEL-8-TTS-TGE1=4.natm.»

100 = |
100 GUay-TGEG-2 _natm.ru [78.81.8.

100 H
b/ 100 ge—0-1-8-v1788-18g.M3Z20-1-NOU

100 H
s 100 = 0 s 100 = % ael-30g.MEFI60-1-MHT .nutelecomn

100 i
100 =180 100D asl3Z238B-—vandex.gateway.nwtele

Puc. 5.11pumep ucnonb3oBanus yTuiauThl Pathping
IIpoananusupyem pe3ynbTar:

o Ilepsorit 610K MH(DOPMALIUK TPEACTABISET COOON TPacCHPOBKY. BBl MOXeTe mpomycTuTh
€ro W MEepeTH KO BTOpOMY OJIOKY mH(opManuu, B KOTOpOoM OyaeT yKa3zaHO MPOIEHTHOE
OTHOIIIEHHE MTOTEPH MAKETOB.

o Ecam nmakeTsl He TepsulMCh HAa JAaHHOM MapuUIpyTe MOAKIIOYEeHMs, TO Bbl yBuaute 0%
oTeppb NakeToB. Eciu Bbl yBUIUTE 3HAaYeHMs, oTinyaromuecs ot 0%, 3To o3Ha4aer, 4To
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Ha IYTH K HAIlIUM cepBepaM ObuiM notepu naketos. [lorepu Beime 1% HaunHas ¢ nepBoro
11ara, MOTyT yKa3blBaThb HAa HEKOPPEKTHYIO pabOTy y3J0B CETH WJIM MapLIPyTH3aTOPOB.
Ecnu 31 ycTpoiicTBa BaM JJOCTYIIHBI, TO HY’KHO ONIPOOOBAaTh OOHOBUTH X IPOrpaMMHOE
oOecrieueHre WM TOJHOCTHIO 3aMEHHTHh WX. MHade, O MOTEepsAX, BOZHUKIIMX MOCTE
NEpBOr0 Iara M JO0 IMOCIHEAHEro IIara, cleayeT cooOmmTh Bamemy HWHTepHeT
MpOBaKIEpy.

IIpumeyanue

Eciu nocnennue crpoku ykaspiBaoT Ha 100% mnorepb, TO 3TO HE SBISETCA IOKa3aTeleM

po0JIEMBI, @ IPOUCXOJUT ITOTOMY, YTO CEPBEPA 3ALUILEHB] OT HEXEJIaTeIbHOro TpaduKa U aTax.

C naHHOM KOMaHJ0M BBl MOKETE UCIIOJIB30BATh CIEAYIOIINE TapaMETPBhI:

— -g.  JlawHblli napamemp  omnpenensieT  MCMOJb30BaHUWE IAapaMerpa  CBOOOJHOU
MapmpyTu3anuu B [P-3aroioBke ¢ HaOOPOM NPOMEKYTOYHBIX MECT Ha3HAYCHHS IS
coobuienuii ¢ Echo-3anpocom, KOTOpsIi yKa3pIBaeTCsl B CIIMCKE KOMITBIOTEPOB.

— -h. JlauHblll napamemp 3amaeT MakCUMaJbHOE KOJIMYECTBO IEPEXOAOB HA IYTH IpU
IIOMCKE KOHESYHOTO O0BEKTA;

— -1. OTOT napamemp yka3piBaeT [P-adpec NCTOYHHKA;

— -n. Tekymuil napamemp TpeAOTBpallaeT MONBITKM comocTaBiieHus [P-agpecos
IPOMEXYTOUYHBIX MapLIPYTH3aTOPOB C UX MMEHAMHU, YTO CYIIECTBEHHO YCKOPSET 861600
pE3YJIbTATOB;

— -p. Ucnone3ys JnaHHBI napamemp, Bbl MOXKETE 3a1aTb 6peMs O0XCUOAHUS MEKIY
MIOCJIEOBATEbHBIMU [IPOBEPKAMH CBSI3U, I/I€ 3HAYEHHEM 70 YMOJIYAHUIO yka3zaHo 250
MUJUIACEKYH;

— -q. IIpu nomomu Tekymiero nmapameTpa Bbl MOXKETE yKa3aTh KOJIMUYECTBO COOOILEHH ¢
Echo-3ampocom, oTIipaBiaeHHbIX KaX/10My MaplIpyTu3aTopy nytu (no ymondanuio - 100);

— -w. [lauHblil napamemp omnpenensier epems oxcuoanus nns nomydenus Echo-oTBeToB
npotokosia /CMP wunu ICMP-cooOuieHnid 00 MCTEUEHWHW BPEMEHHW B MUJUIMCEKYHAAX,
KOTOpbIE€ COOTBETCTBYIOT laHHOMY cooOuieHuto Echo-3anpoca. 3uauenue no ymonuanuto
4 cexyH[pbl;

— -4. Ilapamemp onpenensieT IpUHYAUTEIbHOE UCII0NIb30BaHUE NPOTOKONa /P Bepcuu 4;

— -6. Ilapamemp onpenensieT IpUHYyIUTEIBHOE UCII0JIb30BaHKE MPOTOKoIa /P Bepcuu 6.

Komannalpconfig
Komanoa IPCONFIG ucnomns3yercs i 0TOOpaxeHHus TeKyIIux HacTpoek nmpotokona 7CP/IP n
s OOHOBIEHHS ~ HEKOTOPBIX  IMapaMeTpoB,  3aJaBaeMbIX NP  aBTOMATHYECKOM

KOH(QUTYPUPOBAaHWU CETEBBIX HMHTEPPEHCOB TpU WCHONb30BaHMM TpoTtokona DHCP.
[IpeanonoxuM, 4To y HAC UMEETCscemsb, U300pakeHHas: Ha-puc. 6.
T

=il x|
Q) W-om- = {0 [ rees: Con (]

Tmmasete * e e e o SR BT FCTam et e  vlnte Getmsae ppaie L w

[ EFSNER

'"_"""| H _J ~ B - uﬁ;u‘
Puc. 6.HeGomnpimast 1okaibHas CETh
Brimoaaum komanny komanaou Ipconfig va PC 2 (puc. 7).
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T, AnamencT partop: C\Windows\system32 \cmd.exe
soft Windows [U h.1.76801
opnopausn Madkpoc {Microsoft Corp.>. 200%. Bce npasa 3aummueHs.

TyHHeabnud apantep isatap.localdomain:

OcvosHold wama

ladimiripconfig

Aa IP nan Windows

SUHC NOAKANYEHHA
IPub-anpec Hamada . . . 2

HHE Cpens
JPSHHC NOAKARYMEHHA

IPvG-appec Kamana . . . =

Puc. 70To6paxenue napamerpoB TCP/IP-nipoTokona komannoii Ipconfig
W3 oTueTa Mbl BUIUM TaKy0 HHPOPMALHIO:

DNS-cyddukc mogxmouenus - localdomain (13 HaCTPOEK CETEBOTO MOIKITIOYCHUS )
Jlokanbubiii IPv6-anpec kanana - nokansHbli IPv6 aapec, eciu ucnone3yercs aapecanus
IPv6

IPv4-anpec - ucnions3yemslil 11 ganHoro agantepa [Pv4 —aapec

Macka noaceru - 255.255.225.0

OcHoBHOM 103 - IP-agpec MapuipyrusaTopa, HCIOJIB3YEMOIO B KauyecTBE ILIKO3a IO
YMOJIYaHUIO.

IIpumeyanue
Tynnenvusiii agantep isatap.localdomain sto smymnsmus IPV6 B cersix [PV4. ISATAP (Intra-
SiteAutomaticTunnelAddressingProtocol) — IIpoTokon aBTOMAaTHYECKOW BHYTPH CaWTOBOM

aJpecaluy TyHHEJEH, MO3BOJISIONINH MepeiaBaTh MexAy ceTsiMmu [Pv6 naketsl uepes cetu [Pv4
Kiaroun koMaHAbI:

/all Omobpadsicenue onHON MHGOPMAIIUN 10 BCEM aaNITEPAM.

/release [amantep] Omnpaska coobwenus DHCPRELEASE cepsepy DHCP nns
ocBOOOXIeHUs Tekylleld koHpurypauun DHCP u ynanenus koHpurypanuu [P-anpecoB
IUIS BCEX aJanTepoB (€CIM adanmep HE 3aJaH) WIM JUIsSl 3aJaHHOTO ajanTtepa. DTOT Koy
orkiouaer nportokon TCP/IP nnsi amantepoB, HACTPOCHHBIX IS aBTOMATHYECKOTO
nojiyyeHnus /P-anpecos.

/renew [apmanTep] OOHOBineHue [P-aapeca naisi ONpeAeNEHHOTO ajanTepa WU ecld
aoanmep He 3aJaH, TO Ul BceX. JOCTYNHO TOJIBKO MPHU HACTPOEHHOM aBTOMAaTUYECKOM
nosyyeHun /P-anpecos.

/flushdns Ounmenue DNS kamia.

/registerdns OOHOBIIEHHE BCeX 3ape3epBUPOBAHHBIX afpecoB DHCP u mepepeructpanus
umeHn DNS.

/displaydns Omobpasicenue conepxumoro k3ma DNS.

/showclassid adanmep Omobpascenue xona knacca DHCP ansi yka3aHHOTO ajamnTepa.
JIOCTYITHO TOJIBKO MPU HACTPOEHHOM aBTOMAaTUYECKUM NOJIydyeHueM /P-aapecos.
/setclassid amanrep [koa_ kmacca] U3menenue koaa kinacca DHCP. JIocTynmHO TONBKO MpU
HaCTPOCHHOM aBTOMAaTUYECKUM IOJIydeHueM /P-aapecos.

/? Crpaska. TCP/IP: 3nauenns [P agpeca, MacKH U ILTIO3A.

KomaHnna BbIBOA CIMCKA KOMIILIOTEPOB padoyeil rpynnbl Netview
B koMaHgHOI cTpoke BBEAUTE KOMaHIy netview, ¥ Bbl YBUJIUTE CAUCOK KOMIIBIOTEPOB CBOEH
paboueii rpymnisl (puc. 8).
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\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76011
Cc? Kopnopauwa Mavkpocootr (Microsoft Corp.2>. Z00?. Bece npasa 3awMuwedHs . [N

C:sUsers“PC-1>net view
JameTku

PC_O
Vladimiw

KomManpa BwnoAHeHa YOMEWHD .

C:sUzserssPC—1>_

Puc. 8.B paboueii rpynne umeercs 4 11K
TpaccupoBka
Tracert— »T0 cnyxeOHasi KOMIIBIOTEpHAsl npozpamma, TpelHa3HAueHHas I OINpeleseHUs
MapHipyToB cieaoBaHus AaHHbIX B cetsx ICP/IP. Ilpoepamma tracert BBITIOJHSIET OTIPABKY
JAHHBIX YKa3aHHOMY Y3]Iy CETH, MPU 3TOM OTOOpakash CBEIEHUS O BCEX MPOMEKYTOUHBIX
MapuipyTu3aTopax, 4epe3 KOTOpbIE IMPOLLIM JaHHblE Ha NYTH K LEJIEBOMY y3ay. B ciyuae
npo0sieM MpH JOCTaBKE JAHHBIX JO KAaKOTO-JIMOO y3la npocpamma TO3BOJSIET ONpPENeInTh, Ha
KaKOM UMEHHO Y4aCTKEe CETU BO3HUKJIU HETOJIaKH.
3anyck nporpaMmbl IPOU3BOJUTCS U3 KOMAHJIHON CTPOKH. [Ij1s1 3TOro BBl JOJIKHBI BOMTH B HEE.
Jlns onepanmoHHON cucteMbl Windows cylecTBYeT HECKOJIBKO CIOCOOOB 3amycka KOMaHIHOM
CTPOKH:

1. Coueranue kmaBum Win (kHomka c¢ jgoroturnoM Windows) + R (10mkHBI OBITh HaXaThI

onHoBpeMeHHO) — B rpade "OtkpriTh" Hanucath "cmd" u Haxkath OK.

2. Ilyck — Bce mporpammbl— CrtangapTHble — KoMaHIHas cTpoka.
B oTkpsIBIIEMCS OKHE MBI HanumeM tracert ya.ru. [IpuHiun aeicTBus 3ToH NpOrpaMMbl CXOXK C
MIPUHIIUIIOM JIEUCTBUSL TIpOrpamMMebl ping. Komanoa OTHpaBisieT Ha cepéep NAHHBIE U TIPU ATOM
buKcUpyeT Bce MPOMEKYTOUHbIE MapIIPYTU3ATOPbI, Yepe3 KOTOpbIe MPOXOAT 3TU JaHHbIE Ha
MyTH K cepBepy (1iesieBomMy y3iy). Eciiu npu 1ocTaBke TaHHBIX 10 OAHOTO U3 Y3JI0B MPOUCXOJUT
npobnema, npocpamma ONPENENsIeT Y4aCcTOK CETH, Ha KOTOPOM BO3HUKIIM Hemonaaku. Bpems
OTKJIMKA [MOKA3bIBAET 3arpy>KEHHOCTh KaHajla. A BOT €CJIM BMECTO BPEMEHHU OTKJIMKA Bbl BUJIMUTE
Haanuch "'[lpeBbllIeH MHTEPBAJ OKUAAHUA VISl 3ampoca'’’, 5TO 3HAYUT, YTO HA JAHHOM Y3Jie

CBSI3M IIPOMCXOJIUT IIOTEPS JAHHBIX, a 3HAYHUT, IPOOJeMa MIMEHHO B HEM —pHC. 9.
= C:\Windows\system32\cmd.exe =0] x|

PC—1>tracert va.ru

DBEKa Mapupyra & va.ru [8 -250.31
AbHBF YHCADH NPEXKOE 3

HC <1 mHc <1 rnic L168.1.1

1 nms 1 ns 5 1ol - atm.ru [213.148.173.22
4 ms 2 ns 2 ns b6 —a L i re.natm.m 3.148.163.811]

ns tm. 81.m0.37]
2 ; [ 81

lecom.ru [Z12
.48 .198.246
.pu [212.48.214.

Janpoca.

361
188.213.531

Puc. 9.Ilpumep TpaccupoBKH JoOMEHA ya.ru
ITapameTpsl kOMaHbI tracert:

— -d He ompenensATh JOMEHHBIE UMEHA MapIIPYTHU3aTOPOB

— -h <S8nauenue-> ycTaHOBUTH MAKCUMAJILHOE KOJIMYECTBO IIEPEXOJIOB

— -w <3Hauenue> yCTaHOBUTb MaKCUMAJIbHOE 8pemMs 0#CUOAHUs OTBETA (B MUJUIMCEKYH/1ax )
Wrtak, TpaccupoBka MapuipyTa IOMOTaeT OIpEeAeNUTh MNpoOieMHbIN y3en. Eciu jgaHHbIE
OPOXOASAT HOPMANbHO H '"cTomopsTcs" HA CcaMOM IIyHKTE Ha3HadeHWs, TO Mpoliaema
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NENCTBUTENIBHO C CalTOM. Ecim TpaccupoBka mapuipyTa HpPEKpamaercs Ha CEpeIruHE IyTH, TO
npobiemMa B OAHOM H3 INPOMEKYTOUHBIX MapLIPyTHU3aTOpoB. Eciu mpoxokIeHue IakeToB
IpeKpallaercss B Mpejienax CeTH Ballero MnpoBaiiiepa — TO M mpoOsieMy HYKHO peliaTs "Ha
MecTHOM ypoBHe". IlomyTHO XOdYeTrcs OTMETHTb, UYTO HpocpamMma pabdoOTaeT TOJIBKO B
HaNpaBJICHUH OT UCTOYHUKA MAKETOB M SBIISIETCS BEChbMa IPyObIM HHCTPYMEHTOM JISI BBISIBIICHHS
HEIOJIAJIOK B CETH.
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4. ”THOOPMALIMOHHOE OBECIIEYHEHUE IPAKTUYECKHUX PABOT

OCHOBHBIC HCTOYHHMKH:

O1. bapunor B.B.. KoMnbioTepHbie CeTH : yUeOHUK IJIs CTY. YUPEKICHHUMN cpell. nmpod.
oOpaszoBanus / B.B. bapunos, 1.B. bapunos, A.B. Ilponerapckuii, A.H. [1buibkuH.
— 2-e u3n., crep. — M. :M3narensckuii neHTp «Axagemus», 2019. — 192 ¢

0O2. bapanunkoB A.W.. Opranu3aius ceTeBOro aIMUHUCTPUPOBAHUS ;| YICOHUK I CTY/.
yupexnaenuit cpen. mpod. obpazoBanusi / A.W. bapanuukos, II.A. bapanunkos,
A.IO. I'pomoB. — 2-e u3a., crep. — M. : U3narensckuil neHtp «Axkagemus», 2018.
— 320 c.

0O3. 3BepeBa B.Il. CompoBoxaeHue u OOCIy)XHMBaHHE MPOTPAMMHOIO OOecTeueHus
KOMITBIOTEPHBIX CUCTEM: YUEOHUK ISl CTY/l. yupexaeHut cpell. mpod. oOpazoBanus /
B.II. 3BepeBa, A.H. HazapoB —M. : Uznarensckuid neHTp «Axagemusi», 20. — 256
C.

JlonoiHUTEIbHbIE HCTOYHUKMU:

1. ITeckoBa C.A., Ky3un A.B., BoakoB A.H.. Cetu u TeneKOMMYHHUKAIlUU. —
Mocksa: m3a. «Axkagemus», 2011 — 352c¢.

2. Cwmensanckuii P.JI.. Komnerorepubie cetu B 2 1. Tom 1: Cucremsl nepenauu
JTaHHBIX. — MoOCKBa: n3maTenbcTBO «Akanemus», 2011 - 304 c.

3. Cwmenanckuii P.JI.. Komnstorepasie cetn B 2 1. Tom 2: Cetn OBM. — Mockasa:
U3JaTEIbCTBO «AKameMus», 2011 - 240 c.

DJIEKTPOHHBIE U31aHUA (3JIEKTPOHHBIE PecypcChl)
1. YcrpoiictBo koMmbioTepa: dopma goctymna: http:// www.ustroistvo-pk.ru
2. Kypc «BBenenue B cereBbie TexHonorun» @opma nocryna: http://www.netacad.com
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5. JUCT N3MEHEHWH U JIONTIOJTHEHU M, BHECEHHBIX B
METOINYECKHUE YKA3ZAHUA

Ne HU3MCHCHHSA, 1aTA BHECCCHUSA, Ne CTPaHUIbI C UYBMCHCHUEM

BbrL10 Crajao

OcHoBanmue:

IMoanucek JINIAa, BHECHIEroO H3MCHCHUSA
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