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1.HOACHUTEJBHAASA 3AIINCKA
Metoauueckue  ykazaHUS [0 [PAKTUUYECKUM  3aHATUSAM  y4eOHOM  JAMCLUIUIMHBI
«KoMnbOTepHBIE CeTH» COCTABJIECHBI B COOTBETCTBMM C Y4Y€OHBIM IUIAHOM M padbouei
porpamMMbl TUCUUILIMHBL MO crneunanbHoctu 09.02.07 Hugopmayuonnvie cucmemvt u
npozpammupoeanue
[ens mpoBeeHUs! MPAKTUUYECKUX 3aHATHI: POPMUPOBAHUE NMPAKTHUECKUX YMEHUH,
HEO0OXOIUMBIX B MOCeAyoIel mpohecCUOHATBHON U yU4eOHOM AesTeIbHOCTH.
Metonnueckre ykKazaHWs MPaKTUYECKUX 3aHATUN SBISIOTCA YacTbhio y4eOHO-
METOJIMYECKOT0 KOMILIEKCA 10 y4eOHOM TUCIUIUTMHE U COJIePKaT:
- TeMy 3aHATUS (COTJIACHO TeMAaTHYECKOMY IJIaHy Y4eOHON AUCIUIUIMHDI);
- 1IeJIb;
- oOopynoBaHue (MaTepuaibl, MPOrpaMMHOE OOecleYeHHe, OCHAIICHUE,
pa3IaToOYHbIA MaTepuan u ap.);
- METOAMYECKHE YKa3aHMs (M3YYUTh KPATKHI TEOPETUUYECKUN MaTEpHall IO TEME
IPAKTUYECKOTO 3AHSITHS);
- XOJI BBIIIOJIHEHHUS,
- Qopmy oTyera.
B pe3synbrare BBINOIHEHHUS MOJHOIO OOBbEMa 3aJaHM NPAKTUYECKUX 3aHSATHUI
CTYJIEHT JOJIKEH:
basoBast yactb
B pesynbTaTe ocBoeHUs y4eOHON JUCIUIUIMHBI CTYACHT JOJKEH 3HAT!

— OCHOBHBIE MOHATHS KOMIBIOTEPHBIX CETEW: THIIbI, TOMOJIOTUH, METOABI JOCTYIA K
cpele nepeaayu;

— AnnaparHble KOMIIOHEHTHI KOMITBIOTEPHBIX CETEM;

— IlpuHuMnIbI NAaKeTHOW Mepeaaun JaHHBIX;

— IlonsgTue ceTeBOM MOJICIH;

— CereByto moziens OSI u ipyrue ceTeBble MOJACIH;

— IlpoTokonbl: OCHOBHBIE TMOHATHS, HNPUHUUIBI B3aUMOACHCTBUS, pa3Idyusi U
OCOOEHHOCTH  pacIpOCTPAHEHHBIX MPOTOKOJOB, YCTAaHOBKA MPOTOKOJOB B
ONEepPalMOHHBIX CUCTEMAX;

— Anpecanuro B CETSIX, OpraHU3aALNI0 MEXKCETEBOTO BO3IECHCTBHS

B pesynbTaTe ocBoeHUs y4eOHON JUCIUTUIMHBI CTYICHT JOJDKEH YMETh:

— Opranu3oBbIBaTh U KOHPUTYpUPOBATh KOMITBIOTEPHBIE CETH;

— CTpoutb U aHATU3UPOBATH MOJIENIN KOMITBIOTEPHBIX CETEH;

— Od@dexTuBHO  HUCMONB30BaTh  ammapaTHble W OPOrpaMMHBIE  KOMIIOHEHTHI
KOMITBIOTEPHBIX CETEN MPHU PEIICHUH Pa3IuYHbIX 3a/1a4;

— BBINOAHATE CXEMBI U YEPTEXKH IO CIIEHUATBHOCTH C HCIOJIb30BAHUEM IPUKIIAIHBIX
IPOrPAMMHBIX CPEJICTB;

— Paborath ¢ npoTOKOJIaMH pa3HbIX YpPOBHEW Ha NpHUMEpEe KOHKPETHOIO CTeKa
npotokoyioB TCP/IP;

— YcTaHaBIMBaTh U HACTPAUBATh [MAPAMETPHI TPOTOKOJIOB;

— OOHapy>XH1BaTh U YCTPAHATh OIIMOKH MPU NEepeaaue JaHHbIX;

BapuaTtuBHas yacthb

B pe3ynbTaTe 0cBO€HHS YUEOHON JUCHUIUIMHBI CTYACHT JOJKEH 3HAT!
— ajapecanuio B MHPOPMAalIMOHHBIX CETAX: allapaTHbIe, CETEBbIE, JIOKAJIbHbIE a/Ipeca;
— 0OecrnpoBOIHbIE TEXHOJIOTUHU CBA3H;




— CeTeBOE MPOrpaMMHOe o0ecrieueHre (KJIMEHTCKOE U CEPBEPHOE);
— obmwme cBeneHus o cetu Mutepner, ciyxObl MHTEepHeTa, MOHATHE MpoBaiaepa,
knaccsl [P-anpecos;
— MOHHUTOPHHI CETH, 3aIUTY HH(OPMALIUH, 3aIIUTY OT IPOHUKHOBEHUS CIIaMa.
B pe3ynbraTe ocBoeHUs y4eOHOMN NUCHUIUIMHBI CTYJCHT JOJIKEH YMeTh:
— AHAJM3HMPOBATh YCTPOMCTBA KOMIIBIOTEPHOM CETH;
— HAcTpauBaTh aJ[PECALUIO
[Ipu npoBeaeHUN NPAKTUYECKUX PabOT MPUMEHSIOTCS CIEIYIOLUE TEXHOJIOTUU U
METOJIbl OOYYEHHMSI: YTEHUE ¢ MAPKUPOBKOH, «PUIIOOH», HHPOPMAIMOHHBIE TEXHOJOTHH,
MEHTaJIbHbIE KapThl U T.[I.
OueHkKa BBINOJTHEHUS] NPAKTHYECKHUX 3aHATHI

«OTAMYHO» - TEOPETUUYECKOE COJIEP’KaHNE Kypca OCBOCHO MOJIHOCTHI0, 6€3 MPOoOeIoB,
yMeHHusT C(GOPMHUPOBAHbBI, BCE TMPEAYCMOTPEHHBbIE MpPOrpaMMon YydeOHble 3aJaHus
BBITIOJIHEHBI, KAYECTBO WX BBIMOJHEHUS OLIEHEHO BBICOKO.

«XO0po1o» - TEOPETUYECKOE COIePKAHUE Kypca OCBOCHO MOJTHOCTHIO, O€3 MpoOesoB,
HEKOTOpbIE YMEHUSI C(POPMUPOBaHBI HETOCTATOUYHO, BCE MPEAYCMOTPEHHBIE MPOrpaMMONn
y4eOHbIe 3aJjaHuUs BBIIIOJHEHbI, HEKOTOPBIE BU/IbI 33JaHUH BBITIOJHEHBI C OLTUOKAMHU.

«Y10BJIETBOPHUTEJIBHO) - TEOPETUYECKOE COIEPKAHUE Kypca OCBOCHO YaCTHYHO, HO
npoOenbl HE HOCAT CYIIECTBEHHOIO XapakTepa, HEOOXOOUMbIE yMEHHUs paboThl ¢
OCBOCHHBIM MAaTe€pUajOM B OCHOBHOM C(OPMHUPOBAHBI, OOJIBIIMHCTBO MPETYyCMOTPEHHBIX
nporpaMmoil oOydeHHs] y4eOHBIX 3aJaHUM BBINOJIHEHO, HEKOTOPHIE M3 BBIMOJIHEHHBIX
3a/IaHUM COJIepIKAT OIIMOKHU.

«HeynoBI1eTBOPUTEIBHO» - TEOPETUYECKOE COACPKAHUE Kypca HE OCBOECHO,
HEOOXOJMMbIE YMEHHsSI HE C(OPMHUPOBAHBI, BBHIIIOJIHEHHBIE Y4eOHbIE 3aJaHUs COJECpPIKAT
rpyObIe OIIHOKH.

B coorBercTBUM € y4eOHBIM IUTAHOM M paboyeil MporpaMMbl JUCHUTLTHHBI
«KomnbloTepHblie ceTH» Ha MpaKTUYECKHE (JTa0OpaTOpHbBIC) 3aHATHS OTBOAUTCS_18 uacos.

2.INIEPEYEHb IPAKTUYECKHUX 3AHATHI

Ne . KounyecTB
Tema npakTHYeCKUX 3aHATHIA
n/n 0 4acoB.
1 ITocTpoeHre cxeMbl KOMIIBIOTEPHOHN CETH 2

Coznanue ydyeTHOW 3amucH B OINEpalMoHHON cucteme. OpraHu3anus
o01mero ocTymna K daniaam

Hactpoiika nmpotokosnioB TCP/IP B onepalinOHHBIX CHCTEMax

Pemenue npo6aem ¢ TCP/IP

MonTax kabenpHbIX cpen Ethernet

[TocTpoeHre 0AHOPAHTOBOM CETH

Hactpolika yaaJIleHHOro J0oCTyna K KOMIBIOTEPY

Obecnieuenue 6€30MacHOCTH JIOKabHOU ceTr. HacTpoiika mapameTpoB
Opanamayspa Ha [1K
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Tectuposanue cetr TCP/IP ¢ ncnonp30BaHuEM TMArHOCTUYECKUX YTHIIUT

3.COJEP)KAHUE MMPAKTUYECKHUX 3AHATHI
IIpakTuyeckoe 3ansiTue Nel
Tema: [TocTpoeHne cxembl KOMIIBFOTEPHOU CETH.




Henb: npUMEHUTH HA IPAKTUKE YMEHUS 10 CO3JaHUIO CXEM JIOKAJIBHBIX CETEH C IOMOIIBIO
IPUKJIATHOTO TPOTPAMMHOI0 00ECIICUEHHUS.
O0opynoBanme: nepcoHaNbHbIA KOMIIBIOTEP ¢ HEOOX0AUMBIM [10O
3aganme: - M3yunuts Metoauueckue yKa3aHus;
- JlaTp  XapakTepUCTHUKy IporpammaMm JUisl  U3y4YECHHS
KOMIIBIOTEPHBIX CETEM;
- YCTaHOBUTH U HACTPOUTH nporpaMMyI «10-Crpaiix. Cxema
cet» 1 Netemul;
- Cpnenatb BBIBOJ O IpOJi€TIaHHON padoTe;
- 3adukcupoBaTh UHQOpPMAIMIO B BUAE CKPUHILOTOB B (aiine
JUISL OTYETA.
Xox BbINOJTHEHUs1 padoThl.
1. 3anycture nmporpammy 10-Strike (SNMP  nomxken ObITh BKJIIOYEH HA KOMMYyTaTOpax.
[IporpamMMa pomkHa OBITH paspelieHa B OpaHamayspe i yCIeurHoW paloThl 1O
npotokoiay SNMP).
2. Uzyunte ocHOBHBIE BO3MOXKHOCTU Tiporpammel  10-Strike. 3aduxcupyiite B oTuére.
3. 3anycrure «Mactep Co3nanus Kaptel Cetn»: «Pain»— «MacTtep co31aHus KapTb».
4. B oTKpBIBII

i 10-Crim Crewa Cane - (NOKAMEZ)
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5. BeiOepute ckaHupoBaHMe ceTW Mo nauana3oHy IP-anpecoB. Ykaxure nuama3zoHbl
cornacHo uHpopmanuu o6 IP-agpecax ot npenonasatens. YcrporictBa ¢ SNMP nosmkHbI
HaXOJIUThCS BHYTPHU YKa3aHHbBIX IUAMA30HOB.
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Lar 3 13 4. Monck ¥ oTEOP KOMMBKOTEPOE 1A NOMELLEHUA Ha KapTy

IP-agpec MAC-agpec MpouseoguTene ajantepa DNS-mmn Tun yctpoiictea  Tpw..  SNM..  Haiige..
192.168.205.1 74-4D-28-D2-..  [Routerboard.com] PoyTep ICMP
192.168.205.2 B4-2E-99-04-F.. [GIGA-BYTETECHMOLOGY C...  203-TEACH.edu.cheremgtiru  Kemneotep ICMP
192.168.205.6 B4-2E-99-94-F.. [GIGA-BYTETECHMOLOGY C...  203-13.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.10 B4-2E-99-94-F.. [GIGA-BYTE TECHMOLOGY C...  203-10.edu.cheremgtk.ru Komnbrotep ICMP
192.168.205.13 B4-2E-99-96-F.. [GIGA-BYTE TECHMOLOGY C...  203-13.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.14 B4-2E-99-94-3..  [GIGA-BYTE TECHNOLOGY C... 203-14.edu.cheremgtk.ru Komnsrotep ICMP
182.168.205.15 B4-2E-99-96-E..  [GIGA-BYTE TECHMOLOGY C...  203-15.edu.cheremgtk.ru Komnerotep ICMP
192.168.205.20 B4-2E-39-96-1.. [GIGA-BYTETECHMOLOGY C...  203-20.edu.cheremgtk.ru Komnerotep ICMP
192168.205.254  B4-2E-99-96-1.. [GIGA-BYTE TECHMOLOGY C...  203-TEACH.edu.cheremgtkru  Kemnetotep ICMP
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8. Co3maiiTe WJUTIOCTpAIMIO: CKONMUPYWTE COJEpPKUMOE dKpaHa B Oydep HaxxkaTueM Ha

192.168.205.254

fim

192.168.205.2

KJaBuaTtype kiaBuiu Print Screen. [lomectuTte B OTYET.
Brinmonuute UMnopt cxemMsl B mporpammy Visio

9. Ilpoananu3upyiiTe MOAYy4YCHHYIO cXemy ceTd. Onummure B OT4éTe (PU3MUECKYI0 U

JIOTHUYCCKYIO TOIIOJIOIT'MH CCTH.

10. IToBTOpUTE TIpOLIECAYPY MOTYUEHUS CXEMBI JIOKATBHOW CETH C TIOMOIIBIO MYHKTA MEHIO

MacTtepa CO3aHus KapThl ceTu «IMIOpT U3 CeTeBOro OKPYKEHUS.
PaGora B nporpamme Netemul

Jlna Hayana yctaHoBUM nporpammy Netemul, 3amyctum u pycupuuupyeM ee KOMaHAON

CepBuc-Hactpoiiku (puc. 1).
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Pycudunupyem nnrepdeiic mporpaMmsl
B rnaBHOM OKHE mporpamMmbl BCE 3JIEMEHTHI pa3MelialoTcs Ha paboueidt obnactu (Ha
Cuene). Ha Bceii cB0OOAHOM 001acTH CIIEHBI, Pa3MEUYEHHOM CETKOW MOXKHO CTaBUTH
YCTPOMCTBA, IPU ’TOM OHH HE AOJKHBI niepecekarbesi. Ha [Tanean yeTpoicTB pa3MeIIeHbI
BCe HEOOXONMMBIC I TMOCTPOSHUS CETH HMHCTPYMEHTHI, a Tak)Ke KHOIMKAa OTIpPaBKU
coobmennii u 3amycTuTh/OctaHoBuTh. Ha Ilaneau mnapaMeTpoB pacroyiOKEHBI
CBOMCTBA 00BEKTOB. 1151 BBIIEIEHHOTO OOBEKTA MOSBIISIOTCS TOJIBKO T€ CBONCTBA, KOTOPHIC

XapaKTepHBI 1 Hero (puc. 2).
[M netemul =10 x|

S oR6133520
| @B R A

NapameTpoe

e Pgsre - [ S—
SRoiddaac D B a *el J—Co:i‘qa'rb nunhaﬂaaTenbwnu naxer

i'buaaa'fh AYpHaIT Vcrmﬂﬂa
Arp tabnuua ;

| | Tabruya M&mupyméaum
YeranoenedHsie npnrpa MMEL |
. ‘Ptknéi_lc?:-‘poadﬁua uHTEpthelica
| CeoncTea i1 ;
OCTaHOBWUTEL CHMMYNALUMIO
QrhpaauTs nanHsie ¢
|| AoGasnTe mapwpytwsatop | |
.Ei,taﬁaawrb KOMMYTaTOP | i
.",'I'!:l',-:::ﬁaiiﬂrh K(:)HLI;EH"FP;- - B B B B B
Ooba BUTH KOMITEIO] rep
CoanaTte coeanHeHne
‘ECTHIE?‘ Th-h T“I(ET-(JE }"I-'E) HaﬂE'II-I'ICI:n
'ﬂﬁbé’ﬁ&éuﬂaﬁHé'bﬁhékﬁ}& "'i """""" T

LI LRI SRS KNUCHL S, T

Nutepdetic mporpammsl Netemul
Ipumep 1. Crpoum cetsb u3 aByx IIK u kommyTaTopa
JI714 HavaJIbHOTO 3HAKOMCTBA C MPOTPAMMOM JTaBATE MOCTPOUM ITPOCTEHIIYIO JIOKAJIbHYIO
cemb W TIOCMOTPHUM, Kak oHa pabotaet. /[t aToro BeimonanTe KoManay MDaita-HoBblii u
HapHUCYWTe CXEMY CETH KaK Ha puc. 3.
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Cxema u3 aByx IIK u koHUEHTpaTOpa
[Tocne pucoanus nyx [1K u koHIIEHTpaTOpa co3/1aluM X coeuHeHue (puc. 4).
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I !
B mnpouecce pucoBaHus CBs3€ll MEXKIy YCTpOMCTBaMHU BaM MOTpeOyeTcsi BBIOpATh

coenuHsemMbie HHTepdENCchl 1 HaKaTh Ha KHONKY CoeIuHUuTh(puc. Su 6).

Il YiaMMTe HAUaNbHBIE HACTPOAKK 2| x|

BLifepHTE COSAHHASMEIS HHTEPhEACH

| D CosanHNTE I @ OTHEHa |

Br160op HadaJIbHBIX HACTPOEK COCAMHEHUS

ql

iny

CoenvHeHue ycTpOHCTB MPOU3BEICHO
Teneps HacTpoum uumepgetic (cereByto kapry) Ha Hamux 1K ee —pwuc. 6 u puc. 7.
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o HTepdetice:
—_| " Mparpamms Chrl+P

q;a Arp TabnHua Chrl+L

B MokasaTh seypHan
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Bsoauwm IP agpec u macky cetu

IMpumeyanue

OOparute BHUMaHUE: MOcjie Toro, kak Bel Hanumiere 192.168.0.1 macka mosiBisieTcs
aBroMarnuecku. [locne Haxkatus Ha kHONKU IIpumennth 1 OK— nosiBiisieTcss aHuManus
JBYKYIIIUXCS TIO CETH MaKETOB MHGOPMAIIHH.

Bcee -cemw co3nana u HAaCTPOCHA. OtpagnsieMm nanHbie no npotokony TCP (puc. 8 u puc. 9).
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Q ethd | o
Wns azanTepa; [etho
T=T°3 Mac-agpec: [01B4ES:74:15:37 B
Ip-aapec: 192 166 Lo oL |
Macka: R R o [ |
Monyueno kaapos: 0
Monyueno naceTos: 0 |
OTNpasNEHD KaApoDE: 0
Ornpasneno nakeTos: 0
I™ Monysars HacTperic anTomaterieso I
O ofisewrs | D vaamre | () Chpocsrs crammeeney |
v npmmm,| & o ‘ X omvena |

Kunonka OtnpaBuTth JaHHbBIE

OTARAEMTE AaHHbIE
[ [ [

Br16op mpoTokona
Ecnu BBI Tie-TO OMIMOIUCH, TO TOSBUTHCSI COOTBETCTBYIOIIEE COOOIICHHE, 4 €CTTH BCE BEPHO
— TO TIPOU3BOUACT aHUMAYUA NABWKYIIUXCS 1o CETH TakeToB (puc. 10).

BrifepHTe NpoToKon:
" LDP
&+ TP
Pazmep & KHAOBaATax
e =
o fanes ) OTreHa |

JIBM>KEeHVE TAKETOB 110 CETH
U eme onna MomMeHT./loymonuanuto kaxapii [1K nmeeT ogHy ceTeByr0 KapTy, HO HX MOKET
OBITh U HECKOJIbKO. {7151 Toro, 4To0sl 106aBuTh 11 [IKadanmepnyXHo ENKHYTh HA HEM
paBoOd KHOMKOW MbIK U BbIOpaThnyrkmmenioMHTepdeiichl. B pesyiabTare OTKpoeTcs
cnenywiieeoduanoeosoe oxkrno(puc. 11).



JHnanoroBoe 0KHO paboThI ¢ ceTeBbIM nHTEpPeiicom TTK
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.| KormenTparop

Haxxumaem Ha kHOTIKY[00aBUTH, BEIOMpaeM THI HOBOTO afgantepa, Haxumaem OK, u y Hac
€CTh elle oauH unmepgetic. B kauectBe mpumepa Ha puc. 12 uzobpaxen I1K, nmeromuii

TPHU CETEBBIX KAPTHI.

IIpumeyanue

(@ etho

WmA apantepa: ‘ethﬂ

Mac-agpec: | 01:24:12:07:82:13
Ip-anpec:

Macka:

MonyyeHo kagpoe: O
Mony4eHo nakeToB: O
OTnpasneHo kagpoe: 0
OTnpaeneHo nakeTos: 0

</ TpUMEHNTE

@ CBpocuTe CTaTUCTUKY

(ﬂ Ok % OTmMeHa

B stom I1K ycranosnens! agantepsl ethO-eth3

Kaxnplii ceTeBoii unTepdeiic (cereBoii agantep) UMEET CBOM COOCTBEHHBIM mac-aapec. B
nporpamme Netemul B ctpoke "Mac-anpec” MOXHO 3adaTb HOBBIA ajpec, HO MO

YMOJIYaHUIO, TPH CO3JIaHUM HUHTepdeiica, eMy aBTOMAaTUYECKH MPUCBAUBAETCS 3TOT
YHUKAJIbHBIN HOMED.

Heo0xogumo camocTosiTeJJbHO NOCTPOUTH ceTh M3 AByX IIK m cBuT4Ya, M3y4yuTh

TA0JIMIy KOMMYTAIlUU

B mpuBeneHHON B ATOM IpUMEpPE CXeMe 3aMEHUTE Xah Ha CBUTY U MOCMOTPHUTE y HETO
Tabsnuily kommyTaiuu (puc. 13).

Ha pucynke:

e KPACHBIM MHIMKATOP 03HAYAET, YTO YCTPOMCTBO HE MOAKIIFOYEHO;

Q eth0 | Q ethl

Q

eth2 |

Wma apanTepa: Ieihz

Mac-anpec: IDI:GS:SG:CS:AS:BI

Ip-agpec: I [u]

Macrka: ID

Mony4eHo kagpos: 0
Mony4eHo nakeTtos: 0
OTnpasneHo kaapos: 0
OTnpasneHo naxkeTos: 0

I_ Nonyyate HC-ICTDCIF‘N” dBETOMaTHHECKH

& OofasuTs | i@ YaanuTs | (3 CBpocuTs CraTmchKyl

V? MpuMeHnTE |

00& | x OTmeHa |

2|

Cxema ceTH 110 TOIOJIOTHH 3BC3/1a ITIOCTPOCHA

e KEJNTBIN - YCTPOUCTBO MOJAKIOUYEHO, HO HE HACTPOECHO;
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¢ 3CJICHBIN - 3HAK TOTO, YTO YCTPONCTBO MOJKIIFOUEHO, HACTPOEHO W TOTOBO K padoTe.
dopma otyera: (daiin-oTyer.

IIpakTHuyeckoe 3anaTue Ne2
Tema: Co3nanue y4eTHOM 3alKicH B ONepaliMoHHON cucteMe. Opranuzanus 001ero
nocrtyna K (aitiam
Hean: co3nate yueTHyto 3anuck B OC Windows.
OO6opynoBaHue: IEPCOHAIBHBIN KOMIIBIOTEP ¢ HE0OX0oAUMBIM 10
3ananue: - H3yuuth Metonuueckue yka3aHus;
- JlaTh XapaKTEpUCTUKY YUETHBIM 3aMHUCSAM IMOJIb30BATENS;
- BBINIOTHUTE CO3/1aHME U HACTPOMKY YUYETHOU 3allNCH;
- JlaTh xapakTepucTUKy 00IIeMy TOCTYITy K (aiinam;
- BwmonnuTh HacTpOUMKY HocTyma K (aitinam u nankam Ha [1K;
- Cpenatp BbIBOJ 00 H3MEHEHUSX BO3MOXKHOCTH CETH MPHU
CO3JIaHMU HOBBIX I10JIL30BATEIICH;
- 3adukcupoBath HHOOpPMAIMIO B (aiisie 11 oTyeTa.

MeToanyeckue yKasaHusl.

YuyerHas 3anuch

[Ipu ycTaHOBKE ONEPALMOHHON CUCTEMBI Mbl YKa3bIBAEM UMSI KOMITBIOTEPA, 3TO UMSI U
CTAHOBUTHCS HA3BaHUEM TJIABHOTO MOJIB30BATENS B CUCTEME, UMEIOLIETO BCE IIPaBa, TO ECTh
npaBa aAMUHUCTPATOPA.

Ecnu 3a koMmbroTepoM paboTaroT elie U JIpyrue a4, U Bel He xoTute 4yToOBI OH
UMEJH TIOJIHBIX TIPaB aIMUHUCTpATOPa, TO OJTHOM yueTHOU 3anucu Bam Oyaer mano. HyxHo
OYIIeT 07151 H0B020 NOBL308aAMEN CO30AMb HOBYI0 YUEeMHYI0 3ANUCh.

3axoauMm B «Ilyck — [laHeab ynpaBjieHUsD.

BriOupaeM BuJ mpocMoTpa Beex mapameTpoB Ha «Menkue 3Haukn». Y B caMOM HU3Y
BBIOMPAEM MYHKT «YYeTHbIE 3aNMCH MOJIb30BaTeIeiD).

B cienyromem OKHE 3aX00UM B « YIIpaBJIeHUE APYTOH YYEeTHOM 3aIMChIO».

3areM xMeM «Co31aHue HOBOM YYETHOM 3alIMCH».

Jlanee HaM HYXKHO BBECTH HOBOE€ UMSI MOJIb30BaTeNs U JaTh e «OOBIUHBIA JOCTYID
Wil «AJIMUHUCTPATOP» B TOM CiIydae €ClId XOTHUM YTOOBI ATOT MOJIb30BaTeNb 00saaal
TaKUMHU K€ TpaBaMH, KaKk U MbI, TO €CTh UMEJ BCE MpaBa. B OOJBIIMHCTBE CIydasx
PEKOMEHyeTCsl UMEHHO MCIOoJIb30BaTh «OObIYHBINA AocTym». [locie Toro kak Bce roToBO
HaxknumaeM «Co31aHue y4eTHOM 3anucuy.

W MBI 0Ka3pIBaeMcs TaM, TJIe OTOOPaXKAIOTCs BCE MOJIH30BATEIN U BUJUM TaM TaKXKe
TOJIBKO YTO CO3JAaHHOTO ITOJIb30BATEIs.

MoxkeM KIWKHYTh TIO JTOMY TMOJb30BATEN0, YTOOBI BBHIMOJHUTH HEKOTOPHIC
HACTPOMKH. 371eCh €CTh BO3MOXHOCTh M3MEHHUTH WMMsI TMOJIb30BATEIISL, CO3JaTh NI HETO
apojb, CMEHUTh KAPTUHKY, YAAJIUTh 3aIKCh.

O6mwmit focryn

Bce koMmbroTephbl qOMaliHeld CeTH JOJKHBI HaXOAUTHCA B OJHOM paboueil rpymie!
[IlenkHuTe mpaBoil KHOMKOW MbimM Ha 3Hauke Kommnbiorep (Moif koMmmbioTep) U B
nosiBuBIIEMcs cniucke Haxmute CBoiicTBa. [lepeitaure Ha 3aknanky Ums komnbroTepa.
351ech Bl MOXKETE TOCMOTPETH MOJTHOE UMSI KOMIIbIOTEpa U Ha3BaHue padboyeil rpynimsl. s
U3MEHEHHSI HACTpOoeK HaxkMmute KHonky W3meHuth nmapametrpsl (M3menuts). Ecnu y
BalllX KOMIBIOTEPOB OJIHA paboyas rpymra, TO U3MEHITh HUYETO HE HYKHO.
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[TosiBuTcst okHO CBOMCTBA cHCTeMbl U Ha 3akiajike UMsi KOMIbIOTEPAa HAXKMUTE
kHonky W3MeHWTH i u3MEHEHUss HUMEHH pabouel rpymmbl. [lomaute, urto Bcee
KOMIIBIOTEPBI JOMAIIHEH CeTH J0JIKHbI HAXOAUTHCH B OJHOH padoueii rpynme!

CeoficTea cncTems! 3
Lononrensrio | 3awwtacuctemsl | Yaanesnwid gocryn |
MM# KoMPoTEDa Otopymosarne

=30 TCR ANR
LIERT 03 WK JOMEHE o

MoXHO KSMEHUTS HMMA ¥ NDHHBANEXHOCTE 3TOrD
KomrenTepa. Hamesenin MoryT NOBMMATE HA BOCTYT K

. rocTimol”
ceTeskiM pecypcam. [ogpofinocne oo bl o

A

Wma xomreoTepa

wsl

Monmoe e komnsoTepa: | Masrmiguracms. .
we B0 data ru

Lononsmensto

RenpeTch unaxos

AOMEHE

9 pafiousd roynbl

DATA

. e

[Ipy w©3MeHeHMH UWMEHU KOMIbIOTEpa WM paboyeil rpymnmel noTpedyercs
nepe3arpyska KommbloTepa. BrIonHHTE €e U 3aTeM MpOooKalNTe HACTPOUKY O0OIIero
J0CTyIa K Markam 1 Qainam.

[Tpumep coznanus obueit cereBoid nanku B OC Windows .

1. Coznaiite manky Ha gucke D:\, mIeJTKHUTE MO HEW MpaBOM KHOMKOW MBIIIU H
Haxxmute CBoiicTBAa.

_ Omveria |

pbiTE JoBasuts B Bubnuoteky ¥ OBwmii goctyn » 2 =~ [ @&
=
Wran aTa naMeHeHNA Tun Pazmep
| (BLuan ceTeEan nanka I 12032014 15:46 Manka c dainamn
| KPbITh
OTKpBITE B HOBOM OKHE
QBwwi goctyn 4
BoCCTaHOBMTE NPEKHION BEpCUID
&) Cranmpoeate OBLian ceTegan nanka
[JoBaeuTe B GuBanoTeky »
OTnpaeuTe 3
Bripesath
Kenupoeate
Co34aTe ApAbLIK
Yaanute
Mepenrenoeate
CeolicTea E

2. B nosBuBmiemcs oxkHe CBoMcTBA mneperaute Ha BKIAAKy Jloctym u Haxmure
KHONIKY OOIMM 10CTYII.

3. YkaxuTe y4eTHbIC 3alUCH T0JIb30BaTeNel, KOTOPHIM OYJIeT MPeI0CTaBICH JOCTYII.
MOXHO cO37aTh OTHACJIBHYIO YUETHYIO 3alMCh W KCIOJB30BaTh €€ WM KaK B HalleM
npuMepe MPEeIOCTaBUTh IMOJHBIA JTOCTyn (Ha YTEHHWE U 3alKch) K TIAllKe BCEM
M0JIK30BaTeIIIM jJoMalirHei cetu. B mone Jlo6aButh BeiOepute Bee, a B cT0o1011c YpoBeHb
pa3pemiennii ykaxxute UreHue M 3amUCh JIJIs MIPEIOCTABICHUS MOJHOTO AOCTYyNa. 3aTeM
HaXMUTE KHONKY OO1MH 10CTyI.
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U |23, OBwwii gocTyn k dainam

Bblﬁepl"lTE‘.‘ nonb30BaTenen, KOTOpbIM CheEAYET OTKPBITE 4OCTYN

Beeaute una w HaxamuTe kHonky "JoBasute” AnBo McnoaesyiTe CTPENKY ANA NOWCKE CNPEENEHHOND
NoAE3CEATENA,

- Hobasute

Wraa ¥poBEHB paspelernii

2 007 EnaﬁeneH
I (52 Bee YreHue 1 3anuce v H I

MpoBnemsl npu oTkpbiTun oBuiere gocryna

’ @'O@Lu,mﬁ ,u,OCTynL\‘L CrraeHa ]

4. Otkpoercst okHO ¢ coodmenneM [lamka oTKpbITa 1J1s1 0011€ero JocTyna. Haxxmure

kHONKY I'oTOBO.

5. Tenepp 3anaute B MeHto Ilyck > Ilanean ynpasiaenust > LleHTp ynpasiieHust
CeTAMHM M OOIIMM AOCTYIIOM WIHM WICJKHATE MO 3HAYKy CETEBOrO0 IOAKIIOYEHHS Ha
IManenu 3ama4y (HaXOOUTCSA B MPaBOM HIDKHEM yrily) u Haxxmurte LleHTp ympaB/ieHus

CeTAMM U OﬁlIII/IM AO0CTYIIOM.

TekyLme NogKAHHEHNA: +4

F== (Cerb 2
¥ Ooctyn k WHTepHeTy

Ll,EHTp YNP3asneHNA CETAMK K CE-LLI,HM A0CTYNo

o g 1040

EN . s

6. B otkpeiBiemcst okHe LleHTp ynpaBJ/ieHUs: ceTIMHM M 00IIIUM JOCTYIIOM 00paTute
BHMMAaHUE HA TO KaKasl aKTUBHAsl CETh UCIOJIb3YETCS Ha KOMIBIOTEPE (B HAILLIEM MpUMEpE
sTo OOImecTBeHHAsl ceThb) U 3aTeM cjeBa HaXMUTe Ha M3MeHMTH 0NOJHUTEIbHbIE

napaMeTpbl 0011ero J0CTyma.
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7. B tekymem mpodwmie (B Hamem npumepe 3To OO0mmMii mpoduiib) BBITIOJIHUTE
CJICIYIOLINE HACTPOUKHU:

- B paznene CereBoe oOHapy:keHHMe 1OocTaBbTe (iar B nosie Bkiao4MTh ceTreBoe
o0HapyKeHue

- B pasngene O0muii goctyn k ¢aiijiaM U NMpUHTEpaM TOCTaBbTe (uar B moJe
Bxiro4urs 001mii goctyn K gpaidaaM 1 NPpUHTEPaAM

- B paznene Jocryn k o0muM nmankam noctaBbre ¢uiar B rnosiie BkiaouynTs o0mmii
AOCTYII, YTOOBI CeTeBbIE M0JIb30BATEIM MOIJIM YUTATH M 3aNIMCHIBATH Qailyibl B 001IMX
NManKax 1 4yTh HIXKE

- B pazmene O0mmii 10ocTyn ¢ nmapoJibHOM 3alIUTONl TMOCTaBbTe ¢uiar B MOJIE
OTKJIIYNTH 00IIMIA JOCTYI ¢ NAPOJIbHON 3aIUTOM

3ateM HaxxMuTe KHONIKY COXpaHUTHh U3MEHEHUS

8. Ha aToM HacTpoiika oOmieit ceteBoit manku B OC Windows 7/8 3aBepiiieHa.

YtoOBl BOCHOJIB30BATHCS JTOM OOIICH ceTeBO mamkoi, oTkpolte KommbloTep,
HaXMHUTE Ha 3HA4O0K CeThb. BBl yBUIMTE KOMITBIOTEPHI B CBOEH TOMAIIIHEW JIOKAJIBHOW CETH.
[I{enkHUTE O MMEHH KOMIIBIOTEpPA, HAa KOTOPOM HaXOIWTCs cereBas mamka. [lamee
OTKPOIOTCS BCE OOLIME JOCTYIHBIE MMANKU U MPUHTEPBI KOMIIBIOTEPA.

I . = o
@.\:jvlju » Cets » WSSO0 » I - [4]

¥nopagounte ¥ LleHTp ynpaeneqna cetamm u obum goctynom 3 BE~ [ (2]

-{ VzBpanHoe Users oBLyan ceTesan nanka

& 3arpyskm g

06 : 06
OBwan nanka & ] OBwan nanka

= Hepaenwe mecta

Bl PaBouwii cTon

1l BuBnnoTern
B8 Buaeo
| JokymenTsl
| Vzobpaskenna

@' Mysbika

/M Komnetotep
éu NokaneHeii guck (C:)
w Nokaneneii gnek (B}
w Nokaneneni guck (F:}

—w okaneHbii gnck (G:)

I &‘|_,| Cete I

ofLwan ceTeean nanka (\WssQ)
(OBLwaa nanka

-~

Tak:xe MoxxHO 3aiiTu B MeHIO Ilyck > Beinmoanuth (win coueranue kiaBuil Win+R)
u B nnosie OTkpswITh BBECTH \\<ums uiam IP-aapec komnbrorepa>
dopma otyera: (daiin-oTyer.
IIpakTueckoe 3anaTne Ne3
Tema: Hactpoiika nporokonos TCP/IP B onepanimoHHBIX CUCTEMAX.
Ieas: HacTtpouTts [P anpec komneroTepa.
O6opyaoBaHme: IepCOHATBHBIN KOMITbIOTEP ¢ He0O0XoauMbIiM 110
3ananue: - H3yunts Metonnueckue ykasaHus;
- JlaTh XapaKTEPUCTUKY JIOKAIBHOMY aJpeCy KOMIIbIOTEPA;
- DBBIITOMHUTE HACTPOWKY CETEBBIX aAPECOB B CO3IaHHOM
KQJIBKYJISITOPE;
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- Cpenatp BBIBOJ 00 H3MEHEHUSX BO3MOXKHOCTH CETH TMPHU
Ha3HAYEHUU CETEBBIX aJIPECOB;

- CocraBUTh OTYET O BBIABICHHBIX KOMIIOHEHTaX HACTPONKH
CETHU U OMUCATh MPOTOKOJBI, TpUMeHsieMble B JanHOM [1K.

MeToauueckue yKazaHusl.

Kaxnapiii komnbtotep B cersix TCP/IP umeer aapeca Tpex ypoBHEH: (pu3MUeCKHil
(MAC-anpec), cereBoii (IP-anpec) u cumBoiabHbIM (DNS-1Ms1).

Duzuueckull, unu 10KAIbHLIL adpec Y31d, ONPEEIsIEMbI TEXHOIOTUEH, C TOMOIIbIO
KOTOPOM MOCTPOEHA CETh, B KOTOPYIO BXOAMT y3ei. JlJis y3/10B, BXOASIIMX B JIOKAJIbHbBIE
cetu — 370 MAC-anpec cereBoro ajganrtepa Wik NopTa MapuipyTu3aropa, Hamnpumep, 11-
A0-17-3D-BC-01. Ot agpeca Ha3HAYAIOTCS MPOU3BOIUTEISIMU 000PYIOBAHUS U SIBIISIOTCS
YHUKQJIbHBIMU  aJipecaMH, TaK KakK yOpaBisilOTCS —IeHTpanu3zoBaHo. [l  Bcex
CYIIECTBYIOIIUX TEXHOJOTH JIOKambHBIX ceTeit MAC — ampec umeer popmart 6 6alTOB:
crapmue 3 Oaiita - uaeHTUuUKaTop (GUPMBI MPOU3BOAWTENS, a Miammme 3 Oaifra
HA3HAYaKTCsl YHUKAJIbHBIM 00pa30M CaMUM MPOU3BOJUTEIIEM.

Cemesoti, unu IP-adpec, coctosimuii u3 4 6aitt, narnpumep, 109.26.17.100. Dtot aapec
UCIIONB3YETCsI Ha ceTeBOM YypoBHe. OH Ha3HA4aeTcs AaJAMHUHUCTPATOPOM BO BpeEMs
KOH(PUTYpUPOBaHUSI KOMIBIOTEPOB W MapuipyTuzaTopoB. IP-agpec cocTouT u3 JBYX
yacTeil: HoMepa ceTH U Homepa y3ia. Homep ceTu MokeT ObITh BEIOpaH aIMUHUCTPATOPOM
POU3BOJIBHO, JTMO0 HA3HAYEH MO PEKOMEHJAIUMU CIeUUaIbHOro nojapasaeneHus Internet
(NetworkInformationCenter, NIC), ecnu cerb momxHa paboTarh Kak COCTaBHas 4acTh
Internet. OObpIuHO TpoBaiizepbl yciyr Internet moiy4aroT [aUana3oHbl aJaPECOB Y
noapasneneHuit NIC, a 3aTeM pacnpenensioT ux Mexay cBouMu abonentamu. Homep y3na
B IpoTtokoJie [P Ha3HayaeTcs He3aBUCHMMO OT JIOKAJIBHOTO ajapeca y3na. Jlenenue [P-agpeca
Ha T0JIE HOMEpa CEeTU U HOMEpA y3ia - THOKOE, U TPaHUIla MEXKAY dTUMHU MOISIMUA MOXKET
YCTaHABJIMBATHCS MPOU3BOJIBHO. Y3€JI MOXET BXOJWUTh B HECKOJIbKO IP-cereii. B aTtom
Cy4dae y3ell JIOJDKEH UMETh HECKOIbKO [P-ampecoB, mo umuciy cereBbix cBszeul. [P-ampec
XapakTepU3yeT HE OTACNbHBIM KOMIBIOTED WM MapUIPYTH3aTOP, & OJHO CETEBOE
COECIMHEHUE.

Hactpolika agpecoB mpou3BOAUTCA B OKHE CBOMCTBa 00bekTa «lloakimtoueHue 1o
JIOKaJIbHOW CETW», II€ MOKHO HAalTH MHPOPMALIHIO O (PU3NYECKOM aJpece KOMIbIOTEPA.

Cozpaiite IP-kajabKyasiTOp B Ta0JHMYHOM mpoueccope AJds1 O0JierdeHus
(hopMHUpOBaAHUS MACKHU MOICETH.

1. OtkpoiiTe TaOJUUHBIA TIpoliecCOp M CPOPMHUPYHUTE TAONHILy IO CIEIYIOMIEMY

1abJIoHYy:
I A BICIDIEJFIGIA[ I JJTK[L[MINIOIPIAIRISITIU[VIW[x]Y]=]|aa[AB]AC[AD]AE] AF[AG]
1 1-it orrer 2-#t oKTET 3-i oxTET 4-fi oxTET
2 furme |—[e|a]|v|o|a[—~|o]cfelv]s|a]a]~|of-leln|s|ala]~|o]e]elun]|v]a]a[—~|o
3 ID-cetn ID-yama
4 | P-anpec |1 |1|0|0|0|0|o|ojo|o|o|o|o|lo|oflofo|lo|lo|lo|ofofof1a|af1|a1|[afafa]|a
5 |[flecarmrinan 192 0 1 255
FANFCE
g | Maexa gy gy oo afa ] rla]a]1]1]1]o]o]o
nmoaceTH
7 |Mecarirazan 255 255 255 248
3 ATMHCE

lanee neobxooumo sgecmu 6 sauetiku B5, J5, R5, Z5 ¢popmynvl ona nepesoda 080UuH020
npeocmasnenusi IP-adpeca 6 moueunyro 0ecsamuuryo HOmayu no OKmemam.
2. Beaute B sueiikyBSdopmyny mis mpeoOpasoBanus 1-ro oxrtera [P-ampeca B
JECSITUYHYIO CHCTEMY CUUCIICHHUS:
=14*2*12+H4%*2 H2+G4*2"G2+F4*2"F2+E4*2"E2+D4*2"D2+C4*2"C2+B4*2~B2
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3. CxonupyiiTe BBeJICHHYIO (OopMyITy B ocTasibHbIC siuciiku (JS, RS, Z5).
4. CamocTtosTenbHo BBeauTe B siueiiku BS, J5, RS, Z5 dopmyinsl qiis npeobpazoBanust

MACKH MOJICETU U3 ABOUYHOTO MPEICTABICHUS B TOUCUHYIO AECATUUHYIO HOTALUIO.

MeToauyeckue yKasaHusl.

Ha xoHuenTyalbHON MOJIENN B3aUMOJIEHCTBHSI OTKPBITHIX cucTeM OSI oCHOBaH CTeK
npotokosioB TCP/IP (TransmissionControlProtocol - npomokon ynpasnenus nepeoayeil /
InternetProtocol — Humepnuem-npomoxon), KOTOPbIM NMPETOCTABIAET PsiJl CTAHIAPTOB IS
CBSI3U KOMIIBIOTEPOB U CETEH.

Cmex npomokonoe TCP/IP— TnpOMBIIUICHHBIA CTaHAAPT, KOTOPBIM IO3BOJISIET
OpraHu30BaTh CETh MacilTada MPEeANPUATHS U CBA3BIBATH KOMITBIOTEPHI, pabOTarOIINE 10T
YIPaBJIECHUEM PA3TUYHBIX ONEPALMOHHBIX CUCTEM.

ITpumenenue creka nmporokosioB TCP/IP maer ciemyromue nmpenMyImnecTna:

1. moanepxuBaeTcsl MOYTH BCEMHU OINEPALMOHHBIMU CHUCTEMaMU; MOYTH Bce OOJbIINE
cetu ocHoBaHsl Ha TCP/IP;

2. TEXHOJIOTHS ITO3BOJIAET COCIUHUTH PA3HOPOIHBIE CHCTEMBI;

3. HazxexHas, paclIMpsieMas UHTErPUPOBaHHas Cpella Ha OCHOBE MOJEIN «KIIMEHT —
cepBep»;

4. momyueHune nocrtyna K pecypcam cetu MHTEpHeT.

Kaxnpiit yzen TCP/IP nnentuuuupoBad cBOUM JiorudueckuM [P-anpecom, kKoTopblit
UJIECHTUPUITUPYET MOJIOKEHUE KOMITBIOTEpA B CETH MTOYTH TaKUM K€ CIIOCOOOM, KaK HOMEp
J0Ma UJIEHTU(DUIIPYET I10M Ha yIIHULIE.

Peanuzanuss TCP/IP no3Bogsier y3ny TCP/IP ucnions3oBaTh ctatudeckuil [P-anpec
uwii  nonyuutb  [P-agpec  aBromatmuecku ¢ nomouieto  DHCP-cepgepa
(DynamicHostConfigurationProtocol- npomokon ounamuueckoii KoHpueypayuu xocma,).

JIJisi IPOCTBIX CETeBBIX KOH(UTYparuii, OCHOBAaHHBIX Ha JIOKATBHBIX ceTAX (LAN,
LocalAreaNetwork), on mogaepKuBaeT aBToMaTuueckoe HazHaueHue [P-aapecos.

[To yMon4aHui0O KOMIIBIOTEPHI KIHMEHTOB, paboraronue moj ympasiennem OC
Windows wiu Linux, nonywator uHdopmanuio o HacTpoiike mnpotokona TCP/IP
aBTOMaTU4ecKu oT ciyx061 DHCP.

Opnako naxe B TOM ciydae, ecnu B cetu gocryneH DHCP-cepgep, HeE00X01uMO
Ha3Ha4uTh crtatmueckuid [P-ampec s OTAEHIBHBIX KOMIIBIOTEPOB B ceTu. Hampumep,
KOMITBIOTEPHI € 3amyieHHo# ciyx00it DHCP ne MoryT ObITh kKituentamu DHCP, nostomy
OHH JIOJDKHBI UMETh cTaTndeckuii [P-anpec.

Ecnu cny:x6a DHCP nenoctynHa, MoxHO HacTpouth TCP/IP njisi UCTIONb30BaHUS
cratuueckoro IP-agpeca.

JI71st KaXK IO TUIaThl CETEBOTO alanTepa B KOMIIbIOTEpE, KoTopas ucnoiyibdyet TCP/IP,
MOYXHO YCTaHOBUTH [P-angpec, Macky MoJICeTH U LUTI03 110 YMOJIYaHHUIO.

Hwxe onmcanbl mapaMeTpbl, KOTOPBIE HCTIOJIB3YIOTCS ITPU HACTPOUKE CTATUYECKOTO
anpeca TCP/IP.

[Tapamerp Onucanue

Jlormueckuii 32-0utHBIN aapec, KoTopbiid uaeHtTuduuupyer TCP/IP y3en.
Kaxnmon miare cereBoro amanrtepa B KOMIBIOTEPE C 3alyIICHHBIM
IP-anpec nporokoioMm TCP/IP HeoOxonum yHukanbHbid [P-anmpec, Tako#, kak
192.168.0.108. Kaxnpiii aapec ummeer ne yactu: [D cerw, xkoTtophiid
UISHTUPUIUPYET BCE y37bl B 0JHON (husnueckoit cetu u ID y3na, KoTopslii
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Macka
MOJICETHU

uneHtuuuupyet y3en B cetu. B atom npumepe ID cetu — 192.168.0, u ID
y3na — 108.

[logcetn pgensT OONBIIYIO CETh HAa MHOXKECTBO (DHM3MYECKUX CETeH,
COEIMHEHHBIX MapUIpyTHU3aTOpaMu. Macka NmOACETH 3aKpbhIBAECT 4acTh I[P-
anpeca Tak, 4roosl TCP/IP mor otmmuatre ID cetu ot ID yzma. Ilpu
coenunenuu y3noB TCP/IP, macka mojcetu ompeiensieT, Tie€ HaXOgUTCs
y3€J MOoJydaTelid: B JIOKAIBHOW WM YIAJIEHHOW ceTu. nsd cBs3u B
JOKAIBHOM CETH KOMIBIOTEPHl JOJDKHBI HMMETh OJMHAKOBYIO MACKY
MTOJCETH.

IIpoMeKyTOUHOE YyCTPOMCTBO B JIOKAJBbHOW CETH, HA KOTOPOM XPaHATCS
CETeBbIC UJICHTHU(UKATOPHI APYTUX ceTed npeanpustus win MHTepHera.

[nro3 o TCP/IP nmockutaeT nakeThl B YIAJICHHYIO CETh Yepe3 IUII03 M0 YMOTYaHUIO
YMOJIYaHUIO |(€CIM HHUKAKOM Jpyrol MapuipyT HE HACTpPOE€H), KOTOpbIA 3aTeMm

MNCPEChUIACT IMAKCThI APYTUM HIJII03aM, IIOKa IMAKET HC AOCTUTHCT IIJIKO34a,
CBA3AHHOI'O C YKa3aHHBIM aApCCaTOM.

Ecnu cepBep ¢ 3anymenHoi ciayx6oii DHCP nocTyneH B CETH, OH aBTOMAaTHYECKU

npenoctasisieT uHpopmaruio o mapamerpax TCP/IP knventam DHCP.

Hactpoiite crek mporokoaoB TCP/IP nasi Mcnosib30BaHusi cratudeckoro IP-

aJpeca.

1. Otkpoiite okHO CeteBble noakawuenusi (Ilyck/Ilanenv ynpaenenus/Cemegoie
NOOKNI0UeHUs).

2. BpI30BUTE CBOMCTBA MOJAKJIIOUYEHHSI MO JOKAJIbHOM ceTH. 11 3TOro MOXKHO
BOCITIOJIb30BaThCs KOHTEKCTHBIM MEHIO.

3. B mnosBuUBLIEMCSI IUAJIOTOBOM OKHE Ha BKJIagke (OQO0mme OTKpONTE CBOMCTBA
IIporoxkon Uurepuera TCP/IP.

4. UlenkHuTe mNepeKIOUaTeNb UCHOIb306amb cledyiowuti IP-adpec W BBeIWTE B
cooTBeTcTBYIOIME noJist nanHbie: IP_anpec; Macky moacern; OCHOBHOM 1ILIIO3;
Ipeanouutaembiiit DNS.

5. Tlpumenute napametpsl kHONKON OK.

6. 3akpoiiTe OKHO CBOWCTB mMOJKItOUeHUs KHONKoW OK(eciu motpedyercs, TO
COTJIACUTECHh Ha MEpe3arpy3Ky KOMIbIOTEPA).

7. TlpoBepbTe paboOTOCIIOCOOHOCTH CTeKa MpOoTOKOJI0BTCP/IP.

Hacrpoiite TCP/IP past aBromatudeckoro noaydenus IP-aapeca.

1. Otkporite okHO CeTeBble MOAKJIIOYCHUS.

2. BozoBute cBoiicTBa IloaAK/II0OYEeHHS 110 JIOKAJIBHOM CETH.

3. Ortkpoiite cBorictBa IIporokosn Uurepuera TCP/IP.

4. YcraHoBute nepekiatouarens [lonyyums IP-adpec asmomamuuecku.

5. 3akpoiite nuanoroBoe okHO CBoiicTBa: IIporokon Uurepuera TCP/IP kHonkoM
OK.

6. Ilpumenure napametpsl kHONKON OK.

7. IlpoBepbTe HACTPOIiKy cTeka nmpotokoiaos TCP/IP.

®opma otuera: (aila-oTyeT.

IIpakTHuyeckoe 3ansaTue Ne4

Tema: Pemenue npo6iem ¢ TCP/IP.
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Heab: 3aKkpenuTb TEOPETUUECKHE 3HAHUS MO TeMe 2.2, 3aKpENHUTh HABBIKUA MO MPOBEPKE
pabotocnocobnocTu aapeca TCP/IP cereBoro kommpioTepa.
O6GopynoBanme: nepcoHaNbHBIN KOMITbIOTEP ¢ HE00X0uMbIM 11O
3ananue: - OTKpBITH KOMaHAHYIO CTPOKY;
- DBBbINOAHUTE UAarHOCTUKY CTEKAa MPOTOKOJOB C IMOMOIIBIO
KOMaH/Ibl ping;
- Cnenats BeiBoJ 0 HazHauenuu TCP/IP;
- CocTraBuUTh OTYET O BBISIBJICHHBIX MTPOOJIeMaxX MOAKITIOUYEHHUS 10
CETH.

Xoja pa0oThl.

1. B xoMaHIHOW CTPOKE BBEIUTE TAKyI0 KOMaHAY:

ipconfig /all

Ha »xpan Oyzaer BwiBenmenuss undopmanus o6 IP-agpece, macke moacetn wu
dusnueckom ajapece cereBoro agantepa. O0s3aTeIbHO MPOBEPHTE MPaBUILHOCTH [P-aapeca
Y MacKu MOJICETH.

2. Jlnst TecTUpOBaHUS afanTepa KOJIbIEBOr0 3aMbIKaHUS UCIIOIB3YETCS CTIeI[UaTbHbIN
[P-anpec 127.0.0.1. ITonpoOyiiTe OTOpaBUTh Ha 3TOT aAPEC TECTOBBIN MMAKET:

ping 127.0.0.1

Ha skpan 10mkHBI OBITH BBIBEACHBI UETHIPE CICAYIOIIUX CTPOKH:

OrseT or 127.0.0.1: umcygo Ganr=32 Bpemsa<lOmc TTL=128

Otnpaska 3anpoca Ha agpec 127.0.0.1 He npUBOAUT K MEpeayu MAKETOB JaHHBIX B
JOKaNbHYIO ceTh. Eci koMaH1a ping He BbIJAET MPUBEICHHOTO BhIIIE PE3ybTaTa, TO CTEK
nporokosioB TCP/IP ne Ob11 3arpyeH JOKHBIM 00pa3oM.

3. Tenepp mompoOyiiTe OTIPaBUTH 3alPOC Ha CBOM JIOKanbHBIN [P-angpec, uro Takxke
HE IPUBEJET K Nepeaye MakeToB JAHHBIX B JIOKAJIIbHYIO CETh M HEOOXOAUMO JIJIsl TPOBEPKHU
PaboTOCTIOCOOHOCTH MPOTPAMMHBIX CETEBBIX MOJYJIEH (aapec naeTcs Uil MpuMepa):

ping 192.168.100.40

B 5T0T pa3 Ha 3KpaH JOKHO OBITH BHIBEJCHO YEThIPE OTBETHBIX CTpOKU. Eciu 3ampoc
0 3TOMY aJpecy 3aBepllaeTcsi OUIMOKOM, a OTmpaBKa 3ampoca Ha ajpec HHTepdeiica
3aMblKaHUsl Tpoluia ycnemHo, To [P-agpec ckopee Bcero ObLI BBEIEH HEMPABUIIBHO.
[IpoBepbte npaBunbHOCTH HacTpoiiku TCP/IP.

4. OtnpaBbTe 3anpoc HUTI03Y JIOKATBHOM ceTH (aapec, ONsTh XKe, I IpUMepa):

ping 192.168.100.1

DTO MepBBIN 3aMpoc, MPUBOAIINN K OTIPABKE MAKETOB JAaHHBIX B JIOKAJILHYIO CETh.
[I[1r03 TOIKEH HAXOAMTHCS HEMOCPEICTBEHHO B JIOKAJIBbHOM TOJiceTH. Ecim oTmpaBka
3ampoca K IUTI03Y 3aBepIIMIach HeyAadei, He0OXO0IUMO MPOBEPUTH PabOTOCTIOCOOHOCTD
[UTI03a U TapaMeTPhl CETEBOTO COECUHEHHS.

5. OtmpaBbTe 3aMpoc Mo aJpeCy CUCTEMBI, PACIIOI0KEHHOM 3a IpeAeIaMu 1033, TO
€CTb HE B JIOKAJILHOU MOJCETH:

ping 155.236.28.48

Ecnu oTnipaBka 3ampoca 3aBepliaeTcs Heyauen, T0, CKOpee BCEro, HACTPOMKH ILIIII03a
HEKOPPEKTHHI.

6. Eciu Bce mpeablaylde OTIPaBKHU 3allpOCOB MPOLUIM YCIEIIHO, CIEeI0BATEIbHO,
1opa MPUCTYIATh K IPOBEPKE CITyKObI MpeodpazoBanust UMeH. J1Jist 3Toro ¢ KOMaH 10 ping
HEoOX0IMMO YKa3blBaTh HE 4HMCIOBOM [P-anpec, a cUMBOJIbHOE HMS, YTO MPUBENET K
obpamenuro k Qaiiny HOSTS wimm cepepy DNS. Ecnu xkommbroTepy NMPUCBOCHO HMS
businka, a nomeny — microsoft.com, monago0OurTcs komanaa ping businka.microsoft.com.
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Ecnu otnpaBka 3ampoca 3aBepiimiiach Heyaadeld, HEO0OXOAMMO TPOCMOTPEThH
conepxxumoe auanoroporo okna Network Settings > Protocols > TCP/IP na mpeamer
npaBWIbHOCTH UMEeHH JoMeHa. Kpome toro, mposepbte daitn HOSTS u xonduryparmmio
ciryx0b1 DNS.

7. 3aTreM MOXHO NOMNBITaThCA OTIPABUTh MAKET AAHHBIX HA HMSI KOMIIBIOTEpA,
PacnoioKeHHOTO 3a IpeiesiaMu JTOKaJIbHOU CETH:

ping www.yandex.ru

Ecnu 3ampoc 3aBepuimics Heyaauel, MPoOBEPbTE MapaMeTPhbl CBSI3U C MOCTABIIUKOM
ycayr Internet. Keratu ecnu HY>)KHO BBIICHUTBH JaHHBIE O CalTe, CIEAYET UCMIOJb30BATh
cepBuc whois. YOenuTech Takke B TOM, UYTO 3alpallliBaeMblii KOMIIBIOTEP MOACPKUBACT
paboty ¢ makeramu naHHbix ICMP. B mpotuBHOM ciydae KOMaHIy ping MCIOJIb30BaTh
0ECCMBICIIEHHO.
®opma otyera: (Baiin-oTueT (CKPUHIIOTH KOMaHJIHOW CTPOKHU C KOMaHIaMHM).

IIpakTuyeckoe 3ausitue Ne$
Tema: MonTax kabenbnbix cpen Ethernet.
Henb: 3akpenuTh TEOPETUUYECKUE 3HAHUA MO TeMe 2.5, IPOBECTH OO0KUM BUTOM Hapbl C
UCI0JIb30BAaHUEM CIIELUATBHBIX allllapaTHBIX CPEJCTB.
O6GopynoBanme: nepcoHaNbHBIN KOMITbIOTEP ¢ He0OX0auMbIM 11O
3aganme: - Wzyuuth MeTonuueckue yka3aHus;

- IIpocMoOTpeTs Ipe3eHTaluIo 10 JaHHON TEME;

- OO0xatp kabenp TUNIA BUTAs Mapa AJis CO3JJaHus NaTY-Kop/a;

- Cpenatb BBIBOJ] O MPOJIETIAHHOM padoTe;

- TlpoBeputh maru-kopa Ha pabOTOCIOCOOHOCTH C MOMOIIBIO

Tecrepa.
Mertoauyeckue yKasaHusl.
JI71s1 TOAKITIOUEHHSI KOMITBIOTEPA B KOMIIBIOTEPHYIO CETh HYXKEH MaTd KOP/I.
[Tatu KOp/BI OBIBAIOT PA3HOU JITTMHBI, OT OJJHOTO METpa U 00Jiee OJTHOTO METpA.
JInHa maTy KopJia 3aBUCUT OTPACCTOSIHUS MEXIY KOMIBIOTEPOM U KOMMYTATOPOM, WIIU
MEXy KOMITBIOTEPOM U KOMITBIOTEPOM.
PazymHas niivHa maT4kopaa 10 MATH METPOB (0T KOMIIbIOTEpA K po3eTke), U 10 90 MeTpoB
(OT KOMITBIOTEPA K KOMMYTATOPY).
B 3aBuCHUMOCTH OT TOTO YTO MBI COCIMHSIEM, U3MEHUTCS CXxeMa 00KMMa KOHIIOB BUTOMU
naphl.
Burtas mapa, o6xatasi ¢ IByX KOHIIOB U SIBJISICTCS TTATY KOPJOM, BBITIOJIHSIOMNUM (YHKITHIO
COEIMHEHHUS KOMIIBIOTEPA ¢ KOMMYTATOPOM HJIM KOMIIBIOTEPA C KOMIBIOTEPOM, WM JIBYX
KOMMYTAaTOpPOB, HE UMEIONIUX NepektoueHus uplink/normal.
CymiecTByeT JiBa criocoba o0xuma (pa3BoJIKH):
1. Koraa mbl coeluHsSIEM KOMIBIOTEP — KOMITbIOTEP (WJIH IBA KOMMYTATOpPa).
2. Korpna coenuHsieM KOMOBIOTEP — KOMMYTATOP.

[Topsimok oOkuma(pa3BOAKK) MPOBOJAOB BHUTOW Maphl B pazbeMax RJ-45 3aBucutr oT
Ha3HAYCHUsI COSMHUTEIILHOM JIMHUM, TEXHOJOTUH U CTaHAapTa Mepeiadn JaHHbIX.
JUIsi KaxJI0ro cTaHjaapTa WCIONb3YIOTCA CHEelualbHble CXeMbl OOXuMa Kabens,
UCIIOJIB3YIOTCSl pa3jinyHble KaOeiau, pa3juyHble OrpaHMYEHUs 10 JUIMHE Kalens u
KOJIMYECTBY COCAMHUTENICH U KOMMYTUPYIOIIUX TPUOOPOB.
s 10Base-TX u 100Base-TX ucnosib3yroTcsi OpaHKeBBIC U 3€JICHBIC TTaphl (KOHTAKTHI 1+2
u 3+6). CuHOI0 ObIBa€T UCMOJB3YIOT s TeleOHHBIX JUHUM (KOHTaKThl 4+5). Jlns
1000Base-TX
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VICIIOJIB3YIOTCSI BCE YETHIPE Maphl KOHTAKTOB, TAKXKE JIyUYIIE UCIIOJIb30BATh IKPAHUPOBAHYIO
BUTYIO I1ApYy.
1. Ilpsimoii mopsiAok 00kK1Ma BUTON naphl (KOMIIBIOTEP — KOMMYTATOD):

1 [ Geno-opaHxesblii 5Bn0-0pEIH)K9EibIIFI; [

2 [ |opaHxeBbiH opakkesbif| ] 2
3 [ |Geno-aenéHsiA Geno—aenéHuﬁ; [ . 3
4 R |CHHWA CuikVit | 4
5 [0 18 Geno-cuHKiA Beno-cunvid| [Tl 5§
6 [ [senéHbi senéubil | 1 §
7 I W 6eno-Kopu4YHeBbIi Beno-kopuyHessii | I Il 7
8 EEEE Kopy4HeBbIA kopvyHess!i | NN §

2. TlepexpecTHblii MOPSAOK OOKKMMa BUTOM mapbl (KOMMyTaTop — KoMMmyTaTop (0e3

¢ynkunu nepekiaoyenus uplink/normal), KoMObIOTEp — KOMIIBIOTED).
Mensiem Mectamu aBe napsl: 1-2 Ha 3-6.

1 [ Geno-opaHxesblii 6en0—3ené|—|b|f1: [ 1]
2 [ opaHxeBbli aenéHeiit | ] 2
3 [ Beno-aenéHsin Geno-opaHwessld | 1 3
4 IS | crHWK Cuikvit | 4
5 [0 18 Geno-cuHKi Beno-cuHwiA | [Tl 5
6 T zenéHbin opaH¥eBbll | 1 6
7 Il W 6eno-KopuyHeBbIi Beno-kopuyHessii | I Il 7
8 N «opy4HeBbIA kopvyHess!i | N §

HyxHo 06kumaTh, coOMI0/1ast CBOIO PACKIAAKy MO IBeTaM. [ TaBHOE HE CITyTaTh MOPSIOK.
Jlns o0)kumMa B KOHHEKTOpE (pazbeme) RJ-45, ucnonbiyercs cenuanbHbli K04, XOpoIIo
MOATOTOBBTE U BBIPOBHAMTE Mapbl MPOBOJOB, IMJIOTHO BBEIUTE MYyYOK MPOBOJHUKOB B
KOHHEKTOpP M 3aT€M BCE BMECTE B COOTBETCTBYIOILEE THE30 KIIOYa. 3aKMHUTE KIIOY,
oOxxuMamTe 70 yropa, 4To0bl KOHTaKT B RJ-450b11 Ha1e)KHBIM.
dopmMa oTyeTa: MaTy-Kop.
IIpakTHuyeckoe 3anaTHE N26
Tema: IlocTpoenue 0JHOPaHIrOBOM CETH
Ieab: ocBOEHHE YMEHHMH IO MOCTPOCHUIO OJHOPAHIOBOW JIOKAJBbHOW BBIYMCIIUTEIBHOU
CeTH.
OGopyaoBaHme: IepCOHATBHBIN KOMITbIOTEP ¢ He0O0X0oauMbIM 110
3ananue: - Co3marb  OIHOPAHrOBYIO  C€Th  C  HCIOJb30BaHUEM
KOMMYTAaTopa;
- TlomyuuTs nOCTYI K TEKCTOBOMY (haiiiTy, pacrtoiOKCHHOMY Ha
COCEJTHEM KOMITbIOTEPE;
- OTBeThTE HA KOHTPOJILHBIE BOIIPOCHI;
- 3adukcupoBaTh uHpoOpMaIUIo B (aiiie sl oTueTa.
Xoxa padoThl.

1. IMoakmrouute 1K1 u [1K2 k kommyTtaTopy npsimeiM Ethernet-kabenem B cOOTBETCTBUU
CO CXEMOM, MPEJICTaBICHHON Ha PUCYHKE.
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Iopr 8

W =

N
2. Onpenenure [P-anpeca 1K1 u I1K2.
3. IIpoBepbTe NOCTYNMHOCTh coeauHeHus Mexay komnerotepamu [IK1 u [1K2 ¢ nomomnisro
KOMaH/Ibl ping.
4. Cozpnaiite Ha pabouux ctannusax [1K1 u [1K2 manku a5 0611ero AocTymna 1mno ceTu:
a) co3jaiTe marnky, Kotopas OyJeT TpUMEHSThCs il oOMeHa nH(opMalueit mo ceTu;
0) BBI30BUTE KOHTEKCTHOE MEHIO CO3/IaHHOM Manku U BeIOEpUTe MyHKT « OOt JoCcTyn
1 6€30MacHOCTbY;
B) Bo BKkianke «Jloctym» — «CereBoil oOmMiA TOCTYynm M O€30MAaCHOCTH» BBIOEpUTE
«OTKpBITH 00IIHIA TOCTYID» K 3TOM manke u «Pa3pemmts usmenenue (haiiaoB 1o ceTny;
') HAXXMUTE KHONKY «IIpuMeHUTHY;
1) B JAHHOM CETEBOM MarkKe CO3/JAaiTe MyCTOM TEKCTOBBIA JOKYMEHT.
5. Ha paboueii cranuuu [1K1 npoBepbTe 10CTyM K ToKyMeHTaM Ha padoueit cranuuu [1K2,
BHECUTE U3MEHEHHUS U COXPAHUTE:
a) B aJipecHoi ctpoke manku «Moit komnbrorep» BBeauTte \ \[PIIK2 u naxxmute «Enter»;
0) HalIMTE CO3JaHHYIO MAMNKY COCEAHET0 KOMIBIOTEPA C OTKPBITHIM OOIIUM JOCTYIIOM;
B) BHECHUTE B MPEJICTABICHHBIN TEKCTOBBIN (Dailyi CBOM JTUYHBIC IAHHBIC U COXPAHUTE €TO0.
KonTposbHbIE BOTPOCH
1. Kakast ceTb Ha3bpIBa€TCsl OTHOPAHTOBO?
2. Kakue Tonosiorui MOryT UCIOJIb30BaThCA 7151 IOCTPOCHUSI OJHOTAaHTOBOM ceTh?
3. Kakyro ceTeByro yTUIUTY HEOOXOIMMO UCTIOIh30BaTh, YTOOBI MOTYYUTh HHPOPMAIIUIO O
KOH(UTYpaluK CEeTeBOro ajnanrepa?
4. Kak M0>HO npoBeputh Hannune coenuneHust Mexay [1K1 u TTK27?
5. Uem oTimuaeTcs Marka, Jijisi KOTOpOH HAaCTpOeH OOIUi JOCTY, OT OOBIYHOMN MAIKH?
6. Uto HE0OX0MMMO clenaTh, YTOOBI MOTYYUTh JTOCTYN K OTKPBITBIM pPECypcaM JAPyToro
KOMIbIOTEpa?
IIpakTuyeckoe 3ausitue Ne7
Tema: Hactpolika yaaneHHOro JOCTyNa K KOMIIBIOTEPY .
Ieab: HAYyYUTHCS YCTaHABIMBATH yaaléHHOE coenuHenue ¢ [IK npu momoiu crangapTHOU
nporpammbl Windows u niporpammbel TeamViewer
3ananmue: - BxumounTe yaaneHHsI padouuii ctos Ha Bamem [1K;
- Orkpoiite yrunuty «llogkitoueHre K yJaleHHOMY paboueMy
CTOIY»;
- YcranoBure nporpammy TeamViewer W BBINOJHUTE MIATH
COTJIACHO X011y paOOThI;
- OrtBeTbTE HA KOHTPOJIBHBIE BOIPOCHIL;
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- 3Baduxcupyiite undpopmanuo B ¢aine g OT4eTa B BUIL
CKPUHUIIOTOB BBIITOJIHEHHBIX 3aJaHUM.
Xox padoThl.
1. Beibepute «Ilyck > Ilapamerpsr > Cuctema > Y najgeHHbIN pabounii CTOD» U BKIIOUNTE
napamerp «BKIOYNTH yaaneHHbI pabouuii cTom». 3alOMHHUTE MMsI KOMIIBIOTEpA B
pasnene «Kak nogkmounthes k atomy [1K». OHO moHamoOuTes mo3ixe.
Ilpumeuanue. [lapameTp akTUBEH, eciu y Bac ycraHoBiaeHa Windows 10 Pro. UtoObl 31O
npoBepuTh, nepeaute Ha «Ilyck > Ilapamerpst > Cuctema > O cucreme» W HaWJIUTE
«BrImyck».
2. Ha nokanbHOM KOMIIBIOTEpE 10 yipasienrneM Windows 10 B mosie nmovcka Ha MmaHenu
3amau BBeauTe «llomkirodyeHwe K ynaJeHHOMY palOodeMy CTOJIy» U BbIOepuTe
«Ilogkmrouenue K yaajieHHOMY pabodeMy ctoiny». B okue "llonkitodenne kK y1aJeHHOMY
pabouemMy cToiy" BBEIUTE UM KOMITBIOTEPA, K KOTOPOMY HEOOXOIMMO TOIKIIFOUUTHCS (13
mara 1), a 3aremM HaxxMuTe KHONKY «I[oAKII0OUnTBCS.
3. Uucramnupyiite mporpamMmmy TeamViewer Ha KOMIIBIOTEPHI.
4. 3anyctute TeamViewer Ha KOMIIBIOTEPE, K KOTOPOMY Bbl OYIUTE TOIKIFOUUTHCS.
5. 3anuuuTe AaHHbIE, KOTOPbIE MOABATCSA B OkHE TeamViewer Ha y1aleHHOM KOMIIBIOTEPE

B nnoysx «Bam ID» u «ITapons»

Moakntouenne  [onoavutensHo  Cnpaeka ‘ O6partHan censb ‘ EDGEIVNEIIELY  +* [MoaxnounThes v

BecnnatHas avLeHsws (TONbKO HEKOMMEPUECKOE NCnoab3osakme) - Darya CHipishtanova

n Bxoa B cuctemy Pa3peLLIl/ITb yrnpasiaeHune yl'lpaEﬂﬂTb KOMMNBLHOTEPOM
Y Bac elle HeT y4eTHOM 3a...
Baw ID ID naptHépa
«* YaanenHoe ynpaenexue 1 627 632 067 v
e Mapone
)

L) fepciablanaostoent |(3 87](9 © Yaanénroe ynpasnenue

iij T Mepeaava dainos

!‘ Yar [lnfi HacTPOMKKM @BTOHOMHOTO AOCTyna

HeoBXOMMO CHaUaNa YCTaHOBUTL
q:, TeamViewer.
JlononxeHHas peanbHocTs (AR)

TeamViewer N
loTOB K NoakntoueHuio (BesonacHoe coeanHeHmne)

6. AktuBupyiite TeamViewer Ha CBOEM KOMIIbIOTEPE.

7. B none ID mapTHepa BBeIUTE TOT KOJ, KOTOPBIM oToOpaxkaincsa B mojie «Bam ID» Ha
yAAJIEHHOM

[1K. ITpu sTOM TOJ>KHA OBITH aKTUBHA KHOTIKA « Y JAJICHHOE YIPABIICHUEY.

8. Haxxmute kHOTIKY «[I0gKIIFOUUTBCSA K TApTHEPY».

9. B oTKkphIBIIEMCS OKHE BBEAUTE Mapojib C YAAIEHHOTO KOMIbIOTEpa (MaHHBIA KOJ
otoOpaxancs B osie «I[laponsy» Ha yJaleHHOM yCTPONCTBE).

10. TTocne BBOJA yKa3aHHOTO 3HAYEHHUS B €IMHCTBEHHOE IOJI€ OKOIIKA HAXKMUTE KHOIKY
«Bxon B

cucremy». «Pabouuit cTom» yaaneHHOTO KOMITbIOTEpa OTOOPA3UTCS B OT/ACIIBHOM OKOIIKE
Ha magHoM I1IK.

11. Ha paGouem ctoiie yaan€éHHOTo KoMmnbioTepa Haxxmute «llyckn— «KommberoTepy.

12. leuncrannupyiite nporpammy TeamViewer Ha KOMIIbIOTEPAX.
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KoHTpoJibHBIE BOIIPOCHI
1. [Iporpamma TeamViewer: Ha3HaueHUE, BO3ZMOKHOCTH.
2. Kak B TeamViewer oprann3oBaHa rnepejaya U KonupoBaHue (aidaoB U Nanok?
3. Oxapakrepusyiite TeamViewer Web Connector.
®opma otyera: (aiia-oTyeT
IIpakTHuyeckoe 3anaTHE Ne§
Tema: OOecrnieuenue 6€30MaCHOCTH JIOKaIbHOU cetu. HacTpolika mapameTpoB
Opanamayspa Ha [1K.
Heab: 3aKkpenuTh TEOPETUUECKHE 3HAHUA MO TeMe 3.2, MPOBECTHU HACTPOMKY MapaMeTpOB
Opanamayspa Ha [1K.
OO0opynoBaHue: epCOHANBHBIA KOMITBIOTEP ¢ HE0OX0oauMbIM [10
3ananue: - N3yunte MeToanyeckue ykazaHus;

- 3arpy3utb OC Ha BUPTYaJIbHOW MallIMHE;

- BpINoJHUTE 3aMEHY YUYETHOM 3alMCH AIMUHHUCTPATOPA;

- YOpaTbh OKHO-TIPUBETCTBHUE;

- BpINOTHUTE CKaHUPOBAHHE NOPTOB HA BBISBICHUE CIAOBIX

MECT;
- Hactpouts napametpsl BctpoeHnHoro B OC Opanamayapa;
- Hactpouts napamerpsl Opanamayspa 000 aHTUBUPYCHON
IPOrpPaMMBbI;
- 3adukcupoBaTh nHPpOpMaIHIO B (aiie A1l oTueTa.
Xoa pa6oThl.

IIar 1. Mensiem y4eTHYy10 3anuch agMunuucrparopa (Iloab3oBarenb AIMUHUCTPATOP
C YCTBHIM MAPOJIEM - 3TO YA3BUMOCTB)
Yactro mnpu ycraHoBke Windows napons anMHHHCTPAaTOpa IMYCTOM W 3TUM MOXKET
BOCIIOJIb30BAaThCSl  370yMbluiienHuk. VIHaue roBOps, npu YycraHoBke Windows B
ABTOMATUYECKOM pEXKHUME C HACTPOMKAMHM MO yMOJYaHUIO Mbl MMEEM IOJIb30BATENS
AJIMMHHMCTPATOP C yCThIM napojeM u naroooi User moxxer BoiTu B Takoi [1K ¢ mpaBamu
aaMUHUCTpaTtopa. YToObl pemuTh MpoOaeMy BBIIIOJIHUM KOMaHay KommbloTep-Ilanenn
ynpasJjieHHe - AJIMUHUCTPMPOBaHUE - YIpaBJ/ieHHe KOMNbIOTepoM - JlokajbHbIe
noJb3oBatesu - [loab3oBaTenu(puc. 1).

[B) ynpagnenme kormsrTEpoM (nokan | s MonHoE HMA
=il CmywetHIE Mporparts)
+ % Oflwme narim $rocre 3a/aTk Naponk. ..
MoKanbHbIE NOABIOEETENH
=3 NonkzoEaTenH
[ Mpyane: ¥ AANHTE
JMCNETHED YCTPOHCTE MepesieHaBaTE
= @ SaNOMHHAHIWKME YCTPORCTES
g ¥NpagneHHs AHCKaMH CBORCTES
+ @ Cyil M NPHAOXKEHHA

Bce 3a0a4M 3

Chpagka

Puc.1.0xHO YnpaBineHrne KOMIBIOTEPOM

3/€Ch MO MIETYKY NPaBOM KHOIMKON MBI HA AIMUHHUCTPATOPbI 3318 TUM
aIMUHUCTPATOPY napo./iv, HanpuMep, 12345. 31o 1mnoxoit naponsb, HO TydIlle, YEM HUYETO.
Tenepb B OkHE AAMMHUCTPUPOBAaHUeE 3aiiieM B JIOKaJIbHYI0 MOJUTHKY 0€301MaCHOCTH.
Hanee unem no Betkam aepena: JlokaabHbie noautuku-Ilapamerpsl 6e30nacHoCTH-
Y4yernble 3anucu: IlepenmeHoBaHue y4eTHOM 3anMcl AAMMHUCTPATOP(puc.2).
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@ NapameTpel Des0nacHacTH MonKTHES MapaueTp Bez0na
4 [ MonHTHIEH YHETHBE 3aMHC
=8 NokansHse nonHTHEH

+- 8 Nonutrisa ayaunta

+ 8 HazHavenve npas nor

R I NapareTpe GesonacH
+-[27 MOAMTHIEK 0TKPEITORD KAH
+-[_7] MOAMTHIEK OrpaHHUYEHHORC

+ ,g MOAMTHEM BES0NSCHOCTH |

CETesoﬁ AOCTYN! HE paspewaTe ... BrardeH
CETBBDﬁ AOCTYN! HE PA3pEWaTE ... OTKNHYeH
CETesoﬁ AOCTYN! HE PAspeWaTE ... OTKNMYEH
CETesoﬁ AOCTYN: NYTH B peecTp...  SwstemiCurrentCol
CETEBDﬁ ACCTYR! paspewaTes ad.,,  COMMAR, COMMOC
CETesoﬁ ADCTYN PAspeWwaTes aH..,  COMCFG,DFSE
CETesoﬁ AOCTYN! PaspeWaTe Np...  OTKNMYEH

| CHCTEMHAR KpHNTOrpadkA: Koo, CTKIKYEH

CHCTBMHbIB OAbBEKTH BNAAENEL ... (C03AaTENL OOBEK
CHCTE‘.‘MHbIE OBLEKTEL WCHAMTE P, BrAueH
CHCTEMHbIE oA BEKTEI WUHTEIEAT... BKAKYEH
}-’choﬁcma: 3aNPETHTE NONB30E. .. OTHIHYEH
!-"u:Tpc-ﬁcma: MOEEAEHHE MPH YCT...  ¥CMEWHSA YCOTaHoE
}-"u:TpDHCTBa: PASPELATE OTCTEIK, ., BEAHYEH
}-’choﬁcma: paspElEHD hopMaT...  AAMMHHCTPATOPE!
!-"u:Tpc-ﬁcma: PASPELLMTE ADCTYM ... OTKAKYEH
}-"u:TpDHCTBa: PASPELMTE ADCTYM ... OTKAKYEH
}-'qemble ZAMMCH: OFPAHKYMTE ME...  BRNHYeH
}fueTHble 3aMHCH: NepeMMEHOESH. .. AAMHHHCTPATOR

Puc. 2. Haxonum B CHCTEMHOM peecTpe 3anuch llepenMenoBaHne y4eTHOM 3arnucu
AZIMUHHCTpPATOP
31eCh MOJI30BATES A}IMI/IHI/ICTpaTOp 3ameHuM Ha Admin(puc. 3).

CEOWCTEA: YUETHEIE 3anvcH: MNeperdMeHOE aHWe !"-IETHDH ZanUCH... Jifs

Napamerp nokanbHoM GES0NACHOCTH |

YueTHblE sanmcu: [epermMEHDBAHWE UNETHOR SanMcH
AAMUHUCTPATOPS

2

IAdmin

Ok I Otrena I anmEHMTbl

Puc. 3. [Tonb3oBarento AIMUHUCTPATOP IPUCBANBAEM HOBOE UMSI

[Tepesarpyxaem OC. Ilocne Hammx ASHCTBUHN y HAC MOMYYUIach yueTHas 3anucoy Admin c
naposem 12345 u npaBamu aaMuHUCTpatopa (puc. 4).

Bce, Teneps Mbl MeeM MOJIb30BaTENST AAMUHHUCTPATOP C MapoJIeM, OJIHA U3
ySI3BUMOCTEU CUCTEMBI YCTpaHEHa.

IIpumeyanue

Onepanuio Mo M3MEHEHUIO UMEHHU MOJb30BaTENS U 3aIaHUIO0 MAPOJIsi MbI TAK:KE€ MOTJIN Obl
BBITIOJTHUTH 0€3 UCTOJIb30BAHUSI CACTEMHOI'O PEeCTpa, UCIOIb30BaB OKHO Y YeTHbIE

3aIMCH 110J1b30BAaTe/Iei, YTO Topasio npoiue (puc.5).
]
u Hazza .\_) ﬁ_— Aok

-
06yueH1e ‘g YyeTHbIe 3an1cH Nob:

7] wueTHeE 33nMcH

3 Tl 4ETHI > sanMced

nanb30BaTEnEH B b|6ep HTEe 3aAa HHE...

_] ﬂepa&nmqsnna
MONES0BSTENERA

*  MsMEHEHME YYETHOR SanHcH
*  Co3AaHHE yHeTHOH 3arMc

®  M3MEHEHWE BX0A3 NONEI0BATENEA & CHOTEMY

UAK BblBepUTE U3MEHAEMYIO YUETHYIO

s Admin = locTh
ALHHHHCTPATOR KOMNERTERS Y¥UETHEA 38NHCE FOCTA
= ¥ SawwTa napanem OTKAKMEHS

Puc. 5. Oxkao YueTHbIE 3aIIMCH TOJIL30BATEIIEN
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http://www.intuit.ru/EDI/12_11_13_1/tutorial/960/objects/19/files/10_05.png

[Ipumeyanue

VYyernas 3anuch ['octh mo3Bosset Bxoauth B [IK u paboTtaTs Ha HeM (Hampumep, B
NuTepHeT) 0e3 HCImoap30BaHus CICIIHAIBHO CO3aHHOM YUETHOU 3amucH. 3anuchk ['ocTh
He TpeOyeT BBO/A MapoJsl U 10 YMOJIYaHUIO OJ0OKUpoBaHa. ['0cTh HE MOXKeT
YCTaHABJIMBATh WJIU YJAJIATh IPOrpaMMbl. DTy YUETHYIO 3alKCh MOYKHO OTKJIFOUHUTh, HO
HEJb3S yIAIINTh.

Iar 2. /Ie1aeM OKHO NPUBETCTBHUS MYCTHIM (YOMpaeM yA3BUMOCTD 2)

VY Hac OKHO BXOJla B CUCTEMY COAEPKUT MOACKa3Ky Admin, naBaiite ee yoepeM, cienas
OKHO IyCThIM. J[J11 Hauana B OKHE Y4eTHbIe 3alIUCH M0JIb30BaTe el )KMEM Ha KHOIIKY
N3meHenue Bxojaa mojib3oBartesieid B cucrtemy u yoepeMm diaxxoxk Mcnosib3oBaTh
CTPaHMIY MPpUBETCTBUS (puc. bupuc. 7).

e R —

24 YueTHbIE 3ANKWCM NONb30BATENEA

J Hasag \_) gj Ao

v i

Bbibepute 3apaHue...

-?] NONs S0BATENEH

_?] MNepekam~esme
NONE30E3TENSA

® [A3MEHEHME YHETHOM 3EMHOH

*  CO3AAHHE YUETHOH 2aMHCH

’ ~
[ *  MsMEHEHWE BX0A8 NONEI0OEATENEA B CHITEMY ]

UAK BblIGEpPUTE U3MEHAEMYIO YUETHYHO
3anuch

Admin . focTe
AAMSHHCTRATOD KOMNEIOTERA VUETHAA 38MWCE FOCTA
SAWMTA Naponem OTENM-EHS

Puc. 6.0xH0 YueTHbIe 3aUCH TTOJIb30BaTEIEH
=T

a Hasaa () BE Aowod

POACTEEHHDIE 3818494

Bbibop napameTpoE BX0Aa W BbIX0Aa U3
CUCTeMDbI

¥NpasneHes yHeTHEIMA
ZEAMHCAMA

e I Yeromisonats Erpamaiy BpvaeTeTom
1:' Mapare=Tpbl EX0AA B CIEHG NPHBETCTEMA NOIBONAET BLINOARHTE BX0A B CHCTEMY NPOCTERIM WENKOH HA Bawen
CHCTEHY YHETHOH 33MMCH. [INA NOBEILEHHA BE30NACHOCTH MONHD OTENKKHHTE TAKYH) BOZMONHOCTE H
WCNONEZ0EATE KNACCHYETEHA BX0A B CHCTEMY, KOTOREM TREOYET 0T NONE30BSTENER BEOAS
HMEHH Y2 THOR 33MHCH H NAP0E,

l_ HMnons3osarts El!.-l( TpOE NEpEKNFYMEHSE MDAEI0DBEATE e
BeicTpOR NEpAKMFOHSHHE NONLI0BATENSH NOIBONAST BEIONHHTE NEDEK NS s 0
33MHCE APYrOro NONEZ0BATENA, HE 3AKPEESA Pa00TIHWHE Nporpadd 3ITEH, KOraa ApyTroH
NONE30BEaSTENE 3aK0HYH 1300TY, Bkl CHMOMETE DBl BEpH! k 1 K CEDEH YYETH ANTHCKH

| WHEI‘HH‘IE-‘ NapaMeTpoE I OTHEHS I

Puc. 7. Youpaem ¢iakok UCIOIb30BaTh CTPAHUILY IPUBETCTBUS

Ho, 310 TonbKO NoJI0BUHA Jiena. Tenepb NOBBICUM 0€30nacHOCmb CETH €Ilie Ha OJHY
YCJIOBHYIO CTYIIE€Hb, CEJIaB 00a M0Jisi OKHA IPUBETCTBHS ITyCTHIMHU.

Brmonnnm komanny Ilaness ynpaBieHuss-AAMUHUCTpUpPOBaHue — JlokajaibHbIe
NOJMTHKH Oe3onacHocTH- JIokanbHbIe moauTuku-Ilapamerpsl 0e3onacHocTH-
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NHTepakTUBHBIA BX0/A: He 0TOOPaKATh MOCJEHEr0 MMEHH MOJIb30BaTENsl. DTy
3anuch HE0OX0IUMO BKIIFOUHTH (puC. 8).

Mok anbtb spareTpo he:

Koecone  AedicTeme  Baa Cnpaexa CooicToa: MnTepanTHBHBIA BXOJ B CHCTEMY: d 1|
LI 7 Q @ @ MapareTp nokansHoi Ge30NacHoCTI |BMH¢H|,¢ namu]
j MapameTpel GezonackocTH MNonuTeea  /

HHTepakTLEssi B0 B CHCTERY. HE OTOORS#ATE NOCNBIHErO

H MomATHER YHETHBEX 3800 | [RE]DCOM: OrpassuaHD
@ BZJOCOM: Orpaspue LR NONBS0BATENA

- j Mok ENEHBIE NOARTHEKM E‘é‘]x@q: I pasFHEHHS
&) Nonvmika ayanta ] Sy TS AYAMT AOCTYT

£ HasHausre Npas mor ;..;’:I':-’i"ﬂ-"‘“ AYAMT NpAB H.
3 NapareTpe: Gesonac BE] &y aHT: HERMEANEHHDE = Brmomme

+|__] MomaTHER OTEPRITOMD KAk
F- [ MomaTHEH OF paHT-EHHar:
H S MamTHiER BE30NaCHOCTH |

[l

[B¥] AocTyn k ceTh: Pazpe " OTEMOMMTE
B%] 3aREpWERE PABOTE:
BE]amepwenie paboTe:
E'p:l.-’HTEpaKTI'BHhﬁ Bx08
B |MHT Ep A THEHER B0s
E'pjmrepak'rveqhﬁ EX08
RE]MT EpakTHEHER Boa
E}jmrepamm-—chﬁ Ex0g
Y] EpaKTHEHES B0A
E}jmrepammqbﬁ Bx00
(B |MHT Bk THEHER 04
F_';:lmrepak'rveqbﬁ =3}

B MHTEpAK THEHER Bxad

Puc. 8. AktuBrpyeM nepekirovaTenb BKIoUnTh

Tenepb ITIOCJIC 3aBCPUICHUA CCaHCa noJjib3osamesb JOJLKCH yraaaTb HE TOJBKO napoJjib, HO

A UM NOJIb306AMEIIA.
BrisiBiieHHE ceTeBbIX YA3BUMOCTEeH ckaHupoBaHueM nopros IIK
3710yMBIIUIEHHUKHU UCIIOJIb3YIOT ckaHupoBaHue noptoB [IK nis Toro, yToOb!

BOCIOIb30BaThes pecypcamu uyxoro 1K B Ceru. IIpu 3ToM HeoOxoaumo ykazats 1P
adpec 11K u oTKphITHIN port, k mpumepy,195.34.34.30:23. [1ocie 3TOro npoucxoauT

coeauHeHue ¢ yaaneHHbIM [IK ¢ HekoTopoil BeposTHOCTBIO BXxo1a B 3T10T I1K.

o TCP/IP port — 370 afgpec onpeaesieHHOro cepBrca (MIPorpaMMbl), 3aMyIIEHHOTO Ha

JTTaHHOM KoMIbtoTepe B Internet. Kaxkapiii OTKPBITHIN MOPT — MNOTEHIMAJIbHAS

na3erika iyt B3nomuukoB cereit u [1K. Hanpumep, SMTP (otnpaBka moutsr) — 25

nopt, WWW — 80 nopt, FTP —21 nopr.

o Xaxkepsl CKAaHUPYIOT MOPTHI JJI TOTO, YTOOBI HAUTH JABIPKY (0ar) B omepamoHHON
cucreme. [Ipumep ommbku, eciiv aIMUHUCTPATOP WK noib3oBaTenb [IK oTkpbLn
MOJIHBINA JIOCTYH K CETEBBIM pecypcam JiJisi BCEX WJIM OCTAaBWII IyCTOW MapoJib Ha

BXOJ] K KOMIIBIOTEPY.
Onna u3 GyHKIMN aJMUHUCTPATOPA CETU (CUCaIMHUHA) - BHISIBUTH HEIOCTATKU B

(GYHKIIMOHUPOBAHUU CETU U YCTPAHUTh UX. {7151 3TOr0 HY>KHO MPOCKaAaHUPOBAThCEMbYU
3aKpBITh (OJIOKHUPOBATH) BCE HEOOs3aTENbHBIE (OTKPBITHIE O€3 HEOOXOAUMOCTH) CETEBbIC

noptel. Huke, 1uist npumMepa, npeacrasieHsl ciyx0b17CP/IP, KoTopble MOKHO
OTKJIFOUUT:

o finger- nonyyenune uHpoOpMaIUK O TOJI30BATENAX

 talk- BO3MOYKHOCTh OOMEHA JJAHHBIMH 110 CETH MEXTY MOJIb30BATEISIMU

« bootp- npenocraBieHne KIMeHTaM HHGOPMAIIHH O CETU

+ systat- momydeHue nHPOPMAIUU O CUCTEME

 netstat- moixyuyeHue nHGOPMALMHU O CETU, TAKOM KaK TEKYIIHE COCAMHEHUS

o rusersd- moayueHne HH(GOPMALIMU O TTOTH30BATENAXK, 3aPETUCTPUPOBAHHBIX B

JAHHBI MOMEHT
Meroanuyeckue yKazaHusl.
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Bpanamayap («mexcereBoii axpany», farewall) — cpefcTBO 3aIUThI; TPU3BAH OTPAHUYHTH
oOMeH AaHHBIX ¢ VHTEpHETOM NPEUMYIIECTBEHHO I CTPAaXOBKH OT HEMPOIIEHHBIX
rOCTEMN.
OHu MOryT OBITH BBINOJHEHBI B BHUJE alMapaTHOro, TaKk MPOrPAMMHOIO KOMILIEKCA,
3aMMCAHHOTO B KOMMYTHUPYIOILEE YCTPONUCTBO WK CEpBEP A0CTyNa (LLUTK03, XOCT U Ap).
Bpanamaysp — «monynpoHuiiaemass MeMOpaHa», pacroiaraerca MeXIy 3alldlaeMbIM
BHYTPEHHUM CETMEHTOM CETH U BHEITHEH CEThIO WU IPYTUMU CerMeHTaMu ceTu MuTepHer
¥ KOHTPOJIMPYET Bce MH(DOPMAIIMOHHBIC TIOTOKH BO BHYTPEHHUN CETMEHT U U3 HETO.
# nomynspasle 6panamayspsl: Net screen 100(pupma Net screen Technologies) u Cyber
Guard Firewall (pupma Cyber Guard Corp).
bpanamayasp BBIIOIHAET HEKOTOPbIE (DYHKIIMH:
dusnueckoe OT/ACICHUE BHYTPEHHEN CETH U BHEITHUX KaHAJIOB;
MHorostanHas UAeHTU(PUKAIUS 3aIIPOCOB, MOCTYIAIOIINX B CETh;
Kontpons nuenoctnoctu 110 u naHHbIX;
DKOHOMUS aJIPECHOTO MPOCTPAHCTBA CETH;
[IpoBepka moaHOMOUMI U TpaB JAOCTylla K BHYTPEHHHUM pecypcaM CeTH
MOJIL30BaTeIICH;

e Peructpaiius 3anipocoB K KOMIIOHEHTaM BHYTPEHHEH MOJICETH U3BHE.
bpannmayasp cocrour us:

v’ 2 MapuipyTus3aropa;

v OUIBTPYIONINE MAKETHI;

v' 111103 PUKIaIHOTO YPOBHSI.
B HOBBIN MeKCeTeBOM IKpaH BCTPOMIIN KypHATI 0€30MaCHOCTH, KOTOPBIM cOOMpall JaHHBIE
no IP-agpecaM u coeiMHEHUAM O CETAM JOMAIIHUM, CITyKEOHBIM, a Takxke B IHTepHeTe.
DTOT CepBUC MPAKTUIECKU HE OOHOBISIJICS C MOMEHTa Bhixojaa. [loaToMy Bce HacTpouKu
KAKUX-JIMOO0 MapaMeTpoB MOAXOIAT KakK JUIsl CTapblX OMEPAIIMOHHBIX CHUCTEM, TaK W s
HOBbIX Bepcuid. Celuyac HacTpoWku OpaHAMay’pa MOXKHO oOCyllecTBIATh B «LleHTpe
oOecrieueHus: 6€30MaCHOCTH, MOCKOJIBbKY 3TOT (halipBOJI ABJISIETCS €70 YACTHIO.
BkJiroueHune/0TKIIOYEHHE
UToOBI MPOU3BOAUTE HACTPOUKH JOCTyNa OpaHaMaydpa, HY>)KHO TOHUMATh, KaK BKJIIOYATh
WIM OTKJIIOYaTh ero. KoHeyHOo, OTKIouYaTh €ro He pPEeKOMEHAYETCS, IMOCKOJIBKY 3TO
MIOCTABUT MO/ BOIPOC 6e30macHOCTh cucTteMbl. Ho MHOTIa OTKIIIOUeHHE HEOOXOAUMO s
TOTO, YTOOBI aKTUBUPOBATH PA0OTY aHTUBUpPYCA
BonbImMHCTBO TOMOOHBIX MPOTrpaMM HMMEIOT BCTPOEHHBIN (aiipBon. UToObl n30exaTh
KOH(JIUKTOB C COBMECTHMOCTBHIO, BCTPOCHHBIN OpaHamaydsp OTKIo4aroT. Ecmu ke
CKauMBaeMbIil aHTUBUPYC HE MMeeT (hailpBoia, TOTJa BEPCHIO MOYKHO U OCTaBUTh. UTOOBI
HayaTh padOTy C 3TUM MPOrPAMMHO-AMNIAPATHBIM 3J1eMEeHTOM CEeTH HYX HO OTKPBITH €TO.
Kak 00bIYHO, €CTh HECKOJBKO CITOCOO0B. MOKHO IPOCTO BBECTH €r0 Ha3BaHHUE B CTPOKY
MOUCKA CUCTEeMBbL. Y Bac OyJleT CHMCOK M3 HECKOJbKMX BapuaHTOB. Jlyuiie BbIOpaTh
«bpanamaysp Windowsy.
[lepen Bamu MOSIBUTCSL COUCOK, B KOTOPOM HaxoAuTcsi GupMeHHbIN QaiipBos. OTKpoeTcs
HOBOE OKHO, I'JIE U MOXHO OCYIIECTBJISITh HACTPONKHU OpaHaMayspa. B yieBoM crTonbuke
Oynet ctpoka « OTKIIOUYUTh WIIM BKIIOYUTH OpanaMaysp». Meercs BbIOOp [J1s JOMAIIHEN
cetd W oOmecTBeHHOM. TyT ke Jerko OTKIIYaTh YBEIOMJIEHHS O OJOKHUPOBKE
npuwiokeHus. HyxHo o00s3aTeNbHO NOCTaBUTH TaloyKy, 4YTOOBI IMporpamma TYT K€
OTOBECTHUJIA BAC O BPEIOHOCHOM YTHIIHTE.
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baoxkupoBka gocryna
Hekotoprie mnpobnembl ¢ goctynoM k CeTu CBSi3aHHbIE MMEHHO C OpaHIMay3pOM.
Bo3moxxHO BRI HE pazobpanuch ¢ pabOTON aHTUBUpPYCA M 3alpeTHNId JOCTYIN K ceTh. B
HACTpoilkax OpaHIMay3pa MOXKHO €ro BOCCTaHOBUThL. CHOBA B JIEBOM CTOJIOUKE, IEPEXOUM
0 CTPOKE «Pa3pelINTh 3aIlyCK MPOrPaMMBbI HJIM KOMIIOHEHTA uepe3 OpaHaMaysp».
Ilepen BaMu OTKpoeTcsi HOBOE€ OKHO. B Hem OyJeT CHUCOK mporpamm, KOTOPBIM
3a070KMpoBaH WK OTKPHIT Aoctyn K Cern. Hy)XHO MpoCcTO MOCTaBUTH T'ajlOUuKH TaMm, T/e
3T0 Heobxoaumo. K mpumepy, 31ech MOKHO HailTu Opay3ep, KOTOPBIM HEe MEpEeXOAUT Ha
CalThl M JaTh €My pa3pelleHue Ha 3T0. Eciu BaMm HyXHO pa3pemnts noctyn k Cetu B
HAcTpoWKax OpaHamayspa ImporpamMme, KOTOPOMl HET B CIHCKE, CAeNaTh 3TO HETPYIHO.
JlocTaTo4HO MO TAOIMYKON, B KOTOPOH €CTh YTHUIIMTHI, HAWTH KHONIKY «Pa3pemuTs Apyryro
nporpamMmmy». Ilociie 4ero mosiBUTCS TOMOJTHUTEIBHBIN CIIUCOK MPUIOKEHUN, U3 KOTOPBIX
MOKHO JO0OaBUTH JIpyroit Opay3sep mmbo codT, KOTOPHIN HyKaaeTcs B qoctyne K CeTH.
[TomuuTe, uTO YeM OoJbliie B (aiipBoJie TOJOOHBIX Pa3pEIICHHBIX MPOTPaMM, TEM MEHEe
Oe3omacHOi craHOBUTCA Bama pabota. IlOpThL, KOTOpBIE OTKPBIBAIOTCS, IEPECTAIOT
KOHTPOJIMPOBATHCS CUCTEMOUN ¥ MOTYT MIPOMYCTUTh BPEJJOHOCHBIE YTUIIUTHI.
®opma oryera: (aila-oTyerT.
IIpakTHyeckoe 3anaTHE N9
Tema: TectupoBanue cetu TCP/IP ¢ ncnonb3oBaHueM qUarHOCTUYECKUX yTHIIUT.
Ieab: 3akpenuTh TEOPETUUECKUE 3HAHUS IO TeMe 3.2, MPOBECTU TECTHUPOBAHUE CETU C
MOMOIIIBIO CTICIIUATBHBIX YTUIUT KOMaHIHOM CTPOKH.
OO0opynoBaHue: epCOHANBHBIA KOMITBIOTEP ¢ HE0OX0oauMBIM [10
3ananue: - H3yuuth Metonnueckue yka3aHus;
- TlporectupoBath pabOTOCIIOCOOHOCTH CETH C MOMOIIBIO
YTHJINTHI ping;
- IlporectupoBarh pabOTOCIIOCOOHOCTH CETH C IOMOILBIO
YTHWJINTHI tracert,
- Hactpouts napamerpsl Opanamayspa 1000l aHTUBUPYCHOM
POTrpaMMBbl;
- 3adukcupoBath HHOOpPMAIKIO B (aiiiie I oTYeTa.
Meroanuyeckue ykazaHusl.
Hawnbonee 6picTpbIM CITOCOOOM MPOBEPKH pabOTOCIIOCOOHOCTH JIOKAJIbHOM MOYKHO Ha3BaTh
cucteMHyto komanay PING, koTopas NocbUIaeT CeTEeBOM 3anpoc Ha 3ajaHHblil [P-adpec
KOMIIbIOTEpA, MOJIy4aeT OTBET WM BBIBOAUT OTYET Ha 3KpaH. Eciam mocnaHHbI 3anpoc
MOJIy4eH O0OpaTHO -c653b (PU3UYECKU CYIIECTBYET, TO Ballla cemdb HACTpOEHA U paboTaer
KoppekTHO. Ecnu e Ha 3kpaHe Bbl yBUAWTE Haanuch "[IpeBblllieH unmepsan 0XuaaHus
3anpoc" - BBl JONYCTWIM OIIKMOKY KOO B HACTpoilkax, JuOO0 B TMOAKIIOYECHUU
KoMIbroTepoB. Ilepen 3amyckom KomaHAbl Ping HEOOXOAUMO MOCMOTPETH JIOCTYIHBIE
KOMITbIOTEPHI B ceTU. 3axoauM B Kommnbrotep u Buanm, ckonbko [1IK noctynuel B paboueit
rpymnmne B pazaene Cerb

Jlist TOro 4To0bl BOCIOJIB30BATHCA KOMAHJOM ping, OTKPOWTE OKHO KOMAaHIHOW CTPOKH
komang0M Ilyck-Bcece mporpammbi—Crangaprabie-KomanaHasi cTpoKa U BBEIUTE TaM
KOMaHy ping, yKaXute ums win [P-adpec yaaneHHOTo kKoMmbiotepa (wiu ero UMA"/>)
(puc.1l).llo ymonuanuo ymuauma ping OTHPABISET 4 MaKeTa U OKUJIAET KaXIbld OTBET B
TEYEHHE YEeThIpeX CEeKyHHA. [lo yMolluaHUI0 KoMaHOa TockuiaeT maker 32 Oaifta. 3a
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pa3MepoM TECTOBOTO MAKeTa 0TOOpaKaeTCs BpeMs OTKIIMKA Y/IaJICHHOW CUCTEMBI (B HAIIEM
ciy4ae — MeHbIe | MuuCceKyHab'"/>).

_ioix
Microsoft Windows [Vewrsion 6.1.76011
¢c? Kopnopauwa Ma¥kpocoor (Microsoft Corp.>. 2009. Bce npasa 3auHweHs. [l

C:~UserssPC—1>ping PC_1

Crtatuctuka Ping naa 1922.168.73.133:
MNakeToB: oTnpagaeHo = 4. nNoAY4EHO 4, notepaHo = 0
(¥ notepe?
MpUESAHZHTEABHOE BPEMA MPHEMA—MEPENAYH MC =
HuHumaabHoe = 0Omcer, MakcumaabHoe 1 mcex, CpepvHee = 0 mcek

naketamd ¢ PC_1 [192.168.73.133]1 ¢ 32 sadtamu paHHbX:
or 192 _168.73.133: uumcao 6ait=32 eperma=1lnc TTL=128
ot 192.168.73.133: uumcao eanT=32 Bpema<iuc TTL=128
ot 192.168.73.133: uucao ealT=32 epernadlnc TTL=128
or 192 _.168.73.133: uumcao €ant=32 pperma<inc TTL=128

M o4

Puc. 1. ITunrosanue mamuusl PC 1 ¢ IP-anpecom 192.168.73.133

[Ipun

HCO6XOI[I/IMOCTI/I JJIs1 ATOM KOMaHIbl BBl MOJKCTC HCIIOJb30BaTh CJICAYIOIIUC

napameTphbl:

-t. JlaHHBIH napamemp yKa3pIBa€T Ha TO, YTO NPOU3BOAUTCSA IMPOBEPKA CBA3HU C
yYKa3aHHBIM Y3JIOM JI0 TIPEKPaIEeHUs BPYUHYIO;

-n. Texkymuit napamemp onpenenseT KoJInuecTBo oTnpaniisieMbix Echo-3anpocos;
-f. OtoT napamemp ycranaBnauBaetr 6um "He pparMeHTUpPOBATh" Ha ping-mnakete. /1o
yMOJIYaHUIO (pparMeHTaIus pa3peliaercs;

-w. JlaHHBI napamemp TO3BOJSAET HACTPOUTH TaMM-ayT I KaXKIOTO IAKeTa B
MUJUTUCEKYHIaX (no yMOI4aHuto ycTaHoBieHozHaueHue4000"/>);

-a. Texkymuu napamemp ONpPeENENseT UMEHA Y3JI0B 110 aIpECaM;

-1. IIpu momor1iu 3TOrO MapaMeTpa Bbl MOXKETE yKa3aTh pa3mep Oydepa oTIpaBKH;

-1. Ucmonp30BaHnMe JaHHOTO TTapaMeTpa MO3BOJISET BaM 3a/1aTh CPOK KU3HU TMAKETa;
-v. OTOT napamemp 3anaet tun ciyx0sbl 1y [Pv4 u ve Bnuset Ha none TOS B IP-
3aroJoBKE;

-r. TeKymnii napamemp 3aIMCHIBAET Mapuipym s YKa3aHHOTO YHCIIA PBIKKOB;
-s. JlaHHBII napamemp NO3BOJISIET OTMEUYATh BPEMS JJIsl yKa3aHHOIO YUCJIa TPBIKKOB;
-]. Ucnionb3yst 3TOT napamemp, Bbl MOXKETE yKa3aTh CBOOOIHBIN BBIOOp MapIIpyTa 1O
CIIMCKY Y3JIOB;

-k. Ilpu momoly AaHHOTO TapaMeTpa Bbl MOXKETE ONPEACIIUTH JKECTKUU BBHIOOD
MapuipyTa 70 CIUCKY y3JIOB;

-R. Tekymmit napamemp 1MO3BOJSAET UCTIOJIB30BATh 3ar0J0BOK /I IIPOBEPKU TAKXKE
¥ 00paTHOTO MapIIpyTa TOJIbKO st [Pvo;

-S. JlanHblil napamvemp yxa3biBaeT UCMIOIL3YEMbI adpec UCTOUHUKA,

-4. Ilapamemp onpenensieT NpUHYIUTEIBHOE UCIIOIB30BAHUE MPOTOKONA [P Bepcuu
4:

M
-6. Ilapamemp onpenensieT NpUHYIUTEIBHOE UCIIOIb30BAHUE NMPOTOKONA [P Bepcuu

6.

Wrak, BbIIe OBLIO MOKa3zaHo, 4To ymuauma Ping ucmonb3yeTcs B TOM ciydae, Koraa
HEOOXOIMMO TPOBEPUTH, MOXKET JIH KOMNblomep TOAKTIOYUThCS K cetu TCP/IP wu
ceTeBbIM pecypcaM. MHaue roBops, Mbl HNUHTYEM JJISI TOrO, YTOOBI MPOBEPUTH, UYTO
OTTIpaBIIIEMbIE TAKEeThl MOXOAAT A0 momydarens. [IK-ormpaButens ormpaBnser Echo-
3anpoc, a [1IK-nony4aTens, B OTBET J0JKEeH oTIpaButh /CMP-coobienne ¢ oTBeToM. Eciu
YAQIECHHBIN KoMHnblomep pearupyer Ha 3anpoc ping, TO NOAKIIOUYECHHE K YNAICHHOMY
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KOMITbIOTEpY pabortaer. Takxke, ymuiuma ping BeET CTATUCTUKY, U3 KOTOPOH IMOHSTHO,
CKOJIbKO IaKETOB MOJYy4YE€HO, a CKOJIbKO noTepsiHo. Ho, 3To emie He Bee.
IIpumenenue komanasl Ping nuis ananusa kauecrsa csssu IIK B ceTn
JIns TecTUpOBaHUS KadecTBa CBSI3U 3alycTUTE Ping co CIeayIolUMHU MapaMeTpamu:
ping.exe -1 16384 -w 500 -n 100 192.168.73.133. 310 ob6ecneunTt ornpaBky 100 3ampocos
(n) maketamunol 6xurooaim(l) Ha 3aganubiii [P adpecc MHTEPBAIOM OXKHUIAHUS OTBETA B
0,5 cexynanl (w). To ecTb:
L— pa3mep Oydepa oTmpaBKH.
N-— 4ncno oTnpaBisieMbIX 3alPOCOB,
W—6pemsa oorcudanuss OTBETa HA 3anpPoc B MIJUTUCEKYHIAX,
[Tonoxaute, noka mpoitayT Bce 100 maketoB. OTBET q0JIKEH OyJET ObITh MPUOITUZUTEIHHO
Takoi (puc.2).
=101 %]
canT=16384

canT=16384
aiT=16384

16384
16384
16384

B iy
Bpera=1nmc
168.73.133: yucao BpEra =2 Me

CrarucTuka Ping paa 192.168.73.1 i
a : oTnpasaedHo = 100, = 180, notepano = 0

: BpPEMA NpUMEMA-—NEPERAMM B MC:
DMcex, MakcuMasbHmos 17 mecex, CpepHves

Puc. 2 OtBeT Ha KOMaHAy ping.exe ¢ KIIYaMu
[Ipoananu3upyem pe3ysbTaT BHITOJIHEHHUS] KOMaH/bL:

o 0% moTeps — ceTh paboTaeT OTIIMYHO.

o Ecnu norepu undopmaiuu cocrasmiiu He 6oiee 3%, To ceTb paboTaeT XOpOoIIO.

o Ilpu motepsix 3-10% pmomnwm He BCe MAaKEThl, HO CETh, OJlarojapsi aaropuTMam
KOPPEKIIMU OImuOO0K, paboTaeT yHoBIETBOpUTENbHO. M3-3a HeobxoaumocTu
MOBTOPHOM JTIOCTaBKH MOTEPSIHHON MH(MOpMaIi cHIKaeTcs 3¢ HEeKTUBHAS CKOPOCTH
paboOThI CETH — CETh TOPMO3HT.

o Ecuu yucno norepsHHbIX makeToB mnpesbimaer 10-15%, To HE0OXOAUMO NPUHSTH
MEpHI 110 yCTpaHeHHI0 HencnpaBHOCTH. KauecTBo cBs3u [IK HEyn0BIETBOpUTENBHOE.

Jlanee: kak BUIUM, BpeMs OTKJIMKA YAAJIEHHOM CUCTEMBI CpeJiHEE 2 MCEK, & MAKCUMAJIbHOE
17 mMcex. AHanU3UpPysl OTKIUK 70 MUJUIMCEKYyHJaM, HaJl0 UMETh BBUAY clenywouee. /1o
CTaHJapTy, HOpMaJIbHOE BpeMsi OTKIMKa 16-kunoOaittHoro makera ajst 100-meraOuTHOM
cetH - 3-8 mc. ns 10-merabutnoit - 30-80 mc. [onyuaercs, 4to y Hac cems paboTaeT Ha
ckopoctu nopsiaka 100 mout/cex.

HUcnoab3zoBanue yruiutsl PathPing

Pathping sto ymunuma, koTopas mo3BOJISIET OOHAPYKUTH MOTEPH MAKETOB HA MapIIpPyTe
MEK/ly BalllUM KOMIIBIOTEPOM M 3aJaHHbIM aapecom [P. Ilotepu makeToB MOryT CUJIBHO
MOBJIMATH Ha padOTy CETH, HApUMeEp, KOTJa Bbl WrpacTe B Bujcourpy. MHaye rosops,
ymunuma PathPing otnpaBnser MHOrounciaeHHsie coodmenus ¢ Echo-3anpocom kaxmomy
MapuIpyTU3aTOPY, KOTOPbIM HAXOAUTCA MEXKAY MCXOJHBIM IMYHKTOM H IYHKTOM
HA3HAYEHUs, IOCJIE€ YEro, Ha OCHOBAHWU IIAKETOB, MOJYYEHHBIX OT KaXKJOr0 M3 HUX,
BBIUMCIIIET IPOLIEHTHOE COOTHOLIEHHE MaKETOB, BO3BPALIAEMBIX B KaXKIOM IPBIKKE.
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[Tockonbky ymunuma PathPing moka3piBaeT cTemeHb MOTEPH MAKETOB Ha KaKIOM

MaplIpyTH3aTOpEe WM Yy3JIe, TO C €€ IOMOUIbI0 BBl MOYETE€ TOYHO OIpPEACIINUTD
MaplIpyTH3aTOPbl W Yy3JIbl, Ha KOTOPBIX BO3HUKAIOT cemegvle npoobaemwsl. llpumep
UCII0JIb30BaHUS JAHHOW KOMAaH/1bl IPUBEAECH HA puC. 3.

: \Windows\system32\cmd.exe
j indo n € 76011
2 7 (Microsoft Corp.>. 2009. Bce npasa sammueHm.

hping MARIA
pnn|1 mapupyta « MARIA [192.168.1.21]

M npuexkos 30:

t.'l 3]

Anpe
l"l.. _0 I[1 168.1.31

i 2nc 0/ 100 % :; [ 3 HﬁRIﬂ [192.168.1.2

TpaccHpoBKA 3aBepileHa.

4 » A
Puc. 3. ITouck noreps nmakeroB Ha mapuipyte ot [IK PC 0 no [TK MAIRIA
Hrak, B cTpoke norcka Habepem CMD, yToOBI BRI3BaTh KOMaHIHYIO CTPOKY (pHC. 4).

Mporpammel (1)

' O3HEKOMMTBCA C APYTHMKM PESYNETATAMMA

I cmnd L3 3aBepleHHe paboTel | bl

Puc. 4. Oqun u3 cnoco6oB Be130Ba komaHAHOM cTpoku B OC Windows
Jlanee nmpoussener TpaccupoBKy mapupyTta ot Hamero 1K 1o nouckoBoro cepsepa SHnuexc

[ CG\Windows\system32\cmd.exe

C—12pathping vandex.ru

oBKa mapupyra k vandex.ru [213.180.204.111
I1El!|bl'lk4l| -mcnon I'IFII:J-\I(DB 30:

COAHKMH Y3ea ) H'pupunluu ysea
Npuxox [ 4Tep s0Tnp. % Yrep.-Ornp.
o

- 100 : )
Lre 0/ 100 2 - 180 z 192.168.1.1

1rc 1/ 100 % A, 100 @ lo0-at66-2.natm.ru [213.148.1

s 100 H
10m o ¢+ 100 atbb—a 6-Li-giga—core.natm.

/100 ; i
100 % B/ 100 B ATSI-TGEL-8-TTS-TGEL-4.natm.r|

/100 i
/100 = ¢ GWay-TGED-2.natm.ru [V8.81.0.

/100 H

# 100 ge—0-1-0-v1788-10g.M320-1-NOU
[ 100 4 H

A 100 % ael-30g.HE960-1-MHT .nwte lecomn|

- 100 - H
100/ 100 =100 s 100D ¢ asl13238-vandex.gateway.nutele
u [212.48.214.1021

TpaccuwpoBKa 3aBpepueHa.

Puc. 5. [Ipumep ucnonws3oBanust yTuiautel Pathping
[Ipoananusupyem pe3yabrar:
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[TepBbrit 0ok WHpOPMAMKM TPEACTABISAET COOOW TpaccUpoBKy. Bbl Moxerte
MPOIYCTUTh €r0 M MEPEUTH KO BTOPOMY OJIOKY HH(pOpMAIMHU, B KOTOPOM OyjaeT
yKa3aHO MPOIIEHTHOE OTHOIIEHUE MOTEPH MAKETOB.

Ecnu makeTsl HEe TepSIUCH HA JAHHOM MapIIpyTe MOAKIIOYeHUS, TO BBl yBuANTEe 0%
notepb nmakeToB. Eciu BeI yBUIUTE 3HaUeHU, oTiimdatomuecs ot 0%, 3To o3HavaeT,
YTO Ha IyTH K HAIIIUM cepBepaM ObLIH MoTepu makeToB. [lotepu BoIimie 1% HaunHas
C TIEpBOTrO Iara, MOTYT YKa3blBaTh Ha HEKOPPEKTHYIO pabOTy Y3JIOB CETH WIIH
MapupyTH3aTopoB. Eciau 3TH ycTpoiicTBa BaM JOCTYITHBI, TO HYXHO MOINPOOOBaTh
OOHOBUTH MX MPOrpaMMHOE OOecIieueHNe WM TOJHOCThIO 3aMEHHUTh uX. MHaue, o
NOTepSAX, BO3HHKINMX TIOCIE TEPBOrO Iara W J0 TOCJIEIHEro Iara, Ciexyer
cooOmuTh Bamemy MHTepHET-TIpoBaiiaepy.

IIpumeyanue

Ecnu nocnennue crpoku ykaspiBatoT Ha 100% moTeph, TO 3TO HE ABISETCS MOKa3aTeleM
poO0IeMBI, a MPOUCXOIUT MMOTOMY, UYTO CEpBEpa 3aIIUIIEHBI OT HEXKENaTeIbHOTO Tpaduka
U aTak.

C maHHOW KOMaHJOM BBl MOKETE UCITOIB30BaTh CIEAYIONIUE TapaMETpPHI:

-g. JlaHHBI napamemp oONpeAeNsIET UCIOJB30BaHUE TapaMeTrpa CBOOOIHOM
MapHipyTu3auu B /P-3aroioBke ¢ HAOOPOM MPOMEXKYTOUHBIX MECT HA3HAUCHUS JJIsI
coobmienuii ¢ Echo-3anpocom, KOTOpBI yKa3bIBae€TCsl B CIIUCKE KOMITBIOTEPOB.

-h. lanusiit napamemp 3a7aeT MakKCUMaIbHOE KOJIMYECTBO MEPEXO/I0B HA IMyTH MPHU
MOMCKE KOHEYHOTO 00BEKTA;

-1. OTOT napamemp yxaswiBaet IP-adpec UCTOYHUKA,;

-n. Tekymwmii napamvemp TPENOTBpAIIAET NOMNBITKA COINOCTaBICHUS [P-aapecos
MPOMEKYTOUHBIX MapUIPyTU3aTOPOB C UX MMEHAMH, YTO CYIIECTBEHHO YCKOpPSIET
661600 PE3YJIHTATOB,;

-p. Wcnonb3ysl naHHBIA napamemp, Bbl MOXETE 3a1aTh 6peMs OHCUOAHUSI MEXKIY
MOCJIEIOBATENBHBIMY MMPOBEPKAMU CBSI3H, TAE€ 3HAUYCHUEM 70 YMOJYAHHUIO YKa3aHO
250 MUITUCEKYH;

-q. [Ipu momo1u TeKyIero napaMmeTpa Bbl MOKETE YKa3aTh KOJTUYECTBO COOOIIECHUIMA
¢ Echo-3anmpocoM, oTIpaBiaeHHBIX KaKIOMYy MapIIpyTH3aTOPy MyTH (70 YMOTYAHUIO
- 100);

-w. JlaHHbIN napamemp onpenensier epemsa oxcudanus 1 nonydenus: Echo-otseron
nporokona [CMP wiu ICMP-cooOuieHuit 00 MCTeYeHUH BPEMEHH B MIJIJTUCEKYHaX,
KOTOpbIE COOTBETCTBYIOT JaHHOMY cooOmiennto Echo-3ampoca. 3nauenue no
YMOJTYaHUIO 4 CEKyHBI;

-4. Ilapamemp onpenenser NPUHYIUTEIBHOE UCIIOJIB30BAHUE MTPOTOKONA [P Bepcun
4

-6. Ilapamemp onpenensieT NpUHYIUTEIBHOE UCIOIb30BAHUE MPOTOKONA [P Bepcuu

6

Komanpalpconfig

Komanoa TPCONFIG wucnonb3yercs mjis OTOOpaKeHHUS TEKYIIMX HACTPOEK IMPOTOKOJIA
TCP/IP n nnst OOHOBJCHHSI HEKOTOPBIX MapaMETPOB, 3a/1aBa€MbIX IPU aBTOMATUYECKOM
KOH(QUTYPHUPOBAHUHM CETEBBIX HHTEP(EHCOB MpH HCHOIb30BaHMU mpoTtokorna DHCP.
[Ipeanonoxum, 4To y HaC UMEETCsicems, N300pakeHHas Ha-puc. 6.
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lsix)
= &0 [ rowo: Come i

VeTama rpuectags  [ofame Becpossinse porpsicres - (7]

o
i.!' ,

‘L" AnemanTow: 5§
ﬂ e | b v :9:;(-;.: =
Puc. 6. HeGoubiag JokanbpHas CeTh

Brimonnum komanny komanaou Ipconfig na PC 2 (puc. 7).
_lol x|

rosoft Windows [Uersic 1]
Kopnopauwa Hadkpocoe oft Corp.», 2009. Bce npasa 3auwMueHs .

ladimir>ipconfig

Hactposka nporvokosa IP pan Windows

KC MNOBKANHEHWA
Puvb-appec wamwana . . . = v:c226:283cx11
- o a
OCHOBHOW WAW3. . . . . . . . . = 192,
TynHeabrnwd apanvtep isatap.localdomain:

AMME CpEend. : Cpena nepenasv HELOCT ynMa.
YPSMKC NOAKANYEHMA : locald: i

Tyvveabnsw anantep lNopkAwYEHHE N0 AOKAALHOW CETH®I

QUKC NOAKANYEHHA
7:299d:3F57:h67a

c
wi IPub-appec wawana . . . = FeBD::Z h67ax13

Puc. 70To6paxenne mapamerpoB TCP/IP-npoTokona komanoii Ipconfig
W3 oTyeTa Mbl BUIUM TaKyt0 HHPOPMAIIUIO:
o DNS-cyddukc nogkmrouenus - localdomain (13 HacTpoek ceTEBOTr0 MOAKIIOYCHUS)
o Jlokanbubiii IPv6-anpec kaHana - nokanbHblid [Pv6 anmpec, ecnu ucmolsib3yeTcs
anpecanus [Pvo
o [Pv4-anpec - ucnonb3dyeMsblil uis faHHOTO ananrtepa [Pv4 — anpec
o Macka noaceru - 255.255.225.0
o OcnoBHol 103 - [P-agpec mapupytuszaropa, UCMOIB3yEMOIO0 B KQUECTBE IUIHO3a
10 YMOJTYAHUIO.

IIpumeyanue
TynnenbHbIlt agantep isatap.localdomain 3to smymnsuus IPV6 B cersix [PV4. ISATAP
(Intra-SiteAutomaticTunnel AddressingProtocol) — IIpoTokon aBTOMaTH4ecKOil BHYTpU

CalTOBOM ajJipecaliuy TyHHEJEH, MO3BOJSIONMN nepeaaBaTh Mexay cetamu [Pv6 makersl
yepe3 cetu [Pv4
Kaouu koMaHabI:

— /all Omobpasicenue monHOM HHGOPMAITUH 710 BCEM aJIalITEPaM.

— /release [amanTep] Omnpaska coobwenuss DHCPRELEASE cepsepy DHCP nns
ocBoOOXkIeHHs Tekyled koHpurypauun DHCP u ypanenus koHpurypauuu [P-
aJIpeCcoB IS BCEX aIanTepoB (€CIM adanmep HE 3aJlaH) WIH JI 3aJJaHHOTO ajanTepa.
D10T KAtouw OTKIOYaeT mnpotokon ICP/IP nis anantepoB, HACTPOCHHBIX IS
ABTOMATHUYECKOI0 NoyuyeHus /P-aipecos.
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— /renew [agantep]| OOHOBieHue /P-anpeca sl ONpPeAeaEHHOTO afanTepa Wik eCiu
aoanmep HE 3ajaH, TO s Bcex. JloCTymHO TOJBKO TMpPU HACTPOCHHOM
ABTOMATUYECKOM TOJy4YeHUU [P-anpecos.

— /flushdns Ouumenne DNS kaiia.

— /registerdns OOHOBIEHHE BceX 3ape3epBHpOBaHHbIX anpecoB DHCP wu
nepepeructpanus umed DNS.

— /displaydns Omobpasicenue conepxumoro kama DNS.

— /showclassid aoanmep Omobpasxcenue xona xnacca DHCP nia  yKa3aHHOTO
agantepa. JlocTynmHO TOJBKO MPU HACTPOEHHOM aBTOMATHYECKUM MoxydyeHueMm [P-
aZpecoB.

— /setclassid amanrep [koa_kiacca] M3amenenue koaa kiracca DHCP. JIoCTyITHO TOJIBKO
IIPY HACTPOCHHOM aBTOMATHYECKUM IOJy4YeHUEM [P-aipecoB.

— /? Cupaska. TCP/IP: 3nauenus IP anpeca, MacKy U LUTIO34.

Komanaa BbIBOIa CIHCKA KOMIIBIOTEPOB padoueil rpynnsbl Netview
B komaHIHON CTpoke BBeAUTE KOMaHAy netview, U Bbl YBUAMWTE CHUCOK KOMIIbIOTEPOB

cBoel paboueit rpynisl (puc. 8).
[&+ C\Windows\system32\cmd.exe o ] [

Microzoft Windows [Wersion 6.1.76011
(c?> Kopnopauua Madkpocootr (Microsoft Corp.>. Z2007. Bce npaBa 3aWMWeHH. [N

C:wUzers~PC—1>net view
JameTKH

Uladimir

KoMaHpa BWNOAHEHA YCMNEeWHD .

C:sUseprs™PC-1>_

Puc. 8.B paGoueii rpymnmne nmeercs 4 11K
TpaccupoBka
Tracert— 510 ciyxeOHasi KOMIIBIOTEpPHAs npocpamma, TpelHa3HAuYCHHAs s
ONpeJeieHUs] MapIIpyToOB cienoBaHusi NaHHbIX B cetsax TCP/IP. Ilpoepamma tracert
BBIMOJIHSIET OTHPABKY JaHHBIX YKa3aHHOMY Y3y CETH, IIPU 3TOM OTOOpaxkasi CBEACHUS O
BCEX IIPOMEKYTOUHBIX MapLIPyTH3aTOpax, 4epe3 KOTOpbIE MPOLUIA JaHHBIE HA MyTH K
nesieBoMy y3iny. B ciywae mpobiem mnpu JocTaBKe JaHHBIX J0 Kakoro-imbo ysna
npozpamma No3BOJISET ONPENETUTh, HA KAKOM UMEHHO YYaCTKE CETH BO3ZHHUKIIM HEITOJIAIKH.
3anyck nporpaMMbl IPOU3BOJIUTCS U3 KOMaHAHOW CTPOKU. J{J1s1 3TOr0 BBl JOJKHBI BOMTH B
He€. Jlis onmepanroHHOW cucteMbl Windows CyllleCTByeT HECKOJBKO CIIOCOOOB 3amycka
KOMAaHJIHOMW CTPOKH:

1. Coueranue winaBum Win (kHomka ¢ jorotunoM Windows) + R (10m&HBI OBITh

HakaTbl 0JHOBpeMeHHO) — B rpade "OtkpbiTs" Hanucats "cmd" u Haxats OK.

2. Tlyck — Bcee mporpammbel— Crangaptasie — KomaniHas ctpoka.
B otkpbiBIIEMCS OKHE MBI HanuieM tracert ya.ru. [IpuHuun aeiicTBust 3Toil MporpamMmsl
CXO0K C IPUHLIMIIOM JEHCTBUS IPpOrpaMMel ping. Komanoa oTnpaBisieT Ha cepgep NaHHbIE
U TIpU 3TOM (UKCHUPYET BCE MPOMEKYTOUHBIE MAapIIPYTU3ATOPbI, UepPe3 KOTOPbIE IPOXOIAT
9TH JAHHBIE Ha IIyTH K cepBepy (LeneBomy y3iy). Ecnu npu goctaBke JaHHBIX 10 OJHOTO
U3 Y3JI0B NPOUCXOAUT Mpoliema, npocpamma ONpPENeNsieT y4aCcTOK CETH, Ha KOTOPOM
BO3HUKJIM HENOJIAAKHU. Bpems OTKIMKa MOKa3bIBaeT 3arpyKEHHOCTh KaHaja. A BOT eciiu
BMECTO BPEMEHHU OTKJIMKA Bbl BUAUTE HAaANUCh "llpeBbllIeH HHTEPBAJ OKMIAHUS IS
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3anp0ca", 9TO 3HAYUT, YTO Ha JAaHHOM Y3JIC CBA3U IIPOUCXOAUT IIOTCPA JAHHBIX, 4 3HAYHUT,

npobiieMa IMEHHO B HEM —pHC. 9.
:\Windows \system32\cmd.exe

>tracert ya.ru

Ipaccup mapuwpyta K va.ru [B7.250.250.31]
C MAKCHMAAbHENM YHCAOH NpbxEOB
<1 mc : 1 e 172.168.1.1
L 3 4 g lo@ t -2
athbh-: a ».natm. 213.148.163.811]

78.81.0.37]

1
2
3
4
5
b
-48.
7

Puc. 9. [Ipumep TpaccupoBKH JOMEHA ya.ru
[TapameTrpbl kOMaHbI tracert:

— -d He onpenensaTh TOMEHHbIE UMEHA MapIIPyTU3aTOPOB

— -h <snauenue-> ycTaHOBUTH MaKCUMaJIbHOE KOJUYECTBO MEPEXOJIOB

— -w <3BHaueHue> YCTAaHOBUTh MAaKCUMAJIbHOE 6peMs odcuoaHus OoTBeTa (B

MUJUTUCEKYH/IaX )

Wrak, TpaccupoBka MapuipyTa MOMOTaeT ONMpeaenuTh MpoOsieMHbd y3en. Ecinu nanubie
IPOXOIAT HOPMAJIBbHO M '"CTOMOpSTCS" HAa CaMOM NyHKTE Ha3HA4YEHUs, TO MpobdiieMa
JEUCTBUTENIBHO C caToM. Eciu TpaccupoBKa MapuipyTa IpeKpamaeTcs Ha CEpEeauHe My TH,
TO MpoOJieMa B OAHOM H3 MNPOMEXKYTOYHBIX MaplIpyTH3aTOpoB. Ecim npoxoxaeHue
NAKETOB IMpeKpalaeTcss B Npeiesax CeTH Balllero npoBaijepa — TO U IpoOieMy HYX HO
pemiath "Ha MecTHOM ypoBHe". [lomyTHO XO4yeTcs OTMETHUTh, YTO npocpamma padboTaeT
TOJIBKO B HANPABJIEHUH OT UICTOYHHUKA IMAKETOB U SIBJISIETCS BECbMa IPyObIM HHCTPYMEHTOM
JUTSl BBISIBIICHUS HETIOIAJ0K B CETH.
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OnexktpoHHas 6ubauoreka «Academia-moscow». — TeKCT: 2JIEeKTPOHHBIH.

O-3. 3BepeBa, B. II. CompoBoxaeHue # O0OCIyXHUBaHHE IPOTPAMMHOTO
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MockBa: u31aTelbCcTBO «AkameMus», 2011 — 352c.
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JTAaHHBIX. — MOCKBa: N31aTenbCcTBO «AKagemust», 2011 - 304 c.

J-3. Cmensiuckuid, P.JI. Komnberotepnusie cetu B 2 1. Tom 2: Cetu 9BM. — Mockaa:
n31aTenbCcTBO «Akagemus», 2011 - 240 c.

J-4. Makcumos, H.B. Komnbiotepusie cetu: YuebHoe nocodue / H.B. Makcumos,
N.N. TlonoB. — M.: ®OPYM: HHODPA-M, 2004. — 336 c.. un. — (Cepus
«IIpodeccuonanbHoe 00pa3oBaHUEY).

I-5. Ky3un, A.B. Komnstorepusie cetu: YuebHoe nocodue / A.B. Ky3un, B.M.
Hemun. — M.: ©OPYM: UH®PA-M, 2005. — 192 c. — (IlpodeccuonanpHoe o6pa3oBaHue).
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JUCT U3BMEHEHUM Y TONMOJITHEHUI, BHECEHHBIX B
METOINYECKHUE YKA3AHUSA

Ne usmMeHeHuUs, 1aTa BHeCEHH s, Ne CTPAHUIIbI C K3MEHEHHEM

| NS W () Craao

OcHoBaHue:

HO}IHI/ICB JUIa, BHeCIIEro N3MCHCHUA
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